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This document contains general information about GE Healthcare Life Sciences elicense
products that are required to provide access to the functions of certain software. Detailed
information is provided about how to order the elicense products and how they work.

This document does not include information about how to use the specific software functions
- such information is available in the respective software user manuals.

Q Whatis an eLicense and how does it work?
A

An elicense is an electronic file that gives a specified number of users an electronically-
managed permission to access specific software (or software functions) over a specified
period of time. The software functions that require an elicense will only work when the

software detects a relevant eLicense file. (Fig 1). The eLicense file contains specifications
as to which software functions will work, for how many users and for what period of time.

( Access denied!
No elLicense file detected

Access granted!
Valid eLicense file detected

Fig 1. Overview of GE Healthcare Life Sciences software access/management via elicense.

The advantages of using software that is access-restricted by an eLicense (other than
specifying the rightful user) include:

 faster support and software upgrade services

e only one installation is needed, with different functionalities managed by
different elicenses

e easier management over software usage and upgrades if several software packages
are installed

e eqasy to retrieve lost access using relevant license information provided at time
of purchase

A GE Healthcare Life Sciences elicense and the relevant software can be sold
separately or as a single product. Please contact your local customer service or sales
representative (www.gelifesciences.com) to find out which product you need.

GE Healthcare Life Sciences elLicense files can be specific to a host computer that acts
as a license server to several computers (concurrent elicense), or to a stand-alone
computer that is accessing the software (node-locked elicense). For more information
on concurrent and node-Locked elicense, read further.



Q

Is eLicense software available for network (server) and stand-alone
purposes?

GE Healthcare Life Sciences provides two types elicense software that differ in how
the elicense file is used - via a license server (concurrent elicense) or as a stand-alone
(node-locked eLicense).

1. Node-locked eLicense - also known as fixed or machine license. These licenses are
hosted individually on single computers. Each computer must have the software and
the elicense file. The user will get one access code for each computer (Fig 2). Node-
locked licenses are suitable for individual users who often need to work independent
of a server.

Single node-locked license: A user who purchases n units of single node-locked
license will get n access codes or activation IDs to collect n elLicense files, each of
which can be hosted on each of n computers. Example: if two units of a single
node-locked license are purchased, two elicense files can be hosted, one on each
of two computers.

Multipled node-locked license: A customer who purchases n units of node-locked
license for multiple y users will get n access codes, each with y activation IDs to
collect n x y elicense files, each of which can be hosted on each of n x y computers.
Example, if two units of a node-locked license for two users are purchased, then four
elicense files can be hosted, one on each of 4 computers.

Demo elicense products are usually provided free-of-charge to registered users

in a demo software download service from our website. Demo elLicense products
are usually single, node-locked elicenses that are time-limited, usually expiring
after a few weeks of use. To continue using the software, the user could purchase a
permanent elicense for that software.

A permanent node-locked elicense file provides the user permanent access to the
software as long as the same host server or computer specified in the elLicense file

is used to access the software. If a computer other than that currently hosting the
elicense file will be used to access the software, the elicense file can be updated to
reflect the new host. Rehosting your eLicense file is further explained later in this FAQ.
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Fig 2. An overview of Node-locked eLicenses.



Concurrent eLicense - Concurrent eLicense files are hosted in a computer that acts

as a license server to other computers. All computers using the software managed by
the concurrent license must be able to access the license server through a computer
network (Fig 3). One elicense file can allow from one to multiple users at a given time
(concurrent time), depending on the product specification. A license server can host
several concurrent elicense files to increase the number of concurrent users using a
single software installation. A concurrent elicense is usually the economical option for
a large team of workers using the same software. For single users who may want to
access the software through different computers, for example in the laboratory and the
office, a concurrent elicense for a single user is also appropriate.

If a user needs to use the software outside of the license server, the elicense file can be
borrowed for a temporary time period (Borrowing). If the license server is to be updated
to another computer, the elicense file can be permanently rehosted to reflect the new
license server (Rehosting).

In this concurrent license
set up, only 4 out of the
5 users can access the
software functions at
any given time. Note
that all users have the
software installed on
their computers, but the
concurrent elicense file
is installed on a selected Concurrent elicense
computer (User 3) set up file for 4 users in the

as the License server. license server
GEEEEE)

NETWORK

No access for this user until one
of the other 4 users closes the
software application.

Fig 3. Overview of concurrent elicenses.
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How does a node-locked elLicense work?

All GE Healthcare Life Science software that is access-restricted by eLicense will refer to
a license-handling component in the software when opened (Fig 4). The license-handling
component will look for required node-locked eLicense file on the same computer. If

the relevant elicense file is found, it will send a positive signal to the software to allow
software access. If the relevant elicense file is not found on the computer, the license-
handling component will send a negative signal to the software to deny access.

—

1. User attempts to start the elicense software
2. Software license handling component is triggered to look for eLicense file

3A. Valid eLicense file on computer found
4A. Software access granted

3B. No valid elicense file found (e.g., wrong computer, physical address, or no file)
4B. Software access denied

Fig 4. A license-handling component in software looks for the presence of the node-locked eLicense file on the
computer in order to allow access to the software functions.

How does a concurrent elicense work?

All GE Healthcare Life Science software that is access-restricted by eLicense will refer
to a license-handling component in the software when the software is opened. For
concurrent elicense-protected software, the software installation package will also
include an installation package for setting up a GE Healthcare License server. The
license server application is installed separately from the software. The software and
the license server could be installed in the same or on physically separate computers.

When a user tries to start software protected using concurrent elicense, the license-
handling component will communicate with the GE Healthcare License server through
the computer network by using TCP/IP protocols. The license server will look for
concurrent eLicense files (Fig 5). If the relevant eLicense file is found, access will be
granted to the software functions following the specifications on the eLicense file for
the number of concurrent users and the duration of the license validity. If the relevant
elicense file for the software functions is not found on the computer, the license server
will send a negative signal to the license-handling component, and access to the
software functions will be denied to the user.
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1. User attempts to start the eLicense software

2A. Software license handling component is triggered to look for eLicense file
2B. Dialogue to select a license server via network communication (TCP/IP)
2C. Communicates with GE Healthcare License server

3A. Valid eLicense file on license server
4A. Software access GRANTED

3B. No valid eLicense file found (e.g. no license server, wrong server physical address,
no file or maximum user number limit reached)
4B. Software access DENIED

Fig 5. A license-handling component in a software communicates with the GE Healthcare license server to look for a
valid eLicense file and provides access for a specified number of users to the software functions.

What is a license server?

A license server is a software application that acts as a storage bank for concurrent
elicense files that could be accessed through a computer network. The license
server is accessed by the software license-handling component to check for the
presence of a relevant concurrent eLicense file in order to allow access to a specified
software function.

A license server application is provided with GE Healthcare Life Science software
installation packages for software that use concurrent eLicense protection. The
application is installed separately from the software. The software and the license
server can be installed on the same or on separate computers. If the license server is
set up on a computer with an active firewall, refer to the firewall settings section at the
end of this document.

Depending on your software installation package, the set up and maintenance of the
license server may be automated or you may need to provide manual input with the
help from another application (called LMTOOLS) in the license server installation.
Consult your software installation manual for specific instructions on how to set up
your license server.



Can node-locked and concurrent eLicenses be set up for the

same group of users?

Yes. A team of workers could be set up with a concurrent elicense to allow users to
access software by using a license server, as well as have certain team members on
node-locked license files that allow them to use the software without needing to be

connected to the license server (Fig 6).

In this mixed concurrent
and node-locked license
set up, even though User 4
and User 5 have the
software installed on their
computers, they can only
access the software when
they are connected to User 1
the license server via the

network (User 3).

Only Users 1 and 2 can
access the software
independent of the license
server (because they

have the node-locked
license file hosted on their
specific computers).

Node-locked
P elicense file

User 2

NETWORK

Node-locked
elicense file

Concurrent eLicense
file for 4 users in the
license server £

Fig 6. Using concurrent and node-locked licenses for a team of workers accessing the same software.

What information must a user provide when ordering an

eLicense product?

To order an elicense product, the user must provide the following information:

1. Full name of the user (not the department purchasing officer)

2. Valid shipping address (not Freight Forwarding site)

3. Valid email address to which an elicense access code could be delivered.
Email addresses belonging to public domains such as yahoo, gmail, or hotmail

will generally not be accepted.

If the above user information is not provided in the order, the access code delivery

may be delayed or fail.
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What is delivered with an eLicense product order?

When you order an eLicense product, you will receive a certificate containing a code
that is used to collect the elicense file!. This code is usually an access code, also known
as an “entitlement id”.

The access code certificate is delivered in two ways:

1. by email from the GE Healthcare Life Sciences elicensing database

2. as a letter delivered by Federal Express?

If you have ordered an elicense product that includes the software as well, you will
receive the software media separately from the access code email or letter.

If you have ordered an instrument that includes an elicense product with software,
the elicense access codes are only delivered as a letter packaged together with the
software and the main instrument.

1 Note that for software installation on a GE Healthcare instrument, this is usually performed by a
service engineer.

2 Note that for certain countries, the Federal express letter may not be allowed through local
customs and another way to deliver the access code certificate could be arranged by contacting
your local sales office.

What is an access code?

An access code is a unique password to log into a GE Healthcare Life Sciences elicense file
collection portal. Every access code is associated with one or multiple activation IDs. One
activation ID is used to collect one or more copies of the same type of elicense file (Fig 7).

The access code is provided in an email and or letter to the purchaser according to
the shipping and email information provided in the order. If the user information is not
provided in the order, the access code delivery may be delayed or fail.

Important Note: You must keep your access code information in a secure place. This is
critical for future support for your software usage.

Logout
GE Healthcare %]
Logged in a5 JAFYWI94T4-USAO08cbh [GMT-0800)
Q Stark Page  Collect ¢y Brevious
_License / Licenses
_ Network License Manager _Help&FAQ |

Search Forl Searth By | Activation [ . Q._' _Ef__l Ql

[Activation codes are under Activatable line

Access code used to log in to the
license collection portal

itarms- this is related to the actual license file
hosting
Sl

. . |
Activatable Line Items I

Activate | | Prink | | View Certificate | | Emai |

. OrderDate CrderID Yersion  Total Copies  CopiesLeft  Sold To Activation 1D Expiration
[~ Jan19, 2011 123458 Test, kee's Assist, 5 Node locked 1.0 % 1 Custarner ¥rZ IAFYWTI4T4-USADSCbb-1-5 PERMARENT
[~ Jan1s,2011 123498 Test, Kee's Assist, 5 Node locked 1.0 i 1 Customer ¥YZ JAFYWTI4T4-USADScbb-1-4 PERMARENT
[~ Jan19, 2011 123456 Test, kes's Assist, 5 Node locked 1.0 1 1 Customer ¥YZ JAFYWTI4T4-UsanGhb-1-3 PERMARENT
[ Jan13,2011 133448 Test, Kee's Assist, 5 Node locked 1.0 bt 1 Custarmer XYL JAFVWTI4T4-USADGbD-1-2 PERMAMENT
[~ Jan19, 2001 123456 Test, Kee's Assist, 5 Node locked Lo 1 1 Custarner ¥yYZ JAFYWT94T4-USA08chb-1-1 PERMAKENT
Page1of 1 Tatd nunber of rows 5,

Fig 7. Relationship between an access code and an activation ID, as shown in the elicense file collection portal.
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What is an activation ID?

An activation ID is the specific ID that is unique for collecting one or more copies of a
same type of elicense file. An activation ID belongs to a unique parent access code.

To collect several elicense files associated with several activation ID, the user could use
the access code to log into the eLicense file collection database. A list of activation IDs
belonging to the parent access code will be available for elicense file collection (Fig 7).

To collect one or more copies of a same type of elicense file associated with a unique
activation ID, the user can use the activation ID to log into the eLicense file collection
database. Other activation IDs belonging to the parent access code will not be available
for eLicense collection when a single activation ID is used to log on the elicense website
(Fig 8). Use the parent access code (see previous section) to view all available activation IDs.

Logout
GE Healthcare x|
Logged in a5 JAFYWT94T4-USADBcbb-1-4§GMT-0800)
Q Start Page v | flect ¢y Rrevious
-License r Licenses

- T
Activation 1D used to login to the license collection Network License Manager | | Help&FAQ

] q portal. Only the license file(s) for this activation id is
Artivatahle ing Jrems listed for collection. Mo other activation id under the

ame access code is listed. )]

W OrderDate Product Expiration

[~ Jani1g, 201 123456 Test, Kee's Assist, 5 Node locked 1.0 1 1 FERMAMENT

Page L of 1 Tokal number of rows 1,

Fig 8. Using a specific activation ID to log into the in the eLicense file collection portal.

How do | collect an eLicense file?

To collect an eLicense file!, you need the following information:

1. access code or activation ID to login to an elicense portal (given in the access code
email and certificate?)

2. the machine ID or physical address of the computer (host id) where the eLicense file
will be hosted on. The physical address must be a permanent physical address from
your local area network. Any wireless or remote access physical address should not
be used.

To facilitate our support of your software usage, provide your organizational address and
email address when collecting the eLicense file.

1 Note that for software installation on a GE Healthcare instrument, this is usually performed by a

service engineer.

2 elicense file collection portal address:
http://elicensing.gelifesciences.com/

You can access a step by step instruction for your elLicense file on our website for pdf
article number 28960702.
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How do | ensure that my eLicense file will grant me access to my software?

To ensure that your elicense file will grant you access to the relevant software, ensure that:

1. The physical address in the eLicense file is the same as the physical address of the
computer that is hosting the elicense file. Refer to the license collection instruction
or consult technical support to help you check this.

2. The elicense file is saved in the directory (folder) recommended by the software.

3. The number of users specified in the concurrent eLicense file is not exceeded at the
time you are trying to access the software.

4. The elicense file is still valid at the date of software access (only necessary if it is not
a permanent eLicense file).

Can | use an elLicense file temporarily, independent of the license server
or permanently on another license server or computer other than that
specified in the file?

Yes. An elLicense file with permanent time validity (in other words, not time limited like a
demo elicense file) can be used on another host (server or computer) with some simple
task requests. For permanent concurrent elicense files, temporary borrowing to use the
eLicense file independent of the eLicense server is possible. For both concurrent and
node-locked licenses, permanent shifting of the eLicense file to another computer host
can be done by requesting a Rehost service.

Borrowing:

If you have a concurrent elicense file and you would like to use the file outside of the
license server, you could request a temporary license “Borrowing”.

Rehosting:

If you would like to move the elicense file permanently to another license server or
computer, you will need to make a request to your local technical support team to
perform a license “Rehost”. You will be asked to provide your access code and original
and new computer host ID information. Your local technical support team will guide you
on the request. There may be a maximum number of rehosts allowed, depending on
the software application and the type of elicense product you have purchased.

If the elicense product or software that you are using is no longer commercially
available, you may only be able to rehost your elicense file during the period of support
specified in sales policy for the software. You may be eligible for a free-of-charge
upgrade to the newer version of the software, depending on the sales policy for the
software. Consult your local sales manager or technical support person for the most
updated sales policy for your software.

11
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How can | borrow a concurrent elLicense file?

All GE Healthcare Life Sciences concurrent elicenses allow the user to temporarily
borrow a permanent concurrent license in order to use it independently of the license
server. The borrowing is restricted to a limited time period, usually 48 h. Borrowing is
done through a tool that is accessible from the GE Healthcare license server called LMTOOLS.
To access the LMTOOLS to start Borrowing, follow the steps listed below:

1. Go to Windows START/AIll Programs and search for GE Healthcare folder (Fig 9A)

2. In the GE Healthcare folder, select GE Healthcare Software Licensing Server

3. Under this subfolder, select the License server Admin application- this is LMTOOLS
4

. In LMTOOLS, select the Borrowing tab at the far right hand side and follow the three
steps for borrowing (Fig 9A).

Windows Media Player Documents

ﬁ Windows Movie Maker

Windows Photo Gallery Pictures

@ Windows Speech Recognition

7 Windows Update | M

2D winZio i

1 GEHealthcare Control Panel
| Assist

. GE Healthcare Software Licensing Se Default Programs

] License Server Admin
G; User Manual | Help and Support

LMTCOLS by Macrovision Corporaticn httpy//www.macrovision.com =HECEE

File Edit Mode Help

Service/license Filei Swstemn Settings! Utilities! Start;"Stop#Heleadl SewerStatus! Server Diags | Config Services|

" To bormow licenses [with applications and licenzes that support bormowing]:

[1] Erter the date [and optionally ime] you wart the licenses ta be returmed.
[2] Uze all applications you want to barrow while vou're ok the netwirk.
[3] Dizconnect.
Barrow expires on the date and time specified, or end-of-day, if na time iz zpecified.

“endar Mame: !.-’-‘«II
Return D ate: ! dd-narnirn-pog Fieturn Time: I hh:mm

Ligt Currently Borrowed Features i Dion't Borow drwmore T oday |

Return Bomowed Licenses Early ! Dizplay Mame: l Feature Marne: |
[optional]

Set Borrow Expiration I

Fig 9. How to start Borrowing a permanent concurrent elicense using LM Tools.

Does the license server require special settings for the Windows firewall
and eLicense file?

The procedure below describes how to enable the Windows firewall for the
GE Healthcare licensing system communication. This should be used when a firewall is
activated on the computer where the GE Healthcare license server is installed.

The solution is to declare two ports to use in the eLicense file and then open the ports in
the firewall. Here we use ports 27000 and 27001. We recommend using ports in the
range 27000-27009.



Assign two TCP/IP ports in the eLicense file
1. Stop the license server in LMTOOLS or in the Services application.
2. Open up your elicense file for editing using Word Pad or Note Pad.

3. Locate SERVER line and VENDOR line and add text as seen here in bold
SERVER this_host host id! 27000 VENDOR gehealth port=27001 USE_SERVER

4. Save the changes to the elicense file as .lic
5. Start the license server again in LMTOOLS or in the Services application.
Note this change must be done in all eLicense files that this server uses. If you have

made a mistake and need to recover your original eLicense file, you can always obtain
the file again using your access code in the elicense file collection portal.

1 This is a unique host id code.

Open two TCP/IP ports in the firewall (example here if for Windows Vista)
1. Open the firewall dialog via: Start -> Control Panel -> Windows firewall
2. Click the link called “Allow a program through Windows Firewall”.

3. Go to the General tab, and make sure that the option “On (recommended)” is selected.
If not, enable it (this will enable the firewall).

4. Go to the Exceptions tab at the top

5. To add a TCP/IP port in your exception list click Add port (near the bottom). Add two
ports as follows:

6. Click OK in the firewall dialog to accept the settings.

Port 1 Port 2
Add a Port le Add a Port [g|
LUse these zettings to open a part through ‘Windows Firewall. Ta find the port Lse these zettings to open a part through 'windows Firewall. To find the port
number and protocal, consult the documentation for the program or service pou number and protocal, consult the documentation for the program or service pou
wank to use. wanit to use.
Mame: |LMGHD license server | Mame: |GE wendor dasmon |
Port number: |2?DU|1 | Eort number: |2?UU1| |
@ TCP O UDP @ ICF O UDP

What are the rizks of opening a port? “What are the risks of opening & port?
[ ok ][ cance | [ ok ][ cance |

This completes the firewall setup. For Windows 7 operating systems, instructions for
opening a port can be found on the Windows website:

http://windows.microsoft.com/en-US/windows7/Open-a-port-in-Windows-Firewall
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