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1 Introduction

1 Introduction

Purpose of the Administration
and Technical Manual

The UNICORN 7.5 Administration and Technical Manual describes how to install, set up,
and maintain the UNICORN software.

Theinstallation is assumed to be in a network environment. A system administrator must
be able to refer to this manual for the information that is necessary to make sure that
the network and all UNICORN clients operate smoothly.

Ordinary users, not assigned as system administrators, can refer to parts of this manual.
This is explained below.

Intended readers

System administrators

The general intended reader is a designated UNICORN system administrator, responsible
for the network.

In a large organization, the system administrator can be a specific individual, either ex-
clusively responsible for the UNICORN network, or also for the support for other networks
or related systems (e.g. LIMS, Laboratory Information Management Systems).

In a smaller organization, the system administrator can be a regular user, who performs
other duties and the duties described in this manual. The system administrator must be
familiar with all the contents of this manual.

Ordinary users

UNICORN 7.5 can be installed on a stand-alone workstation, with no network connection
to other workstations. In this scenario, the UNICORN database and license server software,
and the client and instrument server software, are installed on the local computer. In
other words, all component parts of a UNICORN network are included in a single instal-
lation.

* The user of a stand-alone installation can refer to this manual for information on
how to perform administrative UNICORN duties, for example how to maintain the
database, install new instrument configurations etc.

¢ Normally, ordinary users can refer only to selected, relevant parts and do not need
to be familiar with all the contents of this manual.

4 UNICORN 7.5 Administration and Technical Manual 29448356 AA



1 Introduction

Software declaration of
conformity
UNICORN 7.5 is technically compatible with all relevant sections of FDA 21 CFR Part 11.

A part 11-system assessment checklist is available on request from your local GE
Healthcare representative.

Typographical conventions

Menu commands, field names and other text items from the software are quoted exactly
as they appear on the screen, in a bold italic typeface:

Example: Result Navigator, Method Navigator, Method Navigator, UNICORN User

Setup etc.

Menu paths are shown in a bold italic typeface with a separating colon between each
level:

Tools:UNICORN User Setup i.e., the menu option UNICORN User Setup from the Tools
menu.

Controls on the instrument, computer or keyboard keys are shown with a bold, regular
typeface:

Example: Press the Delete key.

Text that the user must either type exactly as shown in the manual, or that UNICORN
displays as a response (not a regular part of the graphic user interface), is represented
by a monospaced typeface:

Example: Connection change
File system paths are represented by a monospaced typeface:

Example: C:\Program Files\GE Healthcare\UNICORN\

In this chapter

This chapter contains these sections:

Section See page
1.1 Administration functions - overview 7
1.2 Network terms and concepts 9
1.3 Network environment 13
1.4 Deployment examples 14
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Section See page

1.5 Associated documentation 19
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1.1  Administration functions - overview

Administration areas

The table below describes the main areas of UNICORN administration:

Area Concerns

User administration User properties and authorization of access to the system,
see Section 3.2 UNICORN User setup, on page 128 and
Section 3.3 Access groups and network users, on page 143.

Note:

It is recommeded to have one responsible person, or a
small group, at least in larger installations.

System administration | 4 Maintenance of software aspects of UNICORN, includ-
ing

- definition of connected systems, see Section 3.1.1
System properties, on page 102.

- monitoring of system usage (logs), see Section 3.1.4
UNICORN and System logs, on page 122.

Database administra- Set up and maintenance of one or many instances of the
tion UNICORN database, see Chapter 4 Database management,
on page 165.

Network administration | Setup of the network functions relevant to UNICORN, see
Section 2.4 Network installation and configuration, on
page 54.

Note:

In a network installation, this is normally carried out by the
IT staff responsible for the company's network.

E-mail Setup Setup of administrator e-mail accounts for sending and
recieving messages. See Section 3.5 E-mail Setup, on
page 162.
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1.1 Administration functions - overview

Actions before UNICORN is

installed

Before UNICORN is installed, the administrator must perform the actions in this table to
prepare the network environment:

Step

Action

1

Note:

Prepare a dedicated network, see Section 2.4.4 Configure the network, on
page 70.

Configure all client computers in the network, see Section 2.4.5 Configure
and set up the client computers, on page 73.

See also the document UNICORN Installation checklist (29-1091-89).

Actions before the UNICORN
program can be used

When UNICORN has been installed, the administrator must perform the actions in this
table before other users can use the program:

Step
1

Action

Set up system definitions for the instruments, see Section 3.1.1 System
properties, on page 102.
Note:

The systems can also be defined as part of the UNICORN installation procedure,
when the software is installed on the instrument server computer.

Define new users with assigned access groups, see Section 3.2 UNICORN
User setup, on page 128.
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1.2 Network terms and concepts

Introduction

In this section, some important network terms and concepts are explained.

Administrator categories and
duties
The administrator duties can be divided into two categories with different responsibilities:

e Network administrator: Responsible for network setup, software installation and
software maintenance.

*  System administrator (or UNICORN administrator): Responsible for the use of UNICORN
to control instruments.

The network administrator and the system administrator can be the same person, but
the tasks can also be carried out by two different persons.

Administrator security
responsibilities

The different security responsibilities of the network administrator and the UNICORN
(system) administrator are listed below.

Network administrator re-  System administrator re-

sponsibilities sponsibilities

Data storage securi- | Backup routines for network | Backup routines for the

ty (backup routines) | servers. UNICORN database.
Network access se- | Maintenance of user pass- -
curity words and access rights to
shared general network re-
sources.
UNICORN security - Maintenance of UNICORN

user passwords and access
rights to UNICORN resources.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 9
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Local and remote stations

When UNICORN 7.5 is used in a network deployment (as illustrated for example in Dedi-
cated network for UNICORN only, on page 15), client computers can be categorized as
either local stations or remote stations.

Station type

Local station

Description ‘

A PC to which an instrument is physically connected.

The local station is the Instrument Server for the connected instru-
ment.

Remote station

A PC to which no instrument is physically connected, but which
can control systems over a network link.

Note: A local station can be used to control other instruments than the one that is
connected physically. When controlling other systems than the local system,
the station operates as a remote station.

Network terms and general

In the table below are explanations for some network and general concepts which are
important to understand when working with UNICORN in a network environment.

Term Explanation ‘

All UNICORN data (i.e. methods, results, log files, system and user
data) are stored in an SQL database. Several installations of the
UNICORN database can be running simultaneously in a large de-
ployment. However, the database instances do not communicate
with each other.

The local and the remote UNICORN clients and servers use TCP/IP
to send commands and data between them.

A Local Area Network (LAN) supplies networking capability to a
group of computers in close proximity to each other such as in
an office building or a lab. A LAN is used for sharing network re-
sources like files, printers or applications.

A PC with a UNICORN software installation. A stand-alone work-
station can operate independently of any other UNICORN comput-
er. See Stand-alone workstation below.

concepts
Storage of data
Communication
LAN
Workstation

10
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Term Explanation

Stand-alone
workstation

A stand-alone workstation has a locally connected instrument
and contains all the software components necessary to operate
UNICORN as an independent unit, that is

e the UNICORN client software

o theinstrument server software

o thedatabase server software and a local UNICORN database
and

e the license server software.

The workstation can be connected to a network to be able to ac-
cess other network resources, but it is not set up to interact with
other UNICORN clients or common UNICORN servers.

Instrument
server

The service that controls a connected instrument. The UNICORN
instrument server service is installed as a part of the UNICORN
client installation.

Real-Time Unit
(RTU)

The RTU is used to separate the run-time critical parts of UNICORN
from the network during UNICORN system setup. This is to avoid
the network related activities that can disturb ongoing runs.

Control system
access mode

Users with Control access to a system can assume control over
the instrument, either using the local, instrument server computer,
or from a remote station.

View system ac-
cess mode

Users with View access to a system can monitor all activities on
the instrument, but cannot control the activities without changing
the access mode first.

Instrument con-
figuration

The complete dataset defining the properties and enabling the
control of an instrument. The instrument configuration consists
of

e strategy

e process picture

e phase library or wizards
and

e embedded software.

This is described further in Section 3.1.2 Instrument Configurations,
onpagelll.
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12

Term

Strategy

Process picture

‘ Explanation

The strategy defines the available method and manual instruc-
tions, system settings, run and curve data. It is part of the Instru-
ment Configuration.

The process picture contains the necessary elements which are
used to create the process pictures in the Method Editor and
System Control modules.

Phase library

E-licenses

The phase library contains predefined phases and methods. It is
available for some instruments as a part of the Instrument Config-
uration and adapted to the properties and available options for
a specific instrument or group of instruments.

There are different types of e-licenses. A node locked license can
be used on one workstation only and a floating license can be
used on any workstation in a network, however only on one
workstation at the time. The licenses are described further in
Section 2.3.2 Configure an e-license, on page 39.
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1.3 Network environment

Who can perform the network
setup?
The personnel performing the network setup must experience in Windows® and network

installations. It is recommended to involve a skilled network administrator for the network
setup, the installation of the UNICORN software, and the maintenance of the network.

Tip: Network recommendations are listed in Appendix A.1 Computer recommen-
dations, on page 232.

UNICORN versions

For UNICORN versions and the supported operating systems and database versions,
see the UNICORN compatibility matrix at http://www.gelifesciences.com/UNICORNcom-
patibility.

UNICORN networks as parts of
other Local Area Networks

In most cases, UNICORN computers are connected to a Local Area Network (LAN) to
access other network resources and, where applicable, the Internet.

Stand-alone workstations can or can not be connected to a network depending on the
need for access to other resources. Since such workstations contain all necessary
components for independent operation, the external network connection is not essential
when using UNICORN. Network connection between the computer and the instrument
is however essential.

A UNICORN network, consisting of several client stations sharing common servers, can
either be a totally independent network with no external access or connected to an ex-
ternal LAN. The external LAN connection is necessary for example to provide Internet
access and access to other network resources.

The scenarios described above are illustrated in Section 1.4 Deployment examples, on
page 14.

Note: UNICORN does not work in a network environment where some UNICORN
computers are connected in a workgroup and others are in a domain.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 13
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1.4 Deployment examples

Introduction

This section shows three examples of how UNICORN can be deployed in different envi-
ronments.

Stand-alone deployment

The figure below illustrates a stand-alone workstation:

The workstation is a stand-alone unit which can operate independently of any other
UNICORN workstation or server. It contains all the necessary software components, that
is

e the UNICORN software
e theinstrument server software
¢ |ocal database server

e software for license authentication

In this deployment example, the workstation can also be connected to a local network.
The computers delivered by GE Healthcare are equipped with two network interface
cards as a standard feature. One card is used for the communication with the instrument
and the other for communication with a network. The connected network can be a
UNICORN network as described in the other deployment examples below, or a LAN.

14 UNICORN 7.5 Administration and Technical Manual 29448356 AA
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It is possible to connect the workstation to both the instrument and a network from a
single network interface card by using a switch. This solution is not recommended as it
can reduce the system performance.

It is possible to use the Full Installation alternative for this workstation. This option is
described in Section 2.3.1 Install the UNICORN software - Full installation, on page 33.

Dedicated network for UNICORN

only

The figure below illustrates how a network with dedicated servers and several client
workstations can be organized for exclusive UNICORN use:

UNICORN 7.5 Administration and Technical Manual 29448356 AA 15
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e PC1isaremote station: it has UNICORN installed but is not directly connected to an
instrument. Via the network, remote stations can control the instruments that are
connected to local stations.

e PC2aand 2b are servers. The UNICORN database and the UNICORN license server
are installed separately on each of the respective two PCs.

* PCs3,4and 5 are local stations: they have UNICORN installed and are connected to
instruments 6, 7, and 8 as instrument servers. To have an instrument accessible re-
motely, the computer with the instrument server must be switched on and logged
on to the network.

Use different options from the Custom Installation alternative for each of the client
stations and the server in this scenario. The client installation is described in Section 2.4.1
Install the UNICORN 7.5 software - Custom installation, on page 55. The server installation
is described in Section 2.4.2 Install the UNICORN database, on page 60.
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UNICORN network as part of
larger LAN

The figure below illustrates how a UNICORN network can be included as part of a larger
Local Area Network:

Bl
-T'@
|

sl

N

e PC laand 1b are servers. The UNICORN database and the UNICORN license server
are installed separately on each of the respective two PCs.

* PCs?2and 3 arelocal stations: they have UNICORN installed and are directly connected
to instruments 4 and 5 as instrument servers.

* The UNICORN network is connected to the larger LAN, which serves the entire orga-
nization and provides access to the Internet, other network resources (i.e. printers,
office application servers etc.) and other client computers. The connection between
the UNICORN network and the larger LAN is through a router and protected by a
firewall.
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* PCs6and 7 are connected to the larger LAN and not directly to the UNICORN LAN.
Provided the units have UNICORN client software installed and are allowed access
by the firewall, they can operate UNICORN remotely and have access to the common
database on the UNICORN database server.

Use different options from the Custom Installation alternative for each of the client
stations and the server in this scenario. The client installation is described in Section 2.4.1
Install the UNICORN 7.5 software - Custom installation, on page 55. The server installation
is described in Section 2.4.2 Install the UNICORN database, on page 60.
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1.5 Associated documentation

Introduction

This section describes the user documentation that is delivered with UNICORN.

User documentation

The user documentation listed in the table below is available from the Help menu in
UNICORN and as printed books.

Document ‘ Main contents

UNICORN Method Manual | Overview and detailed descriptions of the method cre-
ation features in UNICORN. Instructions on how to use
the software. Workflow descriptions for common opera-

tions.
UNICORN Evaluation Overview and detailed descriptions of the Evaluation
Manual Classic module. Workflow descriptions for common op-
erations. Description of the evaluation algorithms used
in UNICORN.

UNICORN Administration | Overview and detailed description of network setup and
and Technical Manual complete software installation. Administration of
UNICORN and the UNICORN database.

UNICORN System Control | Overview and detailed description of the system control
Manual features in UNICORN. Includes general operation, system
settings and instructions on how to perform a run.

UNICORN Online Help Dialog box descriptions for UNICORN (from the Help
menu).
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2

Installation and configurations

About this chapter

This chapter describes how to

In this chapter

20

install a complete UNICORN 7.5 installation on a stand-alone workstation (Full instal-
lation)

install a UNICORN database (Custom installation)

install a license server (Custom installation)

and

install UNICORN software client and instrument server software on a network client
station (Custom installation).

It also describes how to

define a system as part of the installation
configure e-licenses

configure Windows settings necessary for the UNICORN process pictures in a network
deployment

configure firewall settings, when necessary
upgrade previously installed UNICORN versions (6.0 or later) to UNICORN 7.5

remove UNICORN installations

and

set up a system printer.

Finally, the chapter also includes listings and descriptions of other software that are in-
stalled as prerequisites for the UNICORN 7.5 installation.

This chapter contains these sections:

Section See page
2.1 Installation overviews 22
2.2 Other software installed by UNICORN 7.5 28
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Section See page
2.3 Stand-alone workstation installation and configuration 32
2.4 Network installation and configuration 54
2.5 Control unit installation 79
2.6 OPC settings for UNICORN 80
2.7 Upgrade UNICORN 6.0 or later to UNICORN 7.5 85
2.8 Repair a UNICORN 7.5 installation 89
2.9 Printers 91
2.10 Remove a UNICORN 7.5 installation 97
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2.1 Installation overviews

2.1 Installation overviews

Introduction

This section provides overviews for UNICORN 7.5 installations and configurations either
as stand-alone workstations or in a small, dedicated network.

Default installation folders

In this document, "Program Files Path" is used to represent the default path for the pro-
gram files installation folder, depending on the Windows version. For example, the default
path to the program files folder where UNICORN is installed in a 64-bit installation of
Windows 10is C:\Program Files (x86).

For example, if the path is written as below you have to replace Program Files Path with
the correct path for your version of Windows:

Program Files Path\GE Healthcare\UNICORN\.

Installation summary -
stand-alone workstation

The table below is an overview of the complete stages in the UNICORN 7.5 installation
procedure and the related actions required to set up a UNICORN stand-alone workstation.
This installation option is called a Full Installation in the installation program.

Description ‘
Install prerequisite software applications necessary to run the UNICORN
software.

Reference See Section 2.2 Other software installed by UNICORN 7.5, on
page 28.

Install the UNICORN 7.5 software.

Reference See Section 2.3.1 Install the UNICORN software - Full installation,
on page 33.

Configure an e-license.

Reference: See Section 2.3.2 Configure an e-license, on page 39.

Define a system.

Reference: See Section 3.1.3 Define a new system, on page 115.

installation
Stage
1
2
3
4
22
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Stage Description

5

Define a user profile and an access group for the user.

Note:
Choose between defining UNICORN users or Network users

Reference: See Section 3.2.1 Create a new user, on page 129.

Check the system settings for the attached instrument.
Reference: See System Settings in UNICORN System Control Manual .

Installation summary - network

installation

The table below is an overview of the complete stages in the UNICORN 7.5 installation
procedure and the related actions required to set up a complete working environment
for UNICORN in a network.

Stage Description

1

Install prerequisite software applications necessary to run the UNICORN
software on the Database computer and the License server computer.
Note:

The Database and the License server can be on the same computer.

Note:
Prerequisite software is already installed on computers delivered by GE
Healthcare.

Reference See Section 2.2 Other software installed by UNICORN 7.5, on
page 28.

Install the UNICORN 7.5 software on the Database computer.
Reference: See Section 2.4.2 Install the UNICORN database, on page 60.

Install the UNICORN 7.5 software on the License server computer.

Reference: See Section 2.4.3 Install the Software Licensing Server and con-
figure an e-license, on page 69.

Configure e-licenses.

Reference: See Section 2.3.2 Configure an e-license, on page 39.
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24

Stage
5

Description ‘

If necessary, prepare the Instrument Server computers.

Reference: See Section 2.4.5 Configure and set up the client computers, on
page73.

Note:

Previous UNICORN installations must be removed if the Instrument Server
computers have been used as stand-alone units.

Install prerequisite software applications necessary to run the UNICORN
software on the Instrument Server computers.

Reference See Section 2.2 Other software installed by UNICORN 7.5, on
page 28.

Install the UNICORN 7.5 software on Instrument Server computers in the
network.

Reference: See Section 2.4.1 Install the UNICORN 7.5 software - Custom in-
stallation, on page 55.

Define systems.

Reference: See Section 3.1.3 Define a new system, on page 115.

Check the system settings for the attached instrument.

Reference: See System Settings in UNICORN System Control Manual .

10

If desired, install UNICORN 7.5 software on Remote station computers in
the network, after installing any prerequisite software.

11

If desired, set up a default printer for system generated prints.

Reference: See Section 2.9 Printers, on page 91.

12

Set up user access rights and profiles
Define access levels for the installation.

Reference: See Section 3.3 Access groups and network users, on page 143
and Section 3.3.3 Access items, on page 152.

13

Define users.

Note:
Choose between defining UNICORN users or Network users

Reference: See Section 3.2.1 Create a new user, on page 129.
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Note: This overview includes all the necessary actions for a network environment
with several users and different work descriptions. Some of the stages are
applicable for the organization. Perform the actions in a different order and
for a single client computer or user at a time if that is preferable.

Custom installation options

Using the Custom UNICORN 7.5 installation, select the software component parts that
are needed for the workstation and server.

The Custom installation options are described in the following table:

Software components  Characteristics

UNICORN Software The UNICORN software is used to control and manage an
Client instrument that is connected to the station.

Select this option if the station is used as a remote station
only. This option does not include the necessary server
components to control a locally connected instrument.

Database server This option installs the server software necessary to oper-
ate the database where all UNICORN data is stored.

In a network environment, the database is installed on a
dedicated server computer.

License server This option installs the license server software which is
used to authenticate that all UNICORN software clients
with access to the network are properly licensed.

In a network environment, the license server is installed
on a dedicated server computer.

Installation prerequisites

Before UNICORN installation, see the UNICORN compatibility matrix at
http://www.gelifesciences.com/UNICORNcompatibility for UNICORN versions and the
supported operating systems and database versions.
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Do not copy the DVD-ROM or
decompress the files

UNICORN 7.5 is supplied on a DVD-ROM. Files on the DVD-ROM are compressed and the
installation cannot be performed by simply copying the files onto the hard disk. However,
the installation files can be copied to a hard drive and the installation can be run from
the hard drive instead. Do not run the installation from a network drive.

Upgrade old UNICORN version

UNICORN 6.2 and later can be upgraded from the installation program.

To upgrade UNICORN 6.0 or 6.1 installations to UNICORN 7.5 you must back up the
database, uninstall the old UNICORN version, install UNICORN 7.5, restore the backup
and convert the database to UNICORN 7.5 standard. This is described in Section 2.7 Up-
grade UNICORN 6.0 or later to UNICORN 7.5, on page 85.

Replacing a UNICORN installation older than UNICORN 6.0 (e.g. UNICORN 5.2 and older)
with the UNICORN 7.5 version of the software is not possible, since the data was stored
as files in a folder structure and not in a database in these versions.

You can import methods and result data from a UNICORN 5.x run with some control unit
(CU) based systems, for example, AKTApilot™ and AKTAprocess™, into the UNICORN 7.5
database. The import is described further in Section 4.2.6 Import data from UNICORN 5,

on page 187.
Note: In some cases the PC operating system must be changed when upgrading to
new UNICORN versions.

Changing the installation type

To merge several independent stand-alone workstations into a network with a common
database, follow the procedure described below. It is recommended to store the largest
database on the new database server.

Note: The e-licenses for the stand-alone workstations need to be rehosted to the
common e-license server ifthe license server is moved. Contact GE Healthcare
for information and assistance.
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Step Action

1 Create a backup of the database from the workstation that has the largest
database, and save it outside the regular backup folder.

Note:
This workstation is the new database server.

Then follow step 2-6 for each workstation that shall be connected to the
new database server.

2 Perform database backup and save it outside the regular backup folder on
each workstation.

3 Export and save the log files from each workstations.

(These logs cannot be imported into the new database, but must be saved
to provide a history of usage for the workstations before the database merge)

4 Export all results and methods you wish to move from the workstations.

5 On each workstation:
e Remove the UNICORN installation and reinstall the UNICORN software.
e Connect UNICORN to the new database server.

6 Redefine the systems.

7 Import results and methods as needed.
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2.2 Other software installed by UNICORN 7.5

Required software applications

The following software applications are required by the UNICORN software to function
properly. The installation can be initiated automatically by the UNICORN 7.5 installation
program. If any of the listed applications is already installed, it is not included in this in-
stallation step. It is necessary to restart the computer several times to proceed from one
application installation to the next.

Microsoft® NET® Framework 4.7.2 Full

Microsoft Core XML Services (MSXML) 6.0

Microsoft Visual C++® 2008 Redistributable Package SP1

Microsoft Visual C++ 2010 Redistributable Package SP1

Microsoft Visual C++ 2012 Redistributable Package

Microsoft Visual C++ 2013 Redistributable Package

Microsoft Visual C++ 2015 Redistributable Package

Microsoft Visual C++ 2017 Redistributable Package

Microsoft SQL Server® 2017 Express (Only if the database is selected for installation)
OPC Core Components Redistributable 106.0

Note: This process can take up to one hour to complete if all the applications are
installed.
Note: By default, the applications listed above are installed on the C: drive. If the

available space on this drive is insufficient, the installation fails and the instal-
lation program attempts to repeat the installation after each restart. Make
sure that enough space is available on the C: drive before starting the installa-
tion. The required space varies depending on what is previously installed on
the computer (e.g. applications listed above), and subsequent selections in the
UNICORN installation. However, the installation program requires at least 11
GB of free space to initiate the installation.

28
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The help viewer application

As part of the UNICORN software installation, a special viewer for the online help is in-
stalled. This application, the MadCap™ Help Viewer, is accessed from the UNICORN user
interface either by clicking help buttons in dialog boxes, by pressing the F1 key or by
clicking Help menu items.

By default, this application creates a shortcut icon on the desktop. If logon to UNICORN
fails, the online help can be opened using this shortcut.

To start the UNICORN online help:

Step Action

1 Double-click the shortcut icon on your desktop.

2 On the File menu, click Open.

3 Browse to any of the folders:

e Program Files Path\GE Healthcare\UNICORN\UNICORN 7.5\

Documentation\Help\Chromatography for a Chromatography in-
stallation.
or

e Program Files Path\GE Healthcare\UNICORN\UNICORN 7.5\

Documentation\Help\Bioreactor fora Cell Cultivation installation.
or

e Program Files Path\GE Healthcare\UNICORN\UNICORN 7.5\
Documentation\Help\Filtration for a Filtration installation.

4 Select the file Manual .mchelp.

5 Click Open.

Result: The online help portal page opens.

Note: Sometimes Windows needs to register the MadCap Help Viewer as the appli-
cation for files of the type .mchelp before it recognizes calls from help buttons
in UNICORN 7.5. Ifthat happens, open the viewer manually as described above.
It can be necessary to do this once for a new Windows user profile.
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The UNICORN Service Tool

The UNICORN Service Tool is installed by the UNICORN installation program. It is used
to troubleshoot and set parameters in an existing UNICORN installation.

With the software you can:

See a list of installed UNICORN components.
Configure IP addresses of the Real-Time Unit (RTU).
Test connection to a database server

Test connection to a license server

Manage processes needed by UNICORN

Test communication ports

Check if the computer and operating system settings fulfills the UNICORN specifica-
tions

See a log of all events registered by the UNICORN Service Tool.

For more information see UNICORN Service Tool User Manual.

Start the UNICORN Service Tool

30

Step Action

1

2

Click the Windows Start button.
Type UNICORN Service Tool inthe Start menu search field.

Click the UNICORN Service Tool item that is displayed as the search result
to start the program.
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Installation of Griffin Launcher

On computers delivered and/or installed by GE Healthcare, service staff installs a software
tool which is used for diagnostic, testing, and quality control. This tool can only be used
by GE Healthcare service staff, for quality control, to optimize system performance and
as an aid in troubleshooting.

Griffin
Launcher
st snace
[0 e

EroductionTesth anager

p
{@ imagination at work
¢
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2.3

Stand-alone workstation installation and configuration

About this section

The UNICORN 7.5 software is normally installed by a GE Healthcare representative. Follow
the instructions in this section to install the program yourself if your system is not prein-
stalled.

In this section

32

This section contains these subsections:

Section See page
2.3.1 Install the UNICORN software - Full installation 33
2.3.2 Configure an e-license 39
2.3.3 Define a system 47
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2.3.1 Install the UNICORN software - Full installation

Introduction

The full UNICORN installation includes all software component parts necessary to operate
UNICORN and a connected local instrument.

The installation includes the components described in the table below.

Software component Characteristics

UNICORN software The UNICORN software is used to control and manage an
instrument that is connected to the workstation.

Database server The server software necessary to operate the database
where all UNICORN data is stored. Microsoft SQL Server®
Express Edition is used for this.

License server The license server software is used to authorize that the
UNICORN software installation is properly licensed.

Step 1 - Start installation

Follow the instructions to begin the installation:

Step Action

1 Start UNICORN installation program. The program can be found in the
UNICORN installation DVD.

Result: The UNICORN Installation wizard opens with a welcome dialog box.
Tip:

Ifthe DVD drive is not set up to allow automatic start, browse the DVD contents
and double-click the file Setup.exe in the UNICORN folder to initiate the instal-

lation.
2 Click Next.
3 The UNICORN Installation Program is launched. Continue the installation as

described below.

Tip: Itis possible to exit the installation by clicking Cancel. However, the installation
remains incomplete and the software cannot be used. It is possible to go Back
in some installation steps, to return to a previous step to change selections.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 33



2 Installation and configurations
2.3 Stand-alone workstation installation and configuration
2.3.1 Install the UNICORN software - Full installation

Step 2 - License agreement

The next installation step shows the UNICORN 7.5 License Agreement text.

Step Action

1 Read the license agreement carefully.
2 Click I accept the terms in the license agreement.
3 Click Next to proceed.

Step 3 - Select type of installation

In this step of the installation you decide what kind of installation you want to make.

Step Action

1 Select the installation type:

e Fullinstallation

which includes all the UNICORN software necessary for stand-alone
operation.

or
e Custom installation

which allows you to install selected components. (This installation option
is described in Section 2.4.1 Install the UNICORN 7.5 software - Custom
installation, on page 55).

2 Click Full installation to proceed with this option, for a stand-alone worksta-
tion installation.

3 Click Next to proceed.
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Step 4 - Select installation folder
Select the installation folder for UNICORN.

Step

Action

1

For Windows 10, by default, UNICORN suggests the following installation
folder:

C:\Program Files (x86) \GE Healthcare\UNICORN\
Either
« accept this installation folder

or

o click Change and select a folder for UNICORN installation.

Note:

UNICORN calculates the available diskspace for the selected installation
folder. The space required for the installation is also shown.

Note:
UNICORN 7.5 cannot be installed on a compressed disk.

Click Next to proceed.

Note:

The general UNICORN installation folder structure is saved in the folder selected
in this step. However, the SQL Server software and e-license server software

are installed on the C drive by default. If the available space for this is insuffi-
cient, the installation can fail. The required space varies depending on what

is installed on the computer but at least 2 GB must be available to complete

the installation.
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Step 5 - Specify data storage

Specify storage folders for database backups and for archived database items.

Step

Action

1

Note:

Tip:

Click Browse next to the Backup files folder field and navigate to a suitable
folder to save the database backups.

Note:

By default UNICORN suggests a backup folder in the selected installation
folder. However, if possible it is recommended that the backups are saved on
another physical drive than where the active database is stored. This physical
drive must be installed on the same computer as where the database is in-
stalled. Network folders cannot be used for this purpose.

Note:
Make sure that the user SYSTEM has access rights to the selected folder?!.

Click Browse next to the Archive files folder field and navigate to a suitable
folder archive the data.

Note:

By default UNICORN suggests an archive folder in the selected installation
folder. However, if possible it is recommended that the archives are saved on
another physical drive than where the active database is stored. This physical
drive must be installed on the same computer as where the database is in-
stalled. Network folders cannot be used for this purpose.

Note:
Make sure that the user sysTEM has access rights to the selected folder.

Click Next to proceed.

To ensure data safety, it is recommended that the backup and the archive
folders are copied or moved at regular intervals to another server computer
or some other storage media.

The UNICORN Configuration Manager tool can be used to change data
storage folders after the installation.

e Type UNICORN Configuration Manager inthe Windows Start menu
search field, click the UNICORN Configuration Manager item that is dis-
played as the search result.

1 The access rights are shown in the Security tab of the folder Properties.
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Step 6 - Password settings
Choose the password settings you wish to apply for UNICORN.

Step Action

1 By default, the Require passwords check box is selected.

« Ifyoudo notwant to use passwords at log on or for electronic signatures,
clear this check box.

2 Click Next to proceed.

Tip: The UNICORN Configuration Manager tool can be used to change the pass-
word settings after the installation.

e Type UNICORN Configuration Manager inthe Windows Start menu
search field, click the UNICORN Configuration Manager item that is dis-
played as the search result.

Step 7- Column logbook

The Column Logbook enables the recording of usage and performance history for indi-
vidual columns.

Step Action

1 Select the Enable Column Logbook check box to set up the logbook.
(This is selected by default)

2 Click Install.
Result: The UNICORN 7.5 installation begins.

Tip: The UNICORN Configuration Manager tool can be used to enable or disable
Column LogBook after the installation.

e Type UNICORN Configuration Manager inthe Windows Start menu
search field, click the UNICORN Configuration Manager item that is dis-
played as the search result.

Step 8 - Installation completed

The final wizard dialog box opens when the installation is complete and the UNICORN
7.5 database, elicense server and software are all installed on the workstation computer.

At this point:

e click Configure eLicense
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Result: The Configure eLicense dialog box opens.
e click Define System
Result: The Define System dialog box opens.
and/or
e view an installation summary report by clicking Show Report.
These dialog boxes are described in subsequent sections in this chapter

Tip: It is possible to configure an e-license and define a system later if required.
The e-license configuration is described in Add more e-licenses to the license
server, on page 159, and how to define a system is described in Section 3.1.3
Define a new system, on page 115.

Installation summary report

38

When the installation is completed, open an installation report in text format. This report
contains a list of all installed files, including size, version and date of creation. The report
can be used to verify that the installation is complete and that the correct files are includ-
ed.

Note: During the UNICORN installation some of the default Windows firewall settings
and local security policies are modified to enable communication between the
workstation computer, the instrument and the database server. The modified
settings are listed at the end of the report.
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2.3.2 Configure an e-license

Introduction

This section describes how to configure an e-license as part of a UNICORN 7.5 installation.
A block of e-licenses can be retrieved using the procedure described in this section for
configuring e-licenses for a common license server in a network.

Itis possible to access the configuration program at any time. To start the program, type
Configure e-License inthe Windows Start menu search field, click the Configure
e-License item that is displayed as the search result.

Before you start

Activation ID

An activation ID is required to retrieve an e-license from the GE Healthcare software e-
licensing web site. The activation ID together with the software is sent via e-mail. Contact
the GE Healthcare representative if the activation ID is not received.

Internet connection

To activate the e-license, you must have access to the Internet. If you are configuring
the e-license for a stand-alone workstation with no external network access, retrieve
the e-license file using another computer and then move the file to the workstation
computer using, for example, a USB memory stick.

Computer Ethernet address

The Ethernet address for the computer where the license server is installed (i.e. either a
stand-alone workstation or a database and license server) is required when performing
the actions described in this section. This address is shown in the Configure e-License
dialog box.

Note: The displayed address is the Ethernet address for the Network Interface Card
(NIC) which is used for the communication with the instrument, and not the
address for a second interface card used for network communication. If the
computer is equipped with two interface cards, it is recommended to verify
the Ethernet address.
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Verify Ethernet address

Step Action

1 « Open a Command Prompt window 2

and

e typeipconfig /all,andpressEnter todisplay the Ethernet address-
es.

2 Locate the Network Interface Card (also called Ethernet adapter) with the
IP address used to connect to the instrument. This is the Network Interface
Card which is used for instrument communication.

3 The Ethernet address for this card is listed as the Physical Address. Verify
that this is the address shown in the Configure e-License dialog box.

Different types of e-licenses

The following table provides an overview of the different types of e-licenses available
for UNICORN 7.5.

Floating license can be used on any workstation in a network, but there can only be as
many simultaneous users as there are valid licenses. UNICORN 7.5 can be installed on

more workstations than the number of valid licenses, but all these workstations cannot
be used simultaneously. A node locked license can be used on one workstation only.

The table is not complete, refer to a GE Healthcare representative for more information
on available e-licenses.

Type Description ‘

Workstation license The workstation license is a node locked license that is
used for one computer only.

Remote license The remote license is a floating license that can be used
on any workstation in a network.

Dry license The dry license is a floating license that can be used for
all functionality except System Control, Evaluation Classic,
Design of Experiments (DoE) and Column Logbook.

Evaluation Classic li- The Evaluation Classic license is a floating license used
cense for the Evaluation Classic module.

2 Type Command Prompt inthe Windows Start menu search field, then click the Command
Prompt item that is displayed as the search result.
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Type Description

Design of Experiment li- | The Design of Experiment license is a floating license used
cense for Design of Experiment.

Column logbook license | The Column logbook license is a floating license used for
Column logbook.
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Initiate the e-license
configuration

After completing a UNICORN installation, you can choose to proceed to configure
e-licenses for the installation. Follow the instructions to perform the final installation
step and initiate the e-license configuration.

Step Action

1 In the Configure e-License dialog box:

'l e-License Configuration *

Configure e-License ':%-:

An e-license is required to run the software. It is used to authorize your computer with the
e-License server. These are the steps required to corfigure an e-License:

1. Select and copy your computers Ethemet address (also know as MAC address or physical address), which is required in
step 2, using the button below. The address will then be copied to the clipboand.

D00C29834081, (BthemetD, Intel{R) 825741 Gigabit Network Connection) - Copy to Clipboard

2. Use the link below to access the GE edicense web. Follow the instructions on the web page to retrieve an edicense
MNote: Paste the Bthemet address when invited to do so. This is required to generate an e-icense. Also remember to
press the activation button and to save the eicense on afile.
http ./elicensing gelifesciences.com.flexnet /operationsportal logon.do

3. Browse to select the retieved e-License file. Theresfter, press "Corfigure e-License”.

| Browse..

o Click Copy to Clipboard to copy the Ethernet address.

If the Network Interface Card name has been changed, the Configure
E-License program fails to find the address. If this is the case:

¢ change the name of the Network Interface Card so that it starts with
Local Area Connection

or

« find the MAC address as described in Computer Ethernet address, on
page 39. Copy the address into the Configure E-License dialog box.

2 Click the hyperlink in the dialog box to proceed to access the e-licensing
web site.
Note: When activating additional licenses, it is essential to always use the Ethernet

address for the computer where the license server software is installed. It is
not recommended to use the Ethernet addresses for the additional client
computers.
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Access the e-licensing web site

The e-license must be retrieved from the GE Healthcare e-licensing web site. Follow the
instructions to access the site from the configuration dialog box.

Step Action

1 Click Copy to Clipboard in the e-License Configuration dialog box.

e This copies the Ethernet address from the computer (shown in the adja-
cent field), which is be used in subsequent steps.

2 Click the hyperlink in the configuration dialog box.

Result: The GE Healthcare software elicensing web site opens in your web
browser.

GE Healthcare Life Sciences

Login

With User Name
® \With Activation ID

Enter your Activation ID here

Register Login

3 Type the Activation ID and click Log in.

Result: The License & Delivery Portal opens.

Retrieve the e-license

Go to www.gelifesciences.com/eDelivery and log in using Activation ID that you have
received via E-mail during your purchase.

Follow the instructions to retrieve the e-license from the web site.
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Step Action

1 From License Activation menu choose Activatable Entitlements.

License
Activation

License Suppaort Downloads

License & [
Activatable Entilements

Trusted Activation

Recent E
Activotion ID

8727-0b43-062¢-4843-3053-¢8bD-5308-8... |QTL Securky 8.1

Select your entitlement from the list and choose Action > Activate.

Activatable Enfitlements
Erbllarmans

view Agtian

Exgar:

T P

O, ) Ascanied Saann

-
il
iy

T .

3

Fillin the appropriate information under License Model Attributes and click
Next. All items marked with red dots are mandatory.

Activate Licenses

ounts.

Generate Licenses Selected line items:
soan ig o st Eromr o
s wana 1 Sac -
-
License Model Attributes

Licasas st rpw oo

cancet
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Step Action

4 Click the add button under Configure Hosts and in the empty Server Hosts
field press the Ctrl and V keys simultaneously to paste your Ethernet address
from the clipboard into this field.

Note:

If you use another computer to retrieve the e-license, you must write down
the Ethernet address from the computer you are installing the license server
on and type this address in the Server Hosts field.

Also, if UNICORN identified the wrong Ethernet address (e.g. from a second
network interface card) in the Configure e-License dialog box, you must find
the correct address and type it in manually.

This is described in Computer Ethernet Address above.

Configure Hosts

Configure Hosts Selected line items:

Serv vt FOIFAFAE114 e L] s b

5 Select your product in the list and click Save To File.

L] Brisiunt Uwsin Lieess boals st Bucsort tyem

Complete

6 Click Save in the confirmation dialog that opens.
Result: A download dialog box opens. Save the license file in a temporary
folder or on your Windows desktop.

7 Click Logout to complete the procedure and log out from the License &
Delivery Portal software e-licensing web site.
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Locate and connect the e-license

Follow the instructions to connect and confirm the e-license in the UNICORN e-License
Configuration dialog box.

Step Action

1 o Click Browse to locate the license file

and

e click Open to add the search path to the file in the e-License Configura-
tion dialog box.

2 Click Configure e-License.
Result: A message box opens, showing that the configuration has been
successful.

3 Click OK in the message box, and then click Close to complete the process.
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2.3.3 Define a system

Introduction

In the UNICORN installation program, define a system if the computer is to be used as
an instrument server for a locally connected instrument.

Note: To enable connection tests, make sure that the instrument is turned on during
the system definition.

Tip: Itis possible to define a system at a later stage. This is described in Section 3.1.3
Define a new system, on page 115.

Step Action

1 Click Define System.
Result: The Define System dialog box opens.
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2.3.3 Define a system

48

Action

P, Define System X

Instrument Configuration
w Browse...
System Type
Setup Option
@ Next Cancel

In the Define System dialog box:

Select the appropriate instrument configuration in the Instrument Configu-
ration list.

Note:

For information about compatibility between UNICORN versions and the
supported instrument configurations, see the UNICORN compatibility matrix
at http://www.gelifesciences.com/UNICORNcompatibility.

Tip:

The list includes all instrument configurations currently in the UNICORN
database. To select a new instrument configuration:

* Click Browse and navigate to the configuration file.
* Select and import the appropriate configuration file.

Result: The System Type field is populated with available System and the
Setup Option field is populated with related Communication setup options.

Select the appropriate System from the System Type field.

Select the appropriate Communication setup from the Setup Option field
and click Next.

Result: The Configure System dialog box opens.

Note:

The Configure System dialog box differs depending on the selections in the
previous steps.

Follow the related instructions in the following sections:
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System with UNICORN Control

PC
Follow these instructions if System with UNICORN Control PC is selected from the Setup
Option field.
B, Define System X

System UNICORN Contral PC

T e
Seril Humber [ 1| O useAoter Comoutr

@® Connect by Serial Number
O Connect by IP Address

(@] | Test Comnection Back Finish Cancel

Step Action

1

Enter a name in the System Name field.

Note:
The system name cannot be changed once the system is defined.

Enter the serial number for the instrument in the Serial Number field.

Select either Connect by Serial Number or Connect by IP Address. If Con-
nected by IP Address is selected, select the IP address from the list or enter
the IP address manually.

Specify which computer to use as UNICORN Control PC.
To use as the UNICORN Control PC, select either:

e Use This Computer

or

e Use Another Computer and specify the name of that computer in the
empty filed.

Click Finish to save and close the dialog box.
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System with UNICORN Control
PC and external Real-Time Unit

50

Follow these instruction if System with UNICORN Control PC and external Real-Time
Unit is selected from the Setup Option field.

B, Define System b3

System Real-Time Unit UNICORN Control PC

System Hame —— Real-Time Unit IP Address  [172.16.0.1 v @ Use This Computer

Serial Number 0 © Use Another Computer

(@  Test Connection Back Finish Cancel

Step Action

1 Enter a name in the System Name field.

Note:
The system name cannot be changed once the system is defined.

2 Enter the serial number for the instrument in the Serial Number field.
3 Select the Real-Time Unit IP Address from the list.
4 Specify which computer to use as UNICORN Control PC.

To use as the UNICORN Control PC, select either:
e Use This Computer
or

e Use Another Computer and specify the name in that computer in the
empty filed.

5 Click Finish to save and close the dialog box.
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System with UNICORN Control
PC and internal Real-Time Unit

Follow these instructions if System with UNICORN Control PC and internal Real-Time
Unit is selected from the Setup Option field.

P, Define System X

System UNICORN Control PC
SystamName [ ]| @ teeThis Compute
Serial Number l:l (C) Use Another Computer

Real-Time Unit IP Address | 172.16.0.1 .

@ Test Connection Back Finish Cancel

Step Action

1 Enter a name in the System Name field.

Note:
The system name cannot be changed once the system is defined.

2 Enter Serial Number .

3 Select Real-Time Unit IP Address from the drop-down list.

4 Specify which computer to use as Instrument Server under UNICORN Control
PC.

To use as the Instrument Server, select either:
e Use This Computer
or

e Use Another Computer and specify the name in that computer in the
Name filed.

6 Click Finish to save and close the dialog box.
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System with built-in UNICORN
Instrument Server

CU950/960

52

Follow these instructions if System with built-in UNICORN Instrument Server is selected
from the Setup Option field.

F‘\ Define System *

System
Seisl Number L ]
(@ | Test Connection Back Finish Cancel
Step Action
1 Enter a name in the System Name field.
Note:

The system name cannot be changed once the system is defined.

2 Enter Computer Name .
3 Enter Serial Number.
4 Click Finish to save and close the dialog box.

Follow these instructions if CU950/960 is selected from the Setup Option field.

B, Define System b 3

System CU950/960 UNICORN Control PC

System Name 7 Control Unit Number 1 < @ Use This Computer

Serial Number [ | padiess [ O Usenther Computer

()  Test Comnection Back Finish Cancel
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Step Action

1 Enter a name in the System Name field.

Note:
The system name cannot be changed once the system is defined.

2 Enter Serial Number.

3 Select the Control Unit Number.

4 Enter the IP Address of the Control Unit.

5 Specify which computer to use as UNICORN Control PC.

To use as the UNICORN Control PC, select either:
e Use This Computer
or

e Use Another Computer and specify the name in that computer in the
empty filed.
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2.4 Network installation and configuration

About this section

This section describes how to install the UNICORN 7.5 for server and client computers
in a network deployment. It also describes basic configuration of the server and client
computers.

In this section

This section contains these subsections:

Section See page
2.4.1 Install the UNICORN 7.5 software - Custom installation 55
2.4.2 Install the UNICORN database 60
2.4.3 Install the Software Licensing Server and configure an e-license 69
2.4.4 Configure the network 70
2.4.5 Configure and set up the client computers 73
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2.4.1 Install the UNICORN 7.5 software - Custom installation

Introduction

The UNICORN 7.5 software is installed using the Custom installation option. The installation
that is described in this section assumes that a database and license server is already
installed and accessible on a network where the client station resides.

Step 1 - Start the installation

Follow the instructions to begin the installation:

Step Action

1 Insert the installation DVD in your DVD drive.
Result: The UNICORN Installation wizard opens with a welcome dialog box.
Tip:
Ifthe DVD drive is not set up to allow automatic start, browse the DVD contents
and double-click the file Setup.exe to initiate the installation.

2 Click Next.
3 The UNICORN Installation Wizard is launched. Continue the installation below.
Tip: It is possible to exit the installation at any point by clicking Cancel. However,

the installation remains incomplete and the software cannot be used. It is also
possible to go Back in any installation step to return to a previous step to
change selections.

Step 2 - License agreement

The next installation step shows the UNICORN 7.5 License Agreement text.

Step Action

1 Read the license agreement carefully.
2 Click I accept the terms in the license agreement.
3 Click Next to proceed.
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Step 3 - Select type of installation

In this installation step you decide what kind of installation you want to make:

Step Action

1 Select the installation type:

e Fullinstallation

which includes all the UNICORN software necessary for stand-alone
operation. (This installation option is described in Section 2.3.1 Install the
UNICORN software - Full installation, on page 33)

or
e Custom installation

which allows you to install selected components.

2 Select Custom installation and click Next to proceed with the network in-
stallation.

Step 4 - Select System Type

56

Select the application area that UNICORN is mainly used for:

Note: UNICORN for Cell Cultivation provides tools for planning, controlling, and ana-
lyzing purification or cell culture runs and results.

Step Action

1 Either

e click Chromatography
or

o click Cell Cultivation

or

o click Filtration.

2 Click Next to proceed.
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Step 5 - Select software

components

Choose the software components to install:

Step

Action

1

Click Install for one of the following options

e UNICORN Database

(This installation option is described in Section 2.4.2 Install the UNICORN
database, on page 60). The UNICORN Database must be installed before
installing the UNICORN Software.

e« UNICORN Software

(The installation option described in this section)

e Software Licensing Server

Follow the installation steps of the chosen compontent. You can then proceed
to install other components in the same way.

Step 6 - Select installation folder

* Click Next on the start page.

e Select the destination folder for UNICORN:

Step

Action

1

For Windows 10, by default, UNICORN suggests the following installation
folder:

C:\Program Files (x86)\GE Healthcare\UNICORN\UNICORN 7.5\
Either
e accept this installation folder
or
e Change to the folder for UNICORN installation.

Note:

UNICORN calculates the available diskspace for the selected installation
folder. The space required for the installation is also shown.

Note:
UNICORN 7.5 cannot be installed on a compressed disk.

Click Next to proceed.
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Step 7 - Locate database and

install

Locate and select the UNICORN database.

Note:

Step

This installation step assumes that you have already installed a database
server in the network, according to the instructions in Section 2.4.2 Install the
UNICORN database, on page 60.

Action

1 Enter the database server computer name and (where applicable) the
folder where the database is located in the Database location field.

2 Enter the database name in the Database Name field.

Note:

UNICORN can identify the database location and enter this by default.
Sometimes the name of the database server computer cannot be provided
by DNS/WINS. If that is the case, enter the IP address of the database host
computer.

Click Test connection to verify that the communication between the client
station and the database is established.

Click Next.

Step 8 - Locate Software

Licensing Server

58

Step

Action

1

If the Software Licensing Server is located on the same computer as the
UNICORN database, select the check box Use same computer as UNICORN
Database computer.

If the Software Licensing Server is located on a computer other than the
UNICORN database, clear the Use same computer as UNICORN Database
computer check box and type the license server computer name in the Enter
Software Licensing Server computer name: box.

If the Test connection button is available, click it to verify that the commu-
nication between the client station and the license server is established.

e Click Next.

Result: The wizard is ready to begin the software installation.

e Click Install to initiate the installation with the settings selected so far.
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Step 9 - Installation completed

The final wizard dialog box shown below opens when the installation is complete and
the UNICORN Software is fully installed on the client computer.

At this point
e click Finish to exit the wizard
and/or

e view an installation report.

Installation summary report

When the installation is completed you can open an installation report in text format.
This report contains a list of all installed files, including size, version and date of creation.
This report can be used to verify that the installation is complete and that the correct
files are included.

Note: During the UNICORN installation some of the default Windows firewall settings
and local security policies are modified to enable communication between the
client computer, the instrument and the database server. The modified settings
are listed at the end of the report.

Define a system

If the computer is to be used as an instrument server for a locally connected instrument,
choose to define a system. See Section 2.3.3 Define a system, on page 47 for how to define

a system.

Tip: If you want to define a system at a later time it is possible to do so. How to
define a system later on is described in Section 3.1.3 Define a new system, on
page 115.
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2.4.2 Install the UNICORN database

Introduction

The Custom Installation option is used to install a UNICORN 7.5 database necessary to
host data for a number of UNICORN client stations in a network deployment.

The database is a Microsoft SQOL Server database. The standard database software
supplied with the UNICORN 7.5 installation is Microsoft SQL Server Express. This server
software is suitable for small workgroups consisting of two to three client stations.
Contact your GE Healthcare representative to discuss other options if you need a larger
installation.

The database installation is the first part of the set up of a UNICORN 7.5 network.

Step 1 - Install UNICORN
Common Components

Follow the instructions to begin the installation:

Step

Action

1

60

In the Custom Installation dialog box, click Install next to UNICORN
Database

Result: The UNICORN Common Components Installation Wizard opens .
Click Next.

Select the installation folder for UNICORN Common Components.
Either

e accept the installation folder shown

or
e browse to the folder you want to install in.

Click Next to proceed.

Click Install to begin the installation.
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Step Action

5 The final wizard dialog box opens when the installation is complete and the
UNICORN Common Components is fully installed on the client computer.

At this point

o click Finish to exit the wizard
and/or

« view an installation report.

Proceed with the database installation below.

Step 2 - Install UNICORN
database

Follow the instructions to proceed with the database installation:

Step Action

1 The UNICORN Database wizard opens.

ﬂ UNICORN Database - InstallShield Wizard ®

Welcome to the InstallShield Wizard for
UNICORN Database

The InstallShield{R) Wizard will install UNICORN Database on
your computer, To continue, dick Next.

WARNIMG: This program is protected by copyright law and
international treaties.

Click Next.
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Step Action

2 The UNICORN Database installation continues. Proceed with the installation.
Tip:
It is possible to exit the installation at any point by clicking Cancel. However,
the installation remains incomplete and the software cannot be used. It is also

possible to go Back in any installation step to return to a previous step to
change selections.

Step 3 - Destination folder
Select the installation folder for the UNICORN database:

Step Action

1 The Destination Folder dialog box opens.

ﬁ UMNICORN Database - InstallShield Wizard

Destination Folder

Click Next to install to this folder, or dick Change to install to a different folder,

i-‘-"‘ Install UNICORN Database to:
-'] C:'Program Files {x86)\GE Healthcare \UNICORNUNICORM Databasel | Change...

Space required for software installation 12288 MB

Space available: 46680 MB

InstallShield

ok [EET] | o

e Accept the installation folder shown
or

e Click Change to browse to the folder you want to install in.

2 Click Next.
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Step 4 - Specify data storage

Specify storage folders for database backups and for archived database items:

Step

Action

1

The Specify Data Storage dialog box opens.

ﬁ UMNICORN Database - InstallShield Wizard ®

Specify Data Storage
Spedfy location where backup files and archive files shall be placed.

Archive files folder:

iC:‘nProgram Files {(x86)\GE Healthcare \UNICORNUNICORM Database \Archive | Browse...

Backup of the database is performed in order to secure data; a copy of the database is created in
the defined folder. Nightly backups will be performed automatically. Backup data can be restored
to any UMICORN installation. Restoring data will reset UNICORN installation to the paint in time of
the badkup.

Archive iz performed in order increase available space in the database. The data is moved to the
defined folder. Archived data can only be retrieved to the same database.

Mate: If the Backup and Archive folders are located on the computer hasting the original
database, make sure to establish routines for transferring the contents of the folders to a
different computer.

InstaliShield

| Browse.., |

s [Eon ] o
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Step
2

Action

Click Browse adjacent to the Backup files folder field and navigate to
a suitable folder to save the database backups.

Note:

By default, UNICORN suggests a backup folder in the selected installation
folder. However, if possible it is recommended that the backups are saved
on another physical drive than where the active database is stored. This
physical drive must be installed on the database server. Network folders
cannot be used for this purpose.

Note:

Ensure that the user sYSTEM has access rights to the selected backup
folder. This can be verified in the Security tab of the Properties dialog
box for the folder.

Click Browse adjacent to the Archive files folder field and navigate to
a suitable folder to archive the data.

Note:

By default, UNICORN suggests an archive folder in the selected installation
folder. However, if possible it is recommended that the archives are saved
on another physical drive than where the active database is stored. This
physical drive must be installed on the database server. Network folders
cannot be used for this purpose.

Note:

Make sure that the user sysTEMhas access rights to the selected archive
folder. Right-click the folder, then click Properties and then click Security
to verify this.

Click Next to proceed.

Click Next.

Note:

Tip:

To ensure data safety, it is recommended that the backup and the archive
folders are copied or moved at regular intervals to another server computer
or some other storage media.

The UNICORN Configuration Manager tool can be used to change data
storage folders after the installation.

Type UNICORN Configuration Manager in the Windows Start menu
search field, click the UNICORN Configuration Manager item that is dis-
played as the search result.
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Step 5 - Password settings
Choose if password shall be required for log on to the UNICORN 7.5 network.

Note: These settings are applied to all client stations sharing this database server.

ﬁ UMNICORMN Database - InstallShield Wizard

Password Settings

Define the password settings and press Mext

If starting the UNICORNM software shall require password identification; cheds the "Require
password” box.

Require passwords

Mote: To change password settings after the installation has been completed, go to the
UMNICORN folder in the Windows start menu.

Installshield

Step Action

1 By default, the Require passwords check box is selected.

If you do not want to use passwords at log on or for electronic signatures,
clear the check box.

2 Click Next.

Tip: The UNICORN Configuration Manager tool can be used to change the pass-
word settings after the installation.

e Type UNICORN Configuration Manager inthe Windows Start menu
search field, click the UNICORN Configuration Manager item that is dis-
played as the search result.
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Step 6 - Column logbook

The Column Logbook enables the recording of usage and performance history of indi-
vidual columns. Follow the instructions to enable Column Logbook.

66

Note:

A Column Logbook license named Site Wide is required to enable Column
Logbook.

ﬁ UMICORN Database - InstallShield Wizard
Column Logbook
Specify if column logbook shall be enabled for the system,

IE

Enables the Column Lo

column identification

notification limits for column individuals
column status

column history

Installshield
<o carea
Step Action
1 e Select the Enable Column Logbook check box to set up the logbook.
This is selected by default.
e Click Next.
2 Result: The wizard is ready to install the UNICORN 7.5 Database and the
Ready to Install the Program dialog opens.
Click Install to begin the database installation.
Tip: The UNICORN Configuration Manager tool can be used to enable or disable

Column LogBook after the installation.

e Type UNICORN Configuration Manager inthe Windows Start menu
search field, click the UNICORN Configuration Manager item that is dis-
played as the search result.

UNICORN 7.5 Administration and Technical Manual 29448356 AA



2 Installation and configurations
2.4 Network installation and configuration
2.4.2 Install the UNICORN database

Step 7 - Installation completed

The final wizard dialog box shown below opens when the installation is complete and
the UNICORN 7.5 database is fully installed on the server computer.

ﬁ UMICORN Database - InstallShield Wizard *

InstallShield Wizard Completed

The Installshield Wizard has successfully installed UNICORMN
Database. Click Finish to exit the wizard,

0 View Report

At this point

e click Finish to close the wizard
and/or

e view an installation report.

Note: The report can only be displayed at this point.

Installation summary report

When the installation is completed, Optionally open an installation report in text format.
This report contains a summary of the installation.

Note: During the UNICORN installation some of the default Windows firewall settings
and local security policies are modified to enable communication between
client computers, instruments and the database server. The modified settings
are listed at the end of the report.
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2.4.3 Install the Software Licensing Server and configure an
e-license

Introduction

The Custom Installation option is used to install the Software Licensing Server application
necessary to authenticate licenses.

When the Software Licensing Server instrument server has been installed, it is possible
to configure an e-license.

Instruction

Follow the instructions to install the Software Licensing Server:

Step Action

1 Inthe Custom Installation dialog box, click Install next to Software Licensing
Server.

Result: The Software Licensing Server is installed.

2 Click Configure eLicense.
Result: The Configure eLicense dialog box opens.

Proceed to configure an e-license as described in Section 2.3.2 Configure an
e-license, on page 39.
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2.4.4 Configure the network

Introduction

70

The network environment for UNICORN 7.5 can be set up in many different ways, from
a very simple solution for two to three simultaneous users to large scale operations
where up to 20 instrument servers share a common database instance. In a larger in-
stallation the network can be set up either as Workgroups or Domains. Since the require-
ments for large scale installations inevitably are different and must be solved on a case
by case basis, a model solution cannot be presented in this manual. Additional information
necessary for larger installations is available on request from GE Healthcare.

This section describes a very simple solution for a small network, suitable for the number
of clients that SQL Server Express is intended for.
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Network illustration

The illustration below shows a small network example:

3.168.00/24

LAN 1| I |

3.16802 316803 3.168.04
10112 1721602 1721602
Crr: 1721601

RTUext

Sys:10.11.2

10111 10111 1721601

-
-
"L n

* Inthis example, the UNICORN network resides on a router, protected from the larger
LAN by a firewall. The router address range is defined as 192.168.0.0 - 192.168.0.24.

¢ The Database server and the License server is set up with an IP address that is system
dependent.

e Each client station is also an Instrument server.

* The Network Interface Card 2 (NIC 2) for each Instrument Server is connected to the
router for network communication. The IP addresses are allocated dynamically.

* The Network Interface Card 1 (NIC 1) for each Instrument server is set with the static
IP address 10.1.1.2. This card is connected to the instrument in a peer-to-peer con-
nection.

* For systems where it is applicable, the IP addresses for the instruments are set with
the static IP address 10.1.1.1.
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(For some systems this adress is set on delivery, by default)

Firewall settings

The UNICORN 7.5 installation configures the Windows Firewall to allow all the network
traffic necessary for the communication between the database server and client com-
puters, and for the license authentication. However, if another firewall is used, the ports

used by UNICORN must be set to allow traffic. See Appendix C Firewall settings, on
page 253.
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2.4.5 Configure and set up the client computers

Introduction

UNICORN 7.5 client computers delivered from GE Healthcare are set up with dual Network
Interface Cards and configured for use as instrument servers in a network environment
by default. These computers are ready to be installed following the instructions in the
instrument's User Manual and require no additional configurations.

If other computers are used in a network, an extra Network Interface Card must be in-
stalled and configured. This is described here.

This section also briefly describes the connections between the client computer and
other units. This is explained and illustrated in detail in the instrument's User Manual.
Additional information about the client computer configuration and set up is available
in Appendix B.1 User, client computer and database server set up, on page 237, Appendix C
Firewall settings, on page 253 and in Appendix D Post-installation settings, on page 260.

Client computer prerequisites
Computers used for UNICORN 7.5 must fulfill the following prerequisites:

e Screen resolution 1280x1024 or higher
¢ Standard Windows default font (text size set to 100%)

* |tis recommended to update windows manually or postpone windows update to a
suitable time when UNICORN is not in use. This is because, windows update can in-
terfere with UNICORN and interrupt ongoing runs.

e AllWindows power save features must be turned off

(using power save can interfere with the instrument server operation during active
runs)

Other computer hardware recommendations are listed in Appendix A.1 Computer rec-
ommendations, on page 232.

Note: Make sure that instrument server computers are not included in automatic
software updates (for example of Anti-Virus or other security applications) re-
quiring system restart. A scheduled update with a restart can collide with a
method run in progress. For some systems, a restart can cause the run to stop.
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Configure the instrument server
Network Interface Card

74

Step Action
1 Install the Network Interface Card according to the installation instructions
provided by the manufacturer.
2 Open the Network Connections window.
Type ncpa . cpl in Windows Start menu search field, click the ncpa.cpl item
that is displayed as the search result.
Result: The Network Connections window opens.
3 e Right-click the network connection icon for the Network Interface Card
to be used for the instrument communication, and then click Rename.
e Rename the network connection to AKTA.
(This enables GE Healthcare field service staff to easily identify the dedi-
cated instrument communication card)
4 On the Advanced menu, click Advanced Settings.
Result: The Advanced Settings dialog box opens.
If no menu is visible, press the Alt key.
5 e Select the network connection for the Network Interface Card in the
Connections list in the Adapters and Bindings tab.
e Click the up arrow button to move this network connection to the top of
the list.
o Click OK to apply the settings and close the Advanced Settings dialog
box.
6 e Double-click the instrument network connection.
Result: The Status dialog box opens.
o Click Properties.
Result: The Properties dialog box opens.
7 Select the Internet Protocol Version 4 (TCP/IPv4) item and click Properties.

Result: The Internet Protocol Version 4 (TCP/IPv4) Properties dialog box
opens.
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Step Action

8 Click Use the following IP address and enter the following if no RTU is used:
e |Paddress: 10.1.1.2

e Subnet mask: 255.255.255.0

Internet Protocel Version 4 (TCP/IPvd) Properties *
General

‘fou can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

() Obtain an IF address automatically
(@) Lge the following IF address:

IP address: [10.1.1.2 ]
Subnet mask: | 255.255.255. 1 |
Default gateway: | . . . |

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: | . . . |

Alternate DMS server: | . . . |

[]validate settings upon exit Advanced...

Cancel

Note:
e Do not enter a Default gateway in this dialog box.

* Iftwo or more network adapters are in use, make sure that the configured
IP address is not within the subnet of the other adapters. Recommended
IP address to use is 10.1.1.X where X is 2 to 254.

Or

Click Use the following IP address and enter the following if an RTU is used:
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Step

Action
e |Paddress: 172.16.0.2

e Subnet mask: 255.255.255.0

Note:
* Do not enter a Default gateway in this dialog box.

* Iftwo or more network adapters are in use, make sure that the configured
IP address is not within the subnet of the other adapters. Recommended
IP address to use is either 172.16.0.X or 10.0.0.X where X is 2 to 254.

Click Advanced.
Result: The Advanced TCP/IP Settings dialog box opens.
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Action

Clear the Automatic metric check box and enter 25 in the Interface metric
box:

Advanced TCP/IP Settings >

IP Settings DNS  WINS

IP addresses

IP address Subnet mask
10.1.1.2 255.255.255.0
Add... Edit... Remove
Default gateways:
Gateway Metric
Add... Edit... Remove
Automatic metric

Interface mekric:

Cancel

Click OK to apply the settings and close the Advanced TCP/IP Settings
dialog box.

Click OK to close the Internet Protocol Version 4 (TCP/IPv4) Properties
dialog box.

Click OK to close the Properties dialog box.

Click Close to close the Status dialog box.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 77



2 Installation and configurations
2.4 Network installation and configuration
2.4.5 Configure and set up the client computers

Step
12

13

Action

Right-click the network connection icon for the Network Interface Card
to be used for the instrument communication, and then click Properties.

Click Configure.

Click the Advanced tab.

Under Property, select Speed & Duplex.

Select a suitable Value from the drop-down list under Value.

Note:

Make sure that the chosen Value is same on both sides. CU based systems

(AKTA, Espresso etc.) support 10mbps Half Duplex and NextAKTA supports
Auto Negotiation as Value.

Click OK.

Close the Network Connections window.

Firewall settings

The UNICORN 7.5 installation configures the Windows Firewall to allow all the network
traffic necessary for the communication between the database server and client com-
puters, and for the license authentication. However, if another firewall is used, the ports
used by UNICORN must be set to allow traffic. See Appendix C Firewall settings, on

78

page 253.
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2.5 Control unit installation

CU-950 and CU-960

Control unit installation is system specific. UNICORN 7.5 supports Ethernet connected
external control units of two types:

e (CU-950
and
e CU-960
Note: Control unit installation is only necessary for a PC which is directly connected

to a system. Whether this PC is connected to a network or not (stand-alone
installation) does not matter. If your system is not pre-installed and the com-
puter is directly connected to a chromatography system, you must install
hardware.

The installation of control units are made in the Define System dialog box if applicable,
during or after the UNICORN installation. See Section 3.1.3 Define a new system, on
page 115.

For information regarding CU-950 and CU-960 port numbers, see CU-950 and CU-960
TCP ports, on page 256.
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2.6 OPC settings for UNICORN

Introduction

The information in this chapter is valid when using the industry standard OPC. This
standard is based on DCOM (or Distributed COM) as the underlaying communication
layer between the OPC client and the OPC server.

There are differences in how to configure the computer depending on if the computer
is within a Windows workgroup or a Windows domain.

For detailed information about how to enable DCOM, see Component services, on page 239.

Prerequisite installation

OPC Core Components are installed as part of the UNICORN 7.5 installation of prerequisite
software applications. The following instructions assume that the installation was com-
pleted as intended.

Windows user names and

passwords

Unless a domain controller is used, all users must have exactly the same user name and
password on all computers running UNICORN. If a domain controller is used, the users
are created at the domain controller and not on each computer. This eliminates the need
for synchronized user names and passwords.

Additional configuration

80

When running UNICORN on Windows 10 computers with restrictions applied on DCOM,
the User Account Control (UAC) feature in Windows 10 makes additional changes to the
configuration. These settings can be applied to Windows 10 both in workgroups and
domains.

Step Action

1 If there is a third party firewall® enabled on the instrument server, see OPC
settings, on page 256.

3 Exceptions for the Windows firewall are added by the UNICORN 7.5 installation program.
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Step Action

2 Make sure that the OPC client and the instrument server are using the same
subnet mask for the computer IP addresses. Also, the computer IP addresses

2 Installation and configurations

shall be within the same subnet.

3 Set the Local Policies:Security Options setting Network access: Sharing
and security module for local accounts to Classic - Local users authenti-

cate as themselves.

1 TypeLocal Security Policy inthe Windows Start menu search

box

2 Clickthe Local Security Policy item that is displayed as the search result.

3 Expand Security Settings:Local Policies:Security Options

2.6 OPC settings for UNICORN

4 Locate Network access: Sharing and security module for local accounts
in the Policy list and change the setting if necessary

B Local Seeunty Pobey
Ble  fetion  Naw Help
e amXE= Hm

= 1 Locl Pokcies
& Audit Policy
& Wser Rights Assigement

Peicy

. Mietucik aecess: Do n2t aliow stoisge of pasi

Hetwork List Manager Pokces
Putiic Key Pokces
Saftware Restricsien Pobcies
Apphiestion Comrel Pelicies

B, Security Pokees on Local Computer
Advansed Al Pelvey Conrration

4 In the same dialog:

betwerk Restrict chents allowed b

¥ paths and nut-patha
ctrict ancnymout sotess to Mamed Pipat sad Thases
ae calks bo SAM

o« Hetwork sccess: Shares that cen be accessed anonymausly

L et

v PRLEZ

by and eredentiols fot ptwor. . Dirabind

Sevunty Setting -
Enabied

Systersi\ CunertContiotSet Control ProductDptions |
SystemiCumrentControtiet|Controh Prist Frinters yx
Eeubied
Het Delined
Mt Defined
Clasoic -

. Mot Delined

ontig oy

< Metwerk seeurtty: Force logolf when lzgan hewrs epire

<

i Karberos
. Nietwork secusity: Do met atere LAN Mamager hash value on nest pirisord ¢h...

Pigt Defined
Enabied
Disales
Mt Defined v

e Make sure that the setting Network access: Let Everyone permissions
apply to anonymous users is enabled.

Ble Action Vew Mep
e nmXE % Bm
[B Securty Settings
4 Sceount Pelicies
~ T Local Pokcies
i Audt Poley
) Uses Foghts Assiganment

Belicy

meratien of SAM

L Rty ahwayz)
L Micioscht aetwork sanate: Digitally sign communicationt (F chent agrass]
et ehents when legen howss erpire
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82

Step Action

5 Make sure that the user account which is running the OPC client has an
equivalent account (using the same name and password) on the instrument
server computer. A password is required and cannot be omitted.

Note:

This is necessary only when the UNICORN computer is used in a workgroup,
not when it is used in a domain.

Instrument server settings

The following settings apply to the instrument server computers using the Component

Services:

Step Action

1 Start the Component Services:

1 Type Component Services inthe Windows Start menu search field.

2 Clickthe Component Services item that is displayed as the search result.

2 Open the UNICORN Instrument Server.exe Properties dialog box:

1 Click the & beside the Component Services object

2 Click the ¥ beside the Computers object

3 Click the ¥ beside My Computer.

4 Click the P beside the DCOM Config.

(3 Console Root

a ¥ Component Services
4 [ ] Computers
4 (A My Computer
7| COM+ Applic
4 |[] DCOM Config

l..m

5 Locate UNICORN Instrument Server.exe in the list, right-click the item

and click Properties.

Note:

One or several DCOM configuration warnings can be displayed. Click Yes to

acknowledge each one.
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Step Action

3 Add the built-in group Users (or Authenticated Users if the computer is used
in a domain) and set Launch and Activation Permissions for the group:

1 Click the Security tab.

2 Click Customize in the Launch and Activation Permissions field.

3 Click Edit in the Launch and Activation Permissions field.

4 Click Add in the Launch and Activation Permissions dialog box.

5 Enter the group Users (or Authenticated Users if the computer is used
in a domain) in the Select Users, Computers, or Groups dialog box and
click OK.

4 Set the permissions for the new group Users (or Authenticated Users) in the

Launch and Activation Permissions dialog box. Select the group and select
the check boxes to Allow

Local Launch
Remote Launch

Local Activation

and

Remote Activation

Click OK to apply and close the Launch and Activation Permissions dialog

box.
5 Add the built-in group Users (or Authenticated Users if the computer is used
in a domain) and set Access Permissions for the group:
1 Click Customize in the Access Permissions field.
2 Click Edit in the Access Permissions field.
3 Click Add in the Launch and Activation Permissions dialog box.
4 Enter the group Users (or Authenticated Users if the computer is used

in a domain) in the Select Users, Computers, or Groups dialog box and
click OK.
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84

Step
6

9

Action

Set the permissions for the new group Users (or Authenticated Users) in the
Access Permission dialog box. Select the group and select the check boxes
to Allow

Local Access

Remote Access

Click OK to apply and close the Access Permission dialog box.

Click OK to close the UNICORN Instrument Server Properties dialog box.

Adjust the limits globally on the instrument server computer:

1 Right-click on My Computer in the tree view in the left panel of the

Component Services dialog box, and click Properties.

Click the COM Security tab.

Click Edit Limits in the Access Permissions field and allow Users (or
Authenticated Users) to have Local Access and Remote Access permis-
sions.

Note:

The group Users (or Authenticated Users if the computer is used in a
domain) must be added if it is not already present.

Click OK.

Click Edit Limits in the Launch and Activation Permissions field and
allow Users (or Authenticated Users) to have Local Launch, Remote
Launch, Local Activation and Remote Activation permissions.

Click OK.

Click OK to close the My Computer Properties dialog box.

Close the Component Services dialog box and restart the computer.
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2.7  Upgrade UNICORN 6.0 or later to UNICORN 7.5

Introduction

The UNICORN 7.5 installation program automatically identifies if an old UNICORN instal-
lation is present on the computer when installing UNICORN 7.5.

Follow the procedure described below to handle users, back up data, uninstall the old
UNICORN version, install UNICORN 7.5 and restore the backup.

In a network deployment it is essential that all installations sharing data are upgraded,
including all database servers, instrument servers and network clients.

Users and access groups

From UNICORN 6.2 and later, users and groups are handled differently compared to
earlier versions of UNICORN.

All users with the same access and the same home folder after the upgrade must be
placed in the same group. After the upgrade to UNICORN 7.5 these users belong to the
same access group. The new access group can have the lowest common denominator
of accesses that the users had before the upgrade.

Note: If the home folders differ between the users in the group, a new home folder
must be set for the new access group in UNICORN 7.5.

Upgrade from UNICORN 6.0 or
6.1

Follow the instructions to perform the upgrade from UNICORN 6.0 or 6.1:
Step Action
1 Backup the database as described in Manual backups, on page 171.

2 Insert the UNICORN 6.0 or UNICORN 6.1 installation DVD in your DVD drive.
Result: The UNICORN Installation wizard opens with a welcome dialog box.
Tip:
Ifthe DVD drive is not set up to allow automatic start, browse the DVD contents

and double-click the file Setup.exe in the UNICORN folder to initiate the instal-
lation.

3 Click Remove Installation and proceed to uninstall the old UNICORN version.
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Step Action

4 Install UNICORN 7.5 as described in Section 2.3.1 Install the UNICORN software
- Full installation, on page 33, but do not define a system or import any col-
umn lists, report formats, or recipes since the backup performed in Step 1
is restored later on.

5 Install the workstation e-license on the instrument server computer as de-
scribed in Locate and connect the e-license, on page 46.

6 Uninstall the oldest version of OPC Core Components from the Windows
Uninstall or change a program dialog box and repair the latest version.

To open the Uninstall or change a program dialog box:

e In Control Panel, in the Programs group, click Uninstall a program.

7 Restore the database backup as described in Section 4.2.2 Restore backup
data, on page 173.

Note:

The default backup location has changed since the old UNICORN version so
the old database backup might have to be moved into the new backup loca-
tion. Run a manual backup as described in Section 4.2.1 Database backup,
on page 168 to create this location.

8 Upgrade the database as described in Section 4.2.7 Upgrade database, on
page 188.

Upgrade from UNICORN 6.2 or
later

Follow the instructions to perform a upgrade from UNICORN 6.2 or later.
Step Action

1 Insert the installation DVD in your DVD drive.

Result: The UNICORN 7.5 Installation wizard opens with a welcome dialog
box.

Tip:

Ifthe DVD drive is not set up to allow automatic start, browse the DVD contents
and double-click the file setup. exe in the UNICORN folder to initiate the in-
stallation.

2 Click Upgrade Installation and proceed to upgrade UNICORN 6.2 or later
to UNICORN 7.5.
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Step Action

3 Upgrade the database as described in Section 4.2.7 Upgrade database, on
page 188 if updating from UNICORN 6.X

License Agreement

The Software License Agreement dialog box appears during the start of the UNICORN
7.5 after the upgrade. The agreement must be accepted at least at the first logon for
UNICORN 7.5 to start. Select the Do not show this during startup check box so that the
license agreement is not displayed every time UNICORN 7.5 is started.

Software License Agreement s

IMPORTAMNT - PLEASE READ CAREFULLY

THIS 1S THE LICENSE AGREEMENT THAT END-USER 1S REQUIRED TO ACCEPT BEFORE INSTALLING AND USING GE
HEALTHCARE SOFTWARE. CAREFULLY READ ALL OF THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
BEFORE PROCEEDING WITH THE DOWNLOADING AND/OR INSTALLATION OF OR USING THIS SOFTWARE. CLICKING THE
APPLICABLE “I ACCEPT" OR EQUIVALENT BUTTON CONTAINED IN THE SOFTVWARE INDICATES END-USER'S ACCEPTANCE
OF AND AGREEMENT TO BE BOUND BY ALL OF THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT. END-USER
1S HOT PERMITTED TO DOWNLOAD ANDI/OR INSTALL AND/OR USE THIS SOFTWARE UNTIL END-USER HAS AGREED TO BE
BOUND BY ALL OF THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT. BY ACCEPTING ALL OF THE TERMS AND
CONDITIONS OF THIS LICENSE AGREEMENT, END-USER ALSO REPRESENTS AND WARRANTS THAT END-USER IS DULY
AUTHORIZED TO ACCEPT THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF END-USER DOES NOT AGREE WITH ALL
OF THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT AND CHOOSES NOT TO INSTALL THIS SOFTWARE, END-
USER MAY OBTAIN A REFUND OF THE AMOUNT PAID FOR THIS LICEN SE BY PROMPTLY RETURNING THIS SOFTWARE AND
ITS PACKAGING IN UNMODIFIED FORM TOGETHER WITH WRITTEN CERTIFICATION THAT THE ORIGINAL SOFTWARE HAS
BEEN RETURNED AND NO COPIES MADE, TO THE GE HEALTHCARE COMPANY THAT PROVIDED THE SOFTWARE TO END-
USER HO LATER THAN 14 DAYS FROM END-USER'S RECEIPT OF THE SOFTWARE. NO REFUNDS WILL BE GIVEN FOR
PRODUCTS THAT ARE MISSING COMPONENTS CONTAINED THEREIN.

1. Software License Agreement
This is a legal agreement between the end user and end user company (colectively, “End-User”) of this software product (the “Software”) and GE
Healthcare ("GEHC") group company through the local GEHC company (or relevant branch) referred to in the final written quotation or order

acknowledgement of the Software. Third party suppliers whose software has been incorporated into this Software are direct and intended
beneficiaries of this Software License Agreement

2. Grant of License for Software

'GEHC grants End-User a non-exclusive, non-transferable royalty-free license to use the Software on a single computer, unless otherwise agreed,
'subject to the license scope and other restrictions set forth in this or any other applicable agreement. If a multi-user license is agreed, End-User may
use the Software on a number of computers correspending to the number of licenses End-User has purchased. [f the computer is attached to a v

e e ) Vi e e e e e o T (ST e e o o e o o e 8 i e o) e

[[] Do not show this during startup

PP

Do you accept all the tenms of the preceding Licence Agreement ? If you choose No, UNICORN will close. To stat UNICORN you must accept this agreement

Update instrument
configurations

After the upgrade, import new, compatible instrument configurations for the systems.
Contact the GE Healthcare representative for the most recent available instrument
configuration CD.
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Import new column list

The import of a new column list updates the column hardware list and the approved
media list.

After upgrading to UNICORN 7.5, a new list of predefined Column types must also be
imported. This list can be foundinthe UNTCORN Database\Misc folder of the UNICORN
7.5 installation DVD.

Follow the instructions to import a new column list into the database:

Step Action

1 In the Column Type Parameters tab in the Column Handling dialog box,
click Import.

Result: The Import dialog box opens.

2 Locate the zip file with the column list to be imported and click Open.

Result: The Import message box opens, explaining what happens when the
zip file is imported.

Import

0 The selected file contains predefined column settings.
Importing this file will update all existing predefined column, hardware
and media settings. Any global or persenal column settings will remain

unaltered.

Do you wish to continue?

Yes No

3 Click Yes.

Result: The new list of predefined Column types is imported into the database.
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2.8  Repair a UNICORN 7.5 installation

Introduction

This section describes how to repair a UNICORN 7.5 installation using the installation
programs.

Note: When repairing a UNICORN installation with a local database, it is irecommend-
ed to always take a backup of the database and save the backup somewhere
else than in the regular backup folder.

Repair the installation

Follow the instructions to repair the UNICORN 7.5 client, the UNICORN Common Compo-
nents, and the UNICORN Database installations:

If you want to repair... = Then...

UNICORN 7.5 Client 1 Start UNICORN installation program. The program can
be found in the UNICORN installation DVD.

2 Result: The UNICORN 7.5 Installation wizard opens
with a welcome dialog box.

3 Tip:
If the DVD drive is not set up to allow automatic start,

browse the DVD contents and double-click the file Set-
up.exe in the UNICORN folder to initiate the installation.

4 Select Repair and click Next.
Result: The UNICORN client is repaired.

UNICORN 7.5 Common 1 Openthe UNICORN Common Components folder on
Components the UNICORN 7.5 installation DVD and double-click
the file Setup.exe.

Result: The UNICORN Common Components Install-
Shield wizard opens.

2 Select Repair and click Next.

Result: The UNICORN Common Components software
is repaired.
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If you want to repair...  Then... ‘

UNICORN 7.5 Database | 1 Openthe UNICORN Database folder onthe UNICORN
7.5 installation DVD and double-click the file Setup.exe.

Result: The UNICORN 7.5 Database InstallShield wizard
opens.

2 Select Repair and click Next.
Result: The UNICORN Database is repaired.
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2.9 Printers

Printer for PDF

When printing reports, lists, and other items in UNICORN, use the printers that are defined
in Windows for the client computer. The default Windows printer is always be shown as
the first choice in the Print dialog boxes.

To save reports as PDF you must have a PDF printer installed on the computer where
the report is printed. For this you need a full installation of Adobe™ Acrobat™ or a similar
software.

Set up a system printer

For system generated prints you must define a default printer specifically for the instru-
ment server computer. The table below describes how to do this.

Step Action

1 Find the name of a suitable network printer that is accessible for the instru-
ment server client station.

e The name is available in the General tab of the printer properties. You
can open the properties by right-clicking the printer in the Devices and
Printers dialog box. This dialog box opens from the Control Panel in
Windows.

Note:

The printer must be a proper network printer with access for the SYSTEM
user. All printers that are shared over the network are not necessarily work.
Verify the status of the selected printer with the network administrator before
you proceed with this instruction.

2 Copy the printer name to the clipboard.
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Step Action

3 The printer setting is edited in the file UNICORN Instrument
Server.exe.config located in the folder
\Program Files (x86)\GE Healthcare\UNICORN\UNICORN
7.5\bin.

Note:

The exact search path depends on the location of the UNICORN installation
folder.

Locate the configuration file and open it in a text editor (e.g., Notepad).

B Local Security Pakey - [=] x

Ble  Zetion Mew Hep
o nmXEE Hm
& Secunty Settings Balicy 3 Sacurity Setting A
 Account elicies : Whcrosctt il (abways) Dastied
> “":L“::T = Mincsdt network canver: Digitally tign communicationt (f chient sqrasd] Ditskled
o . Micruso reetwark server: Dracanneet chents when legen hours sxpie Emabled

§ User Righls Aasngmrment

: Micmsatt Sere Tiat Defined
Disabled
Emabied

Systern CumentC omrelSes\C ontrel ProsuctOptions !
Syeter CusmentC artrolSed Cantral Pt Printass Se
Ensbicd

coess: Mesarict clients aliowed ba make remcte calls b SAM it Defined

. Mrtwork access: Shares that cin be sccessed anommouth Hot Defined

4 Locate the entry <add key="SystemPrinterName" value="" />
5 Place the mouse pointer between the last quotes in the line and paste the

printer name there:

e <add key="SystemPrinterName" value="Printer Name" />

6 Save the configuration file.
7 Restart the computer.
Note: Do not make any other changes in this configuration file as this can cause

severe performance problems for UNICORN. Errors in this file can make it im-
possible to run UNICORN at all.
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Set up a printer when running
instrument server as non local

system account

By default, the UNICORN instrument server runs as the local system account. The local
system account does not have any access to network resources, i.e. printers. By having

the UNICORN instrument server running as a Windows user with local administrative

privileges it is possible to gain access to printers. Use an account with local administrative
privileges when following the instructions below.

Step

Action

1

Type services in Windows Start menu search field, click the Services item

that is displayed as the search result.

Result: Services opens.

Rstendied (aancdard |

o Select UNICORN Instrument Server from the list.

e Right-click and click Properties.

Result: The UNICORN Instrument Server Properties dialog box opens.
e Click the Log On tab.

e Click This account.

o Click Browse.

Result: The Select User dialog box opens.
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Step

4

Action

e Typeinthe Windows user name in the Enter the object name to select
field.

o Click Check Names to confirm that the user name is valid.

e Click OK.

Select User *

Select this object type:

|User or Builtin security principal | Object Types...

From this location:
|DESKTOF‘-4-IOF{42V |

Locations...

Erter the object name to select (zxamples):
HI352827 @mydomain com

Check MNames

Advanced. .. 0K Cancel
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Action

In the Log On tab:

e Enter the Windows user name password in the Password box.
e Re-enter the password in the Confirm password box.

Note:

If the password is changed for the account running the UNICORN Instrument
Server the password must be reset in this dialog box.

UMICORN Instrument Server Properties (Local Computer) x

General LogOn  Recovery Dependencies

Log on as:

() Local System account
Allow service to interact with desktop

(@) This account: |5ﬂ332527"@rrr:.fdomain.com| | Browse...
Eassword: |............... |
Confirm password: |-o---o---o--o-- |

Carcel Aply

Restart the computer.
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Step Action

7 e Openthefile UNICORN Instrument Server Call Log.txt located

in the folder \Program Files (x86)\GE Healthcare\

UNTICORN\UNICORN 7.5\Logs\

e Locate the entry corresponding to GE.Healthcare.UNI-
CORN.SPDC.Session.SessionHandler [ (null)] - Setting
printer to HP Color LaserJet CP1215asshownintheexample
below.

T UMCORN memmers S Cod Lo - anaged a ®

D o gt i
BT #5-17 1308007, 00 |
n

friieatid s 1%, T n] o
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2.10 Remove a UNICORN 7.5 installation

Introduction

This section describes how to remove a UNICORN 7.5 installation using the installation
program. UNICORN can also be removed using the Uninstall a program Control panel
item.

Note: When removing a UNICORN installation with a local database, you are recom-

mended to always take a backup of the database and save the backup safely,
somewhere else than in the regular backup folder.
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Remove the installation

Follow the instructions to remove the UNICORN 7.5 software installation using the instal-
lation program:

Step

Action

1

Note:

Note:

Double-click the file Setup.exe in the UNICORN folder on the UNICORN DVD.
Result: The UNICORN InstallShield wizard opens.
Click Next.

Click the Uninstallation tab in the UNICORN 7.5 Installer.

Result: The installed UNICORN software components are listed.

Select the check boxes of all the software components you want to remove
and click Uninstall Selected Products.

Result: The UNICORN components are uninstalled.

When all components have been uninstalled the Restart computer dialog
box opens. Click Yes to restart the computer and complete the uninstallation.

If the removal procedure is unable to access the database, an error message
appears but it is still possible to proceed with the removal. Delete the remaining
database components manually.

The removal can fail in Windows due to insufficient privileges. In that case it
can be helpful to turn off UAC temporarily.

Remaining UNICORN objects
after the installation is removed

After removing a UNICORN installation, some parts can still remain in the installation
folder, for example logs. Database backups are also saved and not removed. These ob-
jects can be removed manually.

98

UNICORN 7.5 Administration and Technical Manual 29448356 AA



2 Installation and configurations
2.10 Remove a UNICORN 7.5 installation

Removing additional software

components

Some software components required to operate UNICORN cannot be removed automat-
ically by the installation wizard. This is because the same components can be used for
other purposes as well as for UNICORN. The components can also have been updated
after the original installation, and UNICORN can no longer determine that they were part
of the installation package. If needed, the components listed below must be removed
manually:

Microsoft® NET® Framework 4.7.2 Full

Microsoft Core XML Services (MSXML) 6.0

Microsoft Visual C++® 2008 Redistributable Package SP1

Microsoft Visual C++ 2010 Redistributable Package SP1

Microsoft Visual C++ 2012 Redistributable Package

Microsoft Visual C++ 2013 Redistributable Package

Microsoft Visual C++ 2015 Redistributable Package

Microsoft Visual C++ 2017 Redistributable Package

Microsoft SQL Server® 2017 Express (Only if the database is selected for installation)
OPC Core Components Redistributable 106.0

Follow the instructions to remove the components manually.

Step Action

1

2

Open the Windows Control Panel.

Double-click the Programs and Features icon.

Result: The Uninstall or change a program dialog box opens. All programs
installed on the client computer are listed.

Select the software component from the list and click Uninstall.

Follow the instructions on the appearing dialog boxes, until the software is
removed.
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3 Configure systems and set up users
and licenses

About this chapter

This chapter describes the administration aspects of a UNICORN 7.5 installation, for ex-
ample how to define systems and how to assign different access levels to the users. Fi-
nally, some administrative operations for the license server are described.

In this chapter

This chapter contains these sections:

Section See page
3.1 System administration 101
3.2 UNICORN User setup 128
3.3 Access groups and network users 143
3.4 License server administration 157
3.5 E-mail Setup 162
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3.1  System administration

About this section

This section describes mainly

In this section

how to edit system properties
how to maintain the Instrument Configurations
how to define systems (after installation)

how to view, edit and export log files of the UNICORN system activity
and

how to edit the default system settings for selected instruments.

This section contains these subsections:

Section See page
3.1.1 System properties 102
3.1.2 Instrument Configurations 112
3.1.3 Define a new system 115
3.1.4 UNICORN and System logs 122
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3.1.1

System properties

General guidelines

System properties are used to define the instruments in a UNICORN installation. The
system properties must be defined for each new instrument that is connected.

The system properties depend on the Instrument Configuration that is used. The In-
strument Configuration defines the instrument components that are available for
selection in UNICORN.

In a network installation, the system properties must be defined for each instrument
in the network.

It is possible to define the computer names that can make a system connection.

Note: Access rights to a system are controlled at the user administration level, see

Section 3.3.3 Access items, on page 152.

The UNICORN computer name

102

The computer name in the UNICORN software must be the same as the Windows
computer name. The Windows computer name is therefore automatically filled in
as the UNICORN instrument server name when you define a new system.

Note: Not applicable for ReadyToProcess WAVE™ instruments.

Only common alphabetical letters (a-z) and numbers can be used for computer
names.

If an instrument server computer is changed for some reason, edit the corresponding
system properties and change the computer name.
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The System Properties dialog

System properties are shown in the System Properties dialog in the Administration
module.

¢ Click System Properties on the Tools menu or click System Properties to open the
dialog. See the following illustration:

System Properties x

Systems Properties

[ | [Avant
Avant 2 System type AKTA Ch hy system
Pure Instrument corfiguration ................AKTA avant 25 (3.3.0.0)
System is

Instrument serial number ..
Connection based on .....

Pure 2
Pure RTU
System1

Enabled

System pump A (P9-8)
System pump B (PS-B)
Sample pump (P3-5)

ocer

Inlet valve A (VS-A)

Inlet valve B (V3-1B)

Sample inlet valve (V3S)
Quatemary valve (29)
Injection valve (V3-r)
(Column valve (VS-C)

pH valve (V3-pH)

Outlet valve (V5-0)

LV monitor (U9-M)
(Conductivity monitor (C3)
System pressure monitor (RS)
|Sample pressure monitor (R9)
Fraction collector

€
3

Ed... Activate.. Deactivate Define System.. I | Instrument Corfigurations..

Note: To access this dialog, you must belong to an Access Group with System
Properties access, see Section 3.3.3 Access items, on page 152.

Possible actions

The following table describes the possible actions in the System Properties dialog.

If you want to... then click

print the system properties for the selected system Print
(described later in this topic)

activate an inactivated system Activate
(described later in this topic)

deactivate a system Deactivate
(described later in this topic)
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If you want to... ‘ then click

edit system properties Edit

(see Section 3.1.1.1 Edit System properties, on page 107 for

details)

define a new system Define System

(see Section 3.1.3 Define a new system, on page 115 for de-

tails)

view, import or delete instrument configurations Instrument Configura-

(see Section 3.1.2 Instrument Configurations, on page 112 for | tions

details)

Print a system summary

It is possible to print a total summary of a selected system from the System Properties
dialog.

Step Action

1 ¢ Select the system in the Systems list

and
e click Print.

Result: The Print dialog is displayed.
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Step Action

2 e Click a printer in the Printer list
and
e click OK.

Result: A summary report similar to the example below is printed by the se-
lected printer:

DUNICORN 6.4 lis
User: Reger 2008-08-28 11:46:08 +02:00

Demo System

25 instrument configuration

hed Configurasion

Berformance Test Configuratien

Tip:
Print the report in landscape format. Some parts of the report can be missing
if the report is printed in portrait format.

Activate or deactivate systems

Once a system is defined in a UNICORN 7.5 database, it remains there and cannot be
deleted or removed. However, the system can either be activated or deactivated.

Activated systems

A system must be activated to be available for use. To be activated, the system must
include an assigned instrument server computer as well as the instrument.
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When an instrument server is assigned to a system, it cannot be used to define another
active system. The instrument server can only be connected to one instrument at a time.
When activating a system, only unused instrument servers are available for selection.

Note: If several database instances are in use, a system shall never be defined in
more than one database instance. Doing so would make the system logs in-
complete and might cause unresolvable conflicts.

Note: It is possible to define a deactivated system for an instrument server which
already has an assigned, active system. This option is suggested if you try to
define a new system when an active system is already defined. A new, inacti-
vated system can be used for example when converting and scaling methods
for use with another database than the one that it originally was created for.
This is described in the UNICORN Method Manual.

Deactivated systems

When an instrument is taken out of use, for example for maintenance or repair, the
corresponding system must be deactivated in the System Properties dialog. The system
remains in the list and it is connected to the identity of the instrument. It does longer
have an assigned instrument server and is not available for use.

If an instrument server computer is taken out of use, the system can be edited and the
instrument server computer name changed.

If an instrument is permanently taken out of use, the corresponding system must be
deactivated. The system cannot be used for a replacement instrument.

The following steps describes how to deactivate and activate systems:

If you want to... Then... ‘

deactivate a system o select the system in the Systems list
o click Deactivate
and
« confirm that you want to deactivate the system.

Result: A confirmation message is shown. You can now
turn off the power to the instrument safely.
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If you want to... Then...

activate a system « select the system in the Systems list
and

o click Activate.
Result: The Activate dialog opens.

o Select the desired instrument configuration from the
Instrument configuration list.

o Select the desired server computer from the Instru-
ment server list.

and

e click OK.

Result: A confirmation message is shown and the system
is now activated.

3111 Edit System properties

The Edit dialog

Follow the steps to open the Edit dialog where you can change the properties of a system:

Step Action

1 Select a system in the System Properties dialog.

Note:
Only active systems can be edited.
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Step
2

Action
Click Edit.
Result: The Edit dialog is displayed. This dialog is system specific.
Edit - Avant1 X
Instrument configuration | AKTA avant 25 (3.4.0.15) o Information... Import....
UNICORN Control PC | GCT3FVE2E v | Rename..
[ Real-Time Unit Real-Time Unit IP address:
Instrument serial no.: test
Connect by: (O Eixed IP address:
i (®) Instrument serial no. .Testc 5
[Valves and pumps ]
[r—r— Spamknbctoy | Dowl -
| Fraction collectors Inlet valve A 2nd (V3-A2)
| Cther [ |iniet vaive B 2nd (v3-82)
O | Sample inlet valve 2nd (VS-.. |
00 | infet vaive X1 (V31X)
[ | inket valve X2 (V3-X)
O |Loop valve (v3-)
O _Metvﬂ\re&dfw—oa
O .\nbrsaﬁevdwe{v&\n
T e v e -
[ | System pump A PS-A)
L1 | System oumo B (PS-B) i
@) | Advanced Settings.. | Extensions... Cancel

Set up instrument configuration
and server connection

Step

Action

1

108

Click the desired instrument configuration in the Instrument configuration
list.

Tip:

Click Information for details about the configuration. Click Import to import
a new configuration. This is described in Section 3.1.2 Instrument Configura-
tions, on page 112.
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Step Action

2 Click the desired server computer in the Instrument server list.
Choose the connection type:

o Click Fixed IP address
or
o Click Instrument serial no

(This is explained in Section 3.1.3 Define a new system, on page 115)

Set up instrument components

Step Action

1 Click a Component type in the list.
Result: All available components of this type are shown in the Component
selection list.

e Select and clear the check boxes to select or de-select components.

« When applicable, click the appropriate Property for a selected compo-
nent.

(e.g. position Before sample pump or After injection valve for Air sensor
ext)
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Instrument server extension

management

It is possible to enable and disable Instrument Server and UNICORN Support Service
extensions for the selected instrument server. Extensions for other UNICORN modules
are not listed here. Refer to Chapter 6 Extension management, on page 197 for an intro-
duction to UNICORN extensions.

¢ Click Extensions to open the instrument server Extension Management dialog.

Extension Management *®

Available Extension(s) - Tick to Enable

InstrumentServerPlugin Description

Thig is the InstrumentServer plugin

Details
InstrumentServerPlugin
Wersion 2003
File name Instrument ServerPlugin.dil
E in the of UNICORN

Instrument server

Command
or field

tensions

Available ex-

Description

The left pane lists installed instrument server or support service ex-
tensions. A selected check box before the extension name means
that it is enabled for use on the selected instrument server.

The upper right pane gives a short description of the selected exten-
sion.

The lower right pane provides details about the extension, for exam-
ple, name, version number and a list of UNICORN modules where
the extension executes. This information is primarily intended for the
local administrator of extensions.

110
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Command
or field

Cancel

Click Cancel to close the dialog without saving changes to enabled

3 Configure systems and set up users and licenses
3.1 System administration
3.1.1 System properties

Description

or disabled extensions.

Note:

Installation and uninstallation of extensions can not be cancelled by
clicking Cancel.

OK

Click OK to save changes to enabled or disabled extensions and
close the dialog.
Note:

You must restart the Instrument Server for your changes to UNICORN
Instrument Server or Support Service extensions to take effect.

Restrict system access

Itis possible to restrict system access, and only allow connection from specified comput-

ers.

Step Action

1 Click Advanced Settings in the System Properties dialog.

Result: The Advanced Settings dialog is displayed.

Click the Restrict System Access tab

Click Allow connections to the system only from the following comput-
er(s)

select computers to allow system access in the Computers: field.

Click OK.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 111



3 Configure systems and set up users and licenses
3.1 System administration
3.1.2 Instrument Configurations

3.1.2 Instrument Configurations

Introduction

This section explains some of the concepts where the UNICORN 7.5 Instrument config-
urations differ from corresponding configurations used in UNICORN 5.

The section also describes how to import new Instrument Configurations, with updated
or customized instructions and phase libraries. Finally, it describes how to delete Instru-
ment Configurations that are no longer in use and which are obsolete.

About Instrument Configurations

112

UNICORN is a common software platform for a number of different instrument types
and configuration. In previous versions, the system-specific parts of the software were
referred to as the Strategy. The Strategy contains the definitions for all the instructions,
settings and options relevant for a specific instrument version. For information about
compatibility between UNICORN versions and the supported instrument configurations,
see the UNICORN compatibility matrix at http://www.gelifesciences.com/UNICORNcom-
patibility.

As a further development, UNICORN 6.0 introduced the Instrument Configuration. This
configuration includes a strategy but also other elements which are listed in the following
able table:

Previous Instrument config- | Description
UNICORN instru- = uration for

ment configura-  UNICORN 6.0
tions

Strategy Strategy The software instruction set which con-
trols the instrument.

Process Picture Process Picture The graphic elements which are used to
build the process pictures in the Method
Editor and System Control modules.

Phase Library The phase library contains predefined
phases and methods adapted to the
available options for the specific instru-
ment configuration.
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Import an Instrument
Configuration

The table below describes how to import an Instrument Configuration

Step Action

1 Click Instrument Configurations in the System Properties dialog.

Result: The Instrument Configurations dialog opens.

Instrurment Configurations X
Instrument configurations Information
AKTA avant 25 (3.3.0.0 AKTA avant 25 (3.3.0.0) ~
AKTA pure 150 (1.5.0.0)
AKTA pure 25 (1.7.0.1) Imstrument configuration is unused.

Instrument Configuration

Name AKTA avant 25

B e e 3300

AKTA avart 25 instrument corfiguration

Strategy Name........co.......... AKTAavant2h_

212

.Predefined Method Corfiguration

Mame =2t ol it iatio) AKTAavant25

Mersofla o e e e 2381

Phase Configuration

e e AKTAavant25

WVEISION. ..o 2381

Performance Test Configuration

Mmoo AKTAavart2s W

o | b | oo

2 Click Import.

Result: The Select Instrument Configuration Import Files dialog opens.

3 e Locate and select the import files (the files are stored in a .zip archive)

o Click Open.

Result: The new configuration files are uploaded into the database and the
configurationis available for selection. A progress dialog is displayed during
this process.

4 Close the Instrument Configurations dialog and then click Edit in the System
Properties dialog.

Result: The Edit dialog opens.
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Step Action

5 Click the new configuration in the Instrument configuration list.
6 Click OK to apply the change and close the dialog.
Note: Before using the new configuration, edit the system properties for each system

and select the new instrument configuration.

Delete an Instrument
Configuration

The table below describes how to delete an obsolete Instrument Configuration.

Note: You cannot delete an Instrument Configuration that is in use.

Step Action

1 Click Instrument Configurations in the System Properties dialog.

Result: The Instrument Configurations dialog opens.

o Select the obsolete Instrument Configuration
and

e click Delete.

Result: After you confirm the operation, the obsolete configuration is deleted
from the database.
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3.1.3 Define a new system

Introduction

If the system is not defined during the UNICORN installation, it is possible to define it
from the System Properties dialog in the Administration module.

Note: Only define one active system for each instrument server. If an instrument is
replaced, the system must be deactivate in System Properties as described
in Activate or deactivate systems, on page 105.
It is possible to define a deactivated system for an instrument server which
has an assigned, active system. This option is suggested while defining a new
system if there is an active defined system. A new, inactivated system can be
used as an example when converting and scaling methods to use with another
database. This is described in the UNICORN Method Manual.

Step Action

1

System Properties
Systems Properties

e [ Edt Betvate Desctivate Define System nstpument Carfiguratians...

Click Define System.
Result: The Define System dialog box opens.
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116

Step
2

Action

Define System X

Instrument Configuration
w Browse...
System Type
Setup Option
@ Next Cancel

In the Define System dialog box:

Select the appropriate instrument configuration in the Instrument Configu-
ration list.

Note:

For information about compatibility between UNICORN versions and the
supported instrument configurations, see the UNICORN compatibility matrix
at http://www.gelifesciences.com/UNICORNcompatibility.

Tip:

The list includes all instrument configurations currently in the UNICORN
database. To select a new instrument configuration:

* Click Browse and navigate to the configuration file.
* Select and import the appropriate configuration file.

Result: The System Type field is populated with available System and the
Setup Option field is populated with related Communication setup options.

Select the appropriate System from the System Type field.

Select the appropriate Communication setup from the Setup Option field
and click Next.

Result: The Configure System dialog box opens.

Note:

The Configure System dialog box differs depending on the selections in the
previous steps.

Follow the related instructions in the following sections:
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System with UNICORN Control

PC

Follow these instructions if System with UNICORN Control PC is selected from the Setup
Option field.

Define System

System

System Name
Serial Number

® Connect by Serial Number
O Connect by IP Address

(@) | Test Connection

L
L ]

UNICORN Control PC

@® Use This Computer

(O Use Ancther Computer

Back

Finish

Cancel

Step Action

1

Enter a name in the System Name field.

Note:

The system name cannot be changed once the system is defined.
Enter the serial number for the instrument in the Serial Number field.

Select either Connect by Serial Number or Connect by IP Address. If Con-
nected by IP Address is selected, select the IP address from the list or enter
the IP address manually.

Specify which computer to use as UNICORN Control PC.
To use as the UNICORN Control PC, select either:

e Use This Computer

or

e Use Another Computer and specify the name of that computer in the
empty filed.

Click Finish to save and close the dialog box.
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System with UNICORN Control
PC and external Real-Time Unit

Follow these instruction if System with UNICORN Control PC and external Real-Time
Unit is selected from the Setup Option field.

Define System x

Real-Time Unit

System UNICORN Control PC

Real-Time Unit IP Address | 172.16.0.1 v @® Use This Computer

O Use Another Computer

System Name
Serial Number

L 1
L 1

@ Test Connection Back Finish Cancel

Step Action

1 Enter a name in the System Name field.

Note:
The system name cannot be changed once the system is defined.

2 Enter the serial number for the instrument in the Serial Number field.
3 Select the Real-Time Unit IP Address from the drop-down list.

4 Specify which computer to use as UNICORN Control PC.
To use as the UNICORN Control PC, select either:
e Use This Computer

or

e Use Another Computer and specify the name in that computer in the
empty filed.

5 Click Finish to save and close the dialog box.
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System with UNICORN Control
PC and internal Real-Time Unit

Follow these instructions if System with UNICORN Control PC and internal Real-Time
Unit is selected from the Setup Option field.

Define System

Real-Time Unit IP Address | 172.16.0.1 ~

UNICORN Control PC

@ Test Connection Back Finish Cancel

Step Action

1 Enter a name in the System Name field.
Note:
The system name cannot be changed once the system is defined.

2 Enter Serial Number .

3 Select Real-Time Unit IP Address from the drop-down list.

4 Specify which computer to use as Instrument Server under UNICORN Control
PC.
To use as the Instrument Server, select either:
e Use This Computer
or
e Use Another Computer and specify the name in that computer in the

Name filed.
6 Click Finish to save and close the dialog box.
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System with built-in UNICORN
Instrument Server

CU950/960

120

Follow these instructions if System with built-in UNICORN Instrument Server is selected
from the Setup Option field.

Define System x
System
Serl Norber I
@ Test Connection Back Finish Cancel
Step Action
1 Enter a name in the System Name field.
Note:

The system name cannot be changed once the system is defined.

2 Enter Computer Name .
3 Enter Serial Number.
4 Click Finish to save and close the dialog box.

Follow these instructions if CU950/960 is selected from the Setup Option field.

Define System X

System CU950/960 UNICORN Control PC
System Name 7 Control Unit Number 1 < @ Use This Computer
()  Test Comnection Back Finish Cancel
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Step Action

1 Enter a name in the System Name field.

Note:
The system name cannot be changed once the system is defined.

2 Enter Serial Number.

3 Select the Control Unit Number.

4 Enter the IP Address of the Control Unit.

5 Specify which computer to use as UNICORN Control PC.

To use as the UNICORN Control PC, select either:
e Use This Computer
or

e Use Another Computer and specify the name in that computer in the
empty filed.
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3.1.4 UNICORN and System logs

Purpose

The UNICORN, system, run and result related logs provide the system administrator with
a full record of UNICORN usage and system activity.

The different types of logs

There are three types of logs:

* UNICORN logs
which record all system independent events,
e System logs
which record events related to specific systems

and

* Run and Evaluation logs

which record events related to specific results. The Run log shows events from the
run connected to the result, and the Evaluation log shows the evaluation actions
that have been applied to the result.

The UNICORN and system logs are available in the UNICORN Administration module,
by clicking the UNICORN and System Log icon.

The Run and Evaluation logs are available in the Documentation dialog. This dialog is
opened from the Evaluation module.
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UNICORN and System Log dialog
The UNICORN and System Log dialog is illustrated below.

UMNICORM and System Log

7 4:10:32 PM +02:00
B/16/2017 4:10:34 PM +02:00

5/16/2017 4:10:34 PM +02:00

5/16/2017 4:10:34 PM +02:00

5/16/2017 4:10:34 PM +02:00

5/16/2017 4:10:34 PM +02:00

5/16/2017 4:10:34 PM +02:00

User System (access group: Administrators) logged on from computer DESKTO

User System imported predefined column type Superdex 75 HR 10430, code number 17-1047-01 from

C:\Program Files &86)\GE Healthcare\ UNICORNS\UNICORN
Database"Bin‘\Misc'Data‘\ChromatographyCalumnList\Column List 1.0.1.6.zip

User System imported predefined column type Superdex Peptide HR 1030, code number
17-1453-01 from C:\Program Files (<B6]\GE Healthcars \UNICORN\UNICORN
Database"Bin‘Misc"Data‘\Chromatography*ColumnList\Column List 1.0.1.6.zip

User System imported predefined column type HiLoad 26/60 Superdex 200 pg code number
17-1071-01 from C:\Program Files {c86)\GE Healthcare \UNICORNYUNICOR
DatabaseBin‘\Misc"Data‘.Chromatography*CalumnList"Column List 1.0.1.6. 2|p

User System imported predefined column type Hiload 16/60 Superdex 75 pg, code number
17-1068-01 from C:\Program Files (<36)\GE Healthcare"UNICORNYUNICORN
Database"\Bin\Misch\Data\Chromatography Column List\Column List 1.0.1.6.zip

User System imported predefined column type HiLoad 26/60 Superdex 75 pg, code number
17-1070-01 from C:\Program Files {<86)\GE Healthcars UNICORNYUNICORN
DatabaseBin‘\Misc'Data‘\Chromatography* ColumnList\Column List 1.0.1.6.zip

User System imported predefined column type HiLoad 26/60 Superdex 30 pg, code number
17-1140-01 from C:\Program Files (86)\GE Healthcare \LINICORMNLUNICORN
Database'\Bin'\Misc"Data‘\Chromatography*ColumnList\Column List 1.0.1.6.zip

Find...

From ‘ Monday |

A 172017 @+ | To [Wednssday, May 17.2017 @~

O All logs:
(® Select logs:
UNICORN [ Securty
[] Pure 1 o Data managemert
O EF:_W Manual and method runs
P [+] System management and information
System Alams, wamings and emors
System settings and calibration
Extension management
o) [ ok | [ | [ Bk
Tip: Click Refresh to update the displayed events to the latest records.

View selected log entries

By default, the UNICORN and System Log dialog shows all log entries, for UNICORN, all
systems and all users for a month before today's date. You can select specific log entries
for display, to be able to view only the items of interest. You can also combine selections
to narrow down the displayed items, for example to the log entries for a specific user at
a specific system on a specific date.

The following table describes how to select specific log entries for display:
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124

If you want to view log

entries...

from a specific time peri-

od

click the down arrow by the From field and select the
starting date for the time period in the calender

and

click the down arrow by the To field and select the
ending date.

for specific systems

click Select logs

and

select one or several systems from the list below.

from the UNICORN log

click Select logs

and

select UNICORN from the list below.

for specific users

click Select users

and

select one or several users from the list below.

generated by the sys-
tem

click Select users

and

select System from the list below.
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for specific events

select one or several of the items below:

Security
(log on/log off entries, password changes etc.)
Data management

(folder, method and result activities, for example cre-
ate, copy, changes etc.)

Manual and method runs
(run start and end, created results etc.)
System management and information

(connections, session start end end, create new, acti-
vate or deactivate systems etc.)

System Alarms, warnings and errors

(alarm and error descriptions, acknowledgement and
action records etc.)

System settings and calibration
(changed settings and calibration actions)
Extension management

(Extension related events)

Long entries in the logs can sometimes be shown only in part, ending the entry with four
period characters (i.e., . . . .). Select the entry and click Log Entry Details to view the
remaining information. This button is enabled when the log entry is selected. The detail
information is shown in a separate dialog:

Log Entry Details

Enable event has been set to True .

Mezsage has been set to This instrument module has reached its service interval
limit and requires maintenance. Flease contact your GE service representative. .
Recurs every has been set to 10000 tums.

Tip: The complete entries are included in printed logs.
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Find specific log entries

You can search for specific log entry text by clicking the Find button and entering text
to search for in the Find what field of the Find dialog:

Find x
Eind what: [alam]| | [Find Next |
Direction: e
[ Match whole word only () Up (Shift+F3)
[] Match case ® Down  (F3)

Export logs

You can export the selected log entries to an XML file by clicking Export. Using the XML
file format, the log entries can be imported into XML-based reporting systems.

Archive logs

To reduce the size of the logs, you can choose to archive older records. The archiving
procedure is part of the Database Management routines, and it is described in Sec-
tion 4.2.3 Archive data, on page 177. If needed, retrieve the archived logs by using the
Database Management retrieval procedure.

Note: You can only retrieve logs to the same database that they were originally
archived from. That is, you cannot use the retrieval procedure to import logs
from one database to another.

Note: It is a recommendation that all archived logs are saved on a different hard
drive than where the active database is stored.

Print the logs

The following table describes how to print selected log entries:

Step Action

1 Select the log entries you want to include in the print.

2 Click Print.
Result: The Print dialog opens
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Step Action
3 e Click a printer in the Printer list
« If desired, click Properties and select printer settings
and
o Click OK.

Result: The selected log entries are printed.

UNICORN and System logs

00

Selected logi=s):
P2.9-09

Ho selection on users.
Selected log entry e8]
system settings

2009=-05=-02 1

User Default

o DropSync
9:30 +02:00:

Selected date interval: 2008-04-20

m settings ¢

€ +02:00
ICORN and System

and calibration

zetrings parameter
ar lamp on P2.9-09.

settings parameter
r lamp on PZ.9=09.

instruction Frac

logs

Q0:00:00 +02:00 o

1(3)

2009 20 16:10:13

05

Made from On te Off for

Mode from CLf te On for

UNICORN 7.5 Administration and Technical Manual 29448356 AA

127



3 Configure systems and set up users and licenses
3.2 UNICORN User setup

3.2  UNICORN User setup

About this section

Access to the UNICORN software is controlled by username and password authorization.
This is done from within UNICORN, where each authorized user is assigned to an access
group that determines which functions the user can perform. There are two types of
users. The UNICORN users that are described in this section, and the network users that
are described in Section 3.3.2 Network users as members, on page 148.

In this section

This section contains these subsections:

Section See page
3.2.1 Create a new user 129
3.2.2 User options 133
3.2.3 User passwords and account access limitations 138
3.2.4 Delete users 142
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3.2.1 Create a new user

Introduction

This section describes how to create a new UNICORN user and assign user properties.

The Default user

A Default user is created when the system is installed. The Default user is assigned to
the Administrators access group with unrestricted access to all UNICORN functions.
Log on with this profile to access a newly installed system.

Note: The Default user must be deleted when regular user profiles have been created.

The following table describes how to log on as the default user:

Step Action

1 Start UNICORN.
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Step Action

2 o Click Default in the User name list.

%[l Log On - UNICORN e

[] Use Windows Authentication

User Name: | Default |
Password: |7
Access Administrators bt
Group:
Start: Administration System Control
[ ] Method Editor Evaluation

L2 Cancel Options =<

e Type the password default.

Note:

The Default user is the only user where the user name and the password can
be identical.

The User Setup dialog

All user administration is performed in the User Setup dialog in the Administration
module. It is accessible only to authorized users (and the default user).

* On the Tools menu, click UNICORN User Setup
or

e click the UNICORN User Setup button in the Administration module to display the
UNICORN User Setup dialog.
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UNICORN User Setup

Users

User Properties

Password Palicy

User name: Full Name

Default Default accourt

(@ [ Prnt. |[ New || Delete

[] User account locked

Username  |Defauk

Fullname  |Defauk acoourt

Jobtite [Defaut

E-mail [

Access Groups

Administrators
Users

Auto generate password

Mew log on password [

Mew signature password |

[] Force change of passwords at next log on

[ Lock account on

6172017

Cares

Instruction

The table below describes how to create a new user:

Step Action

1 Click New in the User Setup dialog.

Result: A New User is added to the Users list:

2 Enter information about the new user in the User Properties pane:

e Type auser name in the User name field.

o Type the full name of the user in the Full name field.

e Type the job title of the user in the Job title field.

o Type the e-mail address of the user in the E-mail field.

3 Select the Access Groups for the user. Refer to Section 3.3 Access groups
and network users, on page 143 for more information on how to set up access

groups.
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Step Action

4 e Enter a New log on password
and

e To authorize an user to sign electronically, enter a New signature
password

Use the Auto generate password button to generate two passwords auto-

matically.

Note:

These password are used only the first time the user logs on. The user is asked

to enter new passwords at that time.

Note:

The passwords are sent to the e-mail address set in a previous step.

5 If desired, select the option to have the account locked on a certain date.

Save the new user entry

After all user settings are completed, you can either

¢ Click Apply to save the entered settings and continue working in the User Setup di-
alog

or

e Click OK to save the entered settings and close the dialog.

Print user settings

Click Print in the User Setup diclog to print a summary of the settings for a selected user
or for all users. The items included in the summary can be selected in the Print dialog:

Print X
Printer: | Microsoft Print to PDF ~ | | Properties...
Print: @) All users Print items: User properties User access groups

(O Selected user
o =
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3.2.2 User options

Introduction

In the Options dialog, each logged in user can select preferred individual View, Sound,
and Evaluation settings. The Options dialog is available under the Tools menu (where
applicable). The changes are applied when the user logs on next time.

Options >

i Sounds  Ewal OPC Settings

] Prompt for columns before manual runs
[] Default gverwrite of baselines and peak tables
Show negative retentions ()

Fragtion mark height (%) Character heights v
Injection mark height (%) IEI Percent of window height ~
Bun log mark height () ['_Zﬁamcter heights ~
Fressure unit default b1

(") Does not apply for Evaluation

o Carce
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View options

134

The following table describes the View tab settings:

Command

Default over-
write of base-
lines and peak
tables

Show negative
retentions

Description

If this check box is selected, new baselines and peak tables are
overwritten and the older baselines and peak tables are replaced.

Note:

This only applies as default and the user can override this selection
as needed.

If this check box is selected, negative retentions are shown in
the Evaluation Classic and System Control modules. This means
that curve data before the injection point is displayed, that is
before time or volume is zero. Clear this check box to hide curve
data before the injection point.

Note:

The data is still recorded although it is not shown when the result
is displayed. The selection only applies as default and the user
can change this selection as needed.

Fraction mark
height

The value in this field determines the height of the fraction marks
in the Evaluation Classic and System Control modules.

The height can be expressed as

e Character heights

e Percent of window height
(This option allows to rescale the mark height when the
window is resized)

e Pixels

Note:

The value in this field is not recalculated the expression is changed.
For example, if it is changed from Character heights to Percent
of window height, the value must be increased substantially to

avoid that the marks are extremely small.

Injection mark
height

The value in this field determines the height of the injection marks
in the Evaluation Classic and System Control modules. It is en-
tered in the same manner as the Fraction mark height.

Run log mark
height

The value in this field determines the height of the run log marks
in the Evaluation Classic and System Control modules. It is en-
tered in the same manner as the Fraction mark height.
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Command Description

Pressure unit

The selection determines the pressure unit thatis used in the
results. The value can either be the default value determined by
UNICORN or set to:

e MPa
e bar
e ps i

OK

Click OK to apply the changes and close the dialog box.

Cancel

Click Cancel to close the dialog box without any changes.

Sounds options

The following table describes the Sounds tab settings:

Command Description

System

Click the system you want to change sounds for in the list.

Play sound for

OK

Click a sound in the corresponding list, to be played for
e Alarms

e Warnings

e Errors

e End of method

Note:

The default settings for each instrument is Classic, which is the
sound scheme used for older versions of UNICORN.

Click OK to apply the changes and close the dialog box.

Cancel

Click Cancel to close the dialog box without any changes.

Note: The workstation computer must be equipped with a soundcard and suitable
speakers to play the system sounds.
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Evaluation options

The following table describes the Evaluation tab settings:

Command

Asymmetry Ratio at

Description ‘

Set the peak height value (in percent of the total peak height)
where the Asymmetry Ratio is calculated.

Resolution Algorithm | There are three different algorithms available to determine
the peak resolution. Click the algorithm you want to use in
the list. By default, algorithm three is selected.

Note:
Refer to the UNICORN Evaluation Manual for information
about the Resolution Algorithms.

OK Click OK to apply the changes and close the dialog box.

Cancel Click Cancel to close the dialog box without any changes.

Show system default | Select this check box to show all system default curves when

curves opening results in the Evaluation module.

Auto-integrate result

Select this check box to automatically integrate curves when
opening results in the Evaluation module.

Note:
This check box in selected by default.

Default Layout

Some systems have the tab Default view in the Options dialog box. The table below
describes the Default Layout tab settings:

Command Description ‘

Default Layout Select a type of system to adapt the de-
fault view.

OK Click OK to apply the changes and close
the dialog box.

Cancel Click Cancel to close the dialog box
without any changes.
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OPC Settings options
The table below describes the OPC Settings tab settings:

Command Description

Logon required for HDA clients Select this check box to set login require-
ment for OPC-HDA clients.
Note:

An HDA client is used to access archived
data.

OK Click OK to apply the changes and close
the dialog box.

Cancel Click Cancel to close the dialog box
without any changes.
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3.2.3 User passwords and account access limitations

Introduction

User password authentication for log on and electronic signatures is an important feature
to ensure the security and integrity of the system. The general password policy is deter-
mined at the installation of the UNICORN server (or at a Full Installation of a stand-alone
workstation).

This section describes

* how to change the password for a selected user

* how users change their own passwords

* how to lock accounts and limit user log on access to UNICORN

* how to set up administrator e-mail notifications for system messages.

The section also includes general rules and recommendations for UNICORN passwords.

Tip: The use of passwords can be enabled or disabled after the installation by using
the UNICORN Configuration Manager tool. This tool is installed on the server
computer.

* Type UNICORN Configuration Manager in the Start menu search
field. Click the UNICORN Configuration Manager item that is displayed
as the search result to start the tool.

Note: All password related features and settings are only applicable for UNICORN
users, and not for Network users.

Rules and recommendations for
UNICORN passwords

The list below summarizes rules and recommendations for UNICORN passwords.
* The system can be set up to operate without required passwords.
¢ The following rules can be configured in Password Policy in UNICORN User Setup:
- minimum number of password characters,
- upper case or lower case letter requirement,
- one or two digits requirement,
- dllowed special characters,
- begin and end with letter requirement.

* Passwords can be any combination of letters and digits conforming to the configured
rules.
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Passwords are case sensitive.
Avoid using obvious passwords.
You cannot use the user name as password (except for the Default user).

Expiration time for passwords is set in Password Policy in UNICORN User Setup.
However, it is recommended to change password regularly even if no password ex-
piration time is set.

Change passwords for a selected

user

A user who is in the Administrator access group (usually a system administrator) can
change the passwords for any user.

The following table describes how to change the passwords for a selected user:

Step Action

1 e Onthe Tools menu, click User Setup

or
o click the User Setup button in the Administration module.
Result: The User Setup dialog is displayed.

Click the user in the list.

Result: The User Properties tab is displayed for the selected user.

Type the new log on password in the New log on password and Confirm
log on password fields.

If desired, repeat this for the signature password.

Note:

It is possible to auto generate passwords by pressing the Auto generate
password button.

Result: At the next log on, the user must enter the log on password and then
change to a new password.

Note: If the general password settings are changed, for example if the required

minimum password length is increased, it is important to set up a mandatory
password change at the next log on for all users.
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How users change their own

passwords

140

When passwords have expired, the user is required to enter new passwords during logon.
The user can also choose to change passwords at other times. The following table de-
scribes how users can do this. This procedure is similar to how to change expired pass-
words during logon.

Step Action

1 In any UNICORN module, on the Tools menu, click Change Passwords.

Result: The Change Passwords dialog box opens.

Change Passwords >

Log on password:

Current: |“‘“‘“" |

| |

Mew:

| |

Confirm new:

Signature password:

Current: | |

Mew: | |

Confirm new: | |

) I

2 e Type the old log on password in the Current box under the Log on
password heading.

Note:

The passwords are only shown as asterisks.

e Type a new password in the New box.

e Repeat the new password exactly in the Confirm new box.

3 To define a electronic signature password, repeat step 2 under the Signature
password heading.

Note:
The signature password cannot be the same as the log on password.

UNICORN 7.5 Administration and Technical Manual 29448356 AA



Step Action

4 Click OK.
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Locking user accounts

A user account can be locked for log on either by UNICORN based on a set expiration
time, or manually by the system administrator. The user with a locked account does not
have access to UNICORN until another user unlocks the account. This user must be as-
signed to an Access Group with User Setup access.

Note: It is recommended that User Setup access is limited to administrators and
similar user groups only, to avoid unauthorized user property changes, includ-
ing the unlocking of locked accounts.

The following table describes how to lock a user account from access.

If...

tolock the user account
manually

Then...
select the User account locked check box in the User
Properties for the user in question.

Result: The user is unable to access UNICORN at the next
logon.

to lock the account after

e select the check box for Lock account on

asettime
o clickthe down arrow by the date field and click a date
in the pop-up calender.
Result: The account is locked on the chosen date.
Tip: It is possible to select a check box to have UNICORN generate an e-mail to a

specified administrator mail address whenever a user account is locked. This
check box is available only if a receiving mail address has been set up. See
Section 3.5 E-mail Setup, on page 162.
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3.2.4 Delete users

Introduction

This section describes how to delete a user account.

Delete a user

The following table describes how to delete a user:

Step Action

1 e Onthe Tools menu, click User Setup
or
e click the User Setup icon in the Administration module.
Result: The User Setup dialog is displayed.
2 e Select the user from the Users list and click Delete.
Result: A confirmation dialog is displayed, asking you to verify that the
user has no active runs, or no runs placed in a system queue, before the
user account is deleted.
e Click OK in the confirmation dialog, to confirm that the user can be
deleted.
Note:
You can delete all users except the last user with User Setup access. This
ensures that at least one user has the right to perform administration func-
tions.
3 Click OK to close the User Setup dialog.
Note: When you delete a user, the user's method and result files are not deleted.
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3.3 Access groups and network users

About this section
This section describes
* the purpose of access groups and access items
* how to view and edit access groups

* the purpose and setup of network users

In this section

This section contains these subsections:

Section See page
3.3.1 Access group setup and network users dialog 144
3.3.2 Network users as members 148
3.3.3 Access items 152
3.3.4 Folder access 155

Access group types

A UNICORN installation has different access groups with different rights to perform actions
in the UNICORN system. Some access groups are predefined, for example the Adminis-
trators group. New access groups can be created as needed, and the access rights for
each group can be edited to suit the duties for each user group.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 143



3 Configure systems and set up users and licenses
3.3 Access groups and network users
3.3.1 Access group setup and network users dialog

3.3.1 Access group setup and network users dialog

To view the access groups, you must have Administration module and User Setup access.

Access group properties

The following table describes how to view the properties of an access group:

Step Action

1 On the Tools menu, click Access Groups and Network Users or click the
Access Groups and Network Users button in the Administration module.

Result: The Access Groups and Network Users dialog box is displayed.

| &ccess Groups and Network Users *

|
| e St

‘Server AP UKSCORN Functions: Symems and Instauctions Fodern

Usen S~ Admingtration W AKTApueZS [
| Mechven Fistteren Cutn
| Backup Hesto Dotsbase

Pelsane Locked Ctyscts

Systern Progeties.
UNICORN And System Log

Access Groups: iccess Group Properties:

Liner Setigy
Hethes Eder

Mestod qubues

Crmate/Ed Methed Ghaues

Sysemm Conteol

Caltraton

Martenance

Marad itivachon

Flon Methesd Cuases

Sysem Sesirgs

Shared Foldery Home bolder | DefaukHome

Crnste /ot Gkl (pects

Mo Tog Fokier Terte
gt Bzt o

‘ 3 g" LI
H

2 Click a group in the Access Groups field to view the access items, the systems
and instructions and the folders available to the selected access group on
the Access tab.

Note:
The access items that are valid for the group have selected checkboxes.

3 Click the Members tab. All members that belong to the selected access group
are listed in this tab.
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Step Action

4 Click the Other tab. The check boxes for Automatic UNICORN log off and
Column protect mode are shown on this tab. Enter the number of minutes
a user in the access group can stay inactive before being automatically
logged off from UNICORN. Also, choose whether to activate the column
protection mode.

Note:

* [fcolumn protect mode is activated, a dialog opens before you start a
manual run, requesting you to select the column pressure limits to be
used for the run. This can be done either manually or by selecting the
column type. If the column type is selected, the maximum values for pre-
column pressure and Delta column pressure for that column type are set
automatically.

e Ifany method is open when being automatically logged off from UNICORN,
the method is locked for editing by other users until it is released by a
user with access item Release Locked Objects privileges. See Description
of the access items, on page 152 and Release locked objects, on page 186.

Edit or create new access groups

With UNICORN, you can create any number of access groups, all assigned to different
levels of access to UNICORN. For practical reasons, it is recommended to only use a
limited number of groups that correspond to the different job descriptions in your orga-
nization.

The following table describes how to create new or edit existing access groups:

Step Action

1 On the Tools menu, click Access Groups and Network Users or click the
Access Groups and Network Users button in the Administration module.

Result: The Access Groups and Network Users dialog is displayed.
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Step
2

Action

In the Access Groups and Network Users dialog you can perform the follow-
ing actions:

Create a new group
o Click New.
Result: A group is added to the list, with the name New user group.
e Enter a new name and choose access items as described below.
Change the name of a group
« Select the group in the Access groups field of the dialog.
e Click Rename.
e Type the new name over the original name.

Note:

You cannot change the name of a predefined access group.
Choose access items for a group

« Select the group in the Access groups field of the dialog.

o Select the checkboxes in the Access tab, to choose access items. See
Section 3.3.3 Access items, on page 152 for an explanation of the access
items.

Note:

If the definition of an access group is edited, the changes apply to all users
in the group.
Add members to a group

e Select the group in the Access groups field of the dialog.
e Click the Members tab.

o Click Add Members and add UNICORN users created in UNICORN User
setup or network users (see Section 3.3.2 Network users as members, on
page 148).

Choose folders for a group
o Select the group in the Access groups field of the dialog.

e Click the Access tab. Select the checkboxes of the folders that you want
the selected access group to be able to use.

e Inthe list, click the folder to be the home folder for the access group.
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Step Action
Delete a group
o Select the group in the Access groups field of the dialog.
o Click Delete.
¢ Confirm that you want to delete the group in the dialog that opens.

Note:

You cannot delete the Administrator group.
Duplicate a group

« Select the group in the Access groups field of the dialog.
o Click Duplicate.
Result: A group is added to the list, with the name "New user group".

e Enter a new name and choose access items as described above.

3 Click OK to apply the changes.

Note:

Changes made to any currently logged on user, are applied after next logon
to UNICORN.
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3.3.2 Network users as members

Introduction

UNICORN can be accessed by a user created in UNICORN User Setup. It is also possible
to give access to users in the network using LDAP (Lightweight Directory Access Protocol).
By using Windows Authentication, a network user of an Access group can have the same
username and password for UNICORN as for the network.

Add a new network user

A network user added to an access group has the same available options as a user
created in UNICORN User Setup. It is possible to log in to UNICORN and to sign electron-
ically with the network user ID and password.

The following table describes how to add a network user as a member to an access
group:

Step Action

1 On the Tools menu, click Access Groups and Network Users or click the
Access Groups and Network Users button in the Administration module.

Result: The Access Groups and Network Users dialog is displayed.

2 In the left field, click the group to which the network user members shall be
added and click the Members tab.
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Step Action

3 Click Add Members, then click Network Members.

| Add Members | Remove Member

UNICORN Members

Result: The Select Users or Groups dialog is displayed.

Select Users or Groups X

Select this object type:

|Users or (Groups | Object Types...

From this location:

[DESKTOP-440R42v || Locations...

Enter the object names to select (Examples):

Parker, Roger Check Names
Advanced. .. Cancel
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Step

4

Action

e Click Object Types to search for Groups or Users.
o Click Locations to select which network location to search in.

e Typeinauser name or a user ID of the authorized network user you
want to add as a member and click Check Names.

Note:

The name structure depends on how it is registered on the network. For
example it can be Lastname, Firstname or Firstname Lastname. Contact

the local IT department for support.

e To see more advanced search options, click Advanced.

Type, for example the name, in the search field and click Find Now

Common Gueries

Columns.

N ame: Starts with
Starts with Find Mow
Disabled accounts Stop

Mon expiring password

=

Search results: oK Caneel

When the correct user has been found, click OK.

Note:
If more than one user is found, select the correct one in the list.

Result: The selected user has now been added to the list of members in Ac-

cess Groups and Network Users dialog.
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Remove a network user

The following table describes how to remove a network user from an access group:

Step Action

1 On the Tools menu, click Access Groups and Network Users or click the
Access Groups and Network Users button in the Administration module.

Result: The Access Groups and Network Users dialog is displayed.

2 Select the group in the left field from which the network user member shall
be removed and select the Members tab.

3 e Click the member in the Members list.

e Click Remove Member.

Add Members | Remove Member

o) Print New Rename Delete Duplicate

Result: The Remove Member Confirmation dialog opens.

Remove Member Confirmation

Are you sure you want to remove the selected user(s)/group(s) from this access group?

Conce

e Click OK to remove the member.
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3.3.3 Access items

What is an access item?

An access item specifies an action that the user is allowed to perform in the UNICORN
system. The access items are assigned to the user access groups in the Access Groups
and Network Users dialog, see Section 3.3 Access groups and network users, on page 143.

To view the access items in the Administration module:
¢ On the Tools menu, click Access Groups and Network Users

¢ orclickthe Access Groups and Network Users button in the Administration module.

Result: The access items are listed in the Access tab.

Description of the access items

The following table describes each access item:

Access area Access items in this area allow the user to ‘

Administration « archive and to retrieve archive data

e backup a database and to restore backups

o release data objects that have been locked by a user
o edit system properties

e access UNICORN and system logs

o perform user setup

Method Editor o create and edit method queues
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Access area Access items in this area allow the user to

System Control « calibrate monitor settings

« perform maintenance operations
¢ run the system manually

e run method queues

o edit system settings

« perform actions during method runs:

- end methods
- save partial runs®
- pause methods

- run methods

Evaluation Note:

This information only applies to the Evaluation Classic
module.

e create and rename curves

4 By default, partial runs are saved. This access item allows the user to choose not to save a
partial run if desired.
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Access area

Other (general)

Access items in this area allow the user to

Delete files and folders

- inthe user's own Home folder
- inshared folders

Move files and folders

- inthe user's own Home folder
- inshared folders

Rename files and folders

- inthe user's own Home folder
- inshared folders

Edit files and folders

- inthe user's own Home folder

- inshared folders

sign methods and results electronically
create and edit objects that are available to all users

import and export items, for example methods or re-

sults

Note: A user group can have access to all items in any area, or only selected items.
User groups with specific duties can only have access to a certain area and
are unable to open or access the other UNICORN software modules.
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3.3.4 Folder access

An Access group must have access to a folder, for the users in the group to be able to
copy, move, save or delete files in the folder. The Access group must also have read and
write rights to shared folders, for the users to be able to perform these operations.

Home folders

General

Each Access group must be assigned to a home folder. This folder is a virtual storage
for methods and results created for the group and not accessible for example by
browsing the Windows folder structure. The home folder is valid only within the framework
of the UNICORN database.

The home folder is always a Top Folder. However, there can be any number of top
folders that are for common use and not assigned as home folders for specific Access
groups.

Top folders can only be created or deleted in the Access Groups and Network Users
dialog box.

Subfolders to the home folder

Each Access group can have a number of subfolders within the home folder (and any
other top folder to which the group has access) to arrange methods and results in a
preferred, logical folder structure. This can be done by the user in Navigator panes in
all UNICORN modules except the Administration module.

Select a Home folder
e Select the Access tab in the Access Groups and Network Users dialog.

e Click the droplist arrow in the Folders field to display a list of the folders that the
group has access to:

Harne folder j%
[t alter

* Select the home folder for the Access group.

Create a Home folder
* Select the Access tab in the Access Groups and Network Users dialog.

* Click New Top Folder in the Folders field.
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Result: A folder called New Folder is added to the list.

e Type a new name over the New Folder text, for example the name of the Access
group.

e Select the check box for the folder to make it accessible for the selected Access
group.

Delete special folders

Any user with User Setup access can delete top folders. However, a home folder cannot
be deleted if it is assigned to an active user. The conditions for deleting top folders are
described below:

A common top folder which is not an assigned home folder.
To delete a top folder that is not a home folder

e ensure that the folder does not contain any object (deleting a folder with content is
not allowed)

* select the folder in the Access tab of the Access Groups and Network Users dialog
and

e click Delete.

Note: The Delete button is not available if the folder is assigned as home folder for
an active user. It is not possible to delete an assigned home folder by mistake.

A home folder to which an Access group is assigned
To delete a home folder to which an Access group is assigned
* re-assign another home folder to the group
or
e delete the Access group first if this is the reason why the home folder is deleted.
See Edit Access Group for further information.

You can then proceed to delete the folder as any other top folder.
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3.4  License server administration

Introduction

Access to UNICORN 7.5 is regulated by the number of valid e-licenses. A license is either
node locked or floating. A node locked license can be used on one workstation only and
a floating license can be used on any workstation in a network, however only on one
workstation at the time.

The e-licenses are handled by the Software Licensing Server. Normally, the license au-
thentication operates without any user interaction. However, in some cases it can be
necessary to use the License Server Admin tool as described below.

Note: The Software Licensing Server is common for several e-licensed products from
GE Healthcare. If other e-licensed products (for example DeCyder™) are already
installed, the UNICORN 7.5 licenses are added to the previous installation

Verify the number of active and
available e-licenses

Follow the instruction to use the License Server Admin tool to identify the number of
available licenses and determine how many that are in use.

Step Action

1 Start the License Server Admin tool: enter License server admininthe
Start menu search field, then Click the License Server Admin item that is
displayed as the search result.

2 Click the Server Status tab.
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Step Action

3 Click Perform Status Enquiry.

Result: A status report similar to the illustration below is displayed:

LMTOOLS by Macrovision Corperation http:/fwww.macrovision.com - =
File Edit Mode Help

Service/License File | System Settmgsl Ullht\esl Start/Stop/Reread  Server Status 1 SsrvelD\agsl Conlig Serwcesl Eurruwmﬂ

Helps ta maonitor the status of netwark. licensing activities .
Optiohs

Individual D agrmar
Peifom Status Enguin (e R ,7
Server Name

Flexible License Manager status on Thu 5/18/2017 1€:14

[Detecting lmgrd processes...]
License server status: Z7000@DESETOP-440R4ZV

License file(s) on DESKTOP-440R42V: C:\Progzam Files (x8&)\GE Healthcare
\elicense server\licenses\ini.lie: v

|Using License File: C:\Program Files [#8E]5GE Healthcare\elicense serverilicenses

4 Read the total number of issued licenses and the number currently in use
(in this case 20 licenses issued and 3 in use).

Note: If several license servers are in use, you can enter the server name to view
only the licenses for a specific server. If you want to view the information for
a specific application only, you can enter that in the Individual Feature field.
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Add more e-licenses to the
license server

The following table describes how to add more licenses to the license server.

Step Action

1 Type Configure e-License inthe Start menu search field, then click the
Configure e-License item displayed as search result.

Result: The e-License Configuration dialog box opens:

'. e-License Configuration X

Configure e-License ‘%

An e-License is required to run the software. |t is used to authorize your computer with the
e-License server. These are the steps required to configure an e-License

1. Select and copy your computers Ethemet address {also know as MAC address or physical address), which is required in
step 2, using the button below. The address will then be copied to the clipboard

D00CZ5834081, (Ethemet(, Intel(R) 825741 Gigabit Network Connection) ~ Copy to Clipboard

2. Uze the link below to access the GE edicense web. Follow the instructions on the web page to retrieve an edicense
Mote: Paste the Ethemet address when invited to do so. This is required to generate an edicense. Also rememberto
press the activation button and to save the edicense on a file
http://elicensing gelfesciences com flexnet operationsportal logon.do

3. Browse to select the retieved e-License file, Thereafter, press "Configure e-License”

| Browse

2 Proceed to retrieve the added e-licenses as described in Section 2.3.2 Con-
figure an e-license, on page 39.
Note:
It is important that the Ethernet address of the license server computer is
used, when the additional e-licenses are retrieved.

3 Once the retrieval procedure is finished.

Start the License Server Admin tool- enter License Server Admininthe
Start menu search field, then Click the License Server Admin item that is
displayed as the search result.
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Step Action

4 Click the Start/Stop/Reread tab.

LMTOOLS by Macrovision Corporation http:/fwww.macrovision.com - x

File Edit Mode Help

Service/License File | System Settings | Utiities  Start/Stop/Reread | Server Status | Server Diags | Config Services | Bonowing

FLE*net license services installed on this computer

" StartServer o Stop Server ReRead License File

X I™ Farce Server Shutdown
Advanced seltings >> NOTE: This box must be checked to shut down a license server

wihen licenses are borowed

|Server Start Successiul

5 Click Stop Server.

6 Click Start Server.

Result: The added licenses are registered and available for use.

Tip: Restart the license server if no license is available. Restarting the sever enables
the server to register the licenses again.

Troubleshoot licensing problems

The table below describes how to use the Admin tool for a diagnosis when a license
cannot be obtained.

Step Action

1 Click the Server Diags tab.
2 Enter the feature name, eg. UNICORN_Login, in the Feature Name field.
3 Click Perform Diagnostics.

Result: Alist of the license files is displayed, showing the status and if the li-
censels) can be checked out.
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View license server debug logs

In case of problems when obtaining licenses, a debug log can be viewed by clicking the
View Log button in the Config Services tab. This information can provide useful input
to the GE Healthcare support staff.
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3.5

162

E-mail Setup

The following instruction describes how to set up an e-mail account for automated

system messages.

Step Action

1 ¢ Onthe Tools menu, click E-mail Setup

or

e click the E-mail Setup button in the Administration module.

Result: The E-mail Setup dialog box opens.

2 Click the E-mail account settings tab.

E-mail Setup

User Information
Diisplay Name:
E-mail address:

Logon Information
User Name:
Password:

Server Information
Mail Server Name:

Mail Server Port:

@

E-mail account settings  E-mail notification address

Send e-mails using the folloming account

Test Accourt Settings...

|UNICORN system messages |

| SysAdmin@generic.com |

[1234567 |

|n'|ai|'|.generic:.c:0m |

Click here fo send 3 fest e-mail

Cancel Apply
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Step Action

3 Enter the account settings for the e-mail account to be used to send the
generated system messages.
Note:
This is the e-mail address that for example sends an e-mail to a user when
the password has been changed.
Tip:
Since the same account is used for all system messages regardless of the in-
dividual user, the most convenient solution can be to set up a common, spe-
cific account for this purpose.

4 Click Test Account Settings to test the settings.
Result: Atest message is generated and sent. An error message is displayed
if the settings are incorrect.

5 Click the E-mail notification address tab.
Enter the e-mail address for the mailbox that is monitored by the responsible
system administrator in the Send e-mails to field.
Note:

This is the e-mail address that receives an e-mail when a user account has
been locked.

E-mail Setup X

E-mail account settings  E-mail notification address

An e-mail will automatically be sent to this notification e-mail address in case
a UNICORN user has been locked out due to exceeding the maximum
number of failed login attempts.

Send e-mails to: SysAdmin@geenric.com

Test Account Settings... Click here fo send a fest e-mail

© Corcel | | honly
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Step Action

6 Click Test Account Settings to test the settings.

Result: Atest message is generated and sent. An error message is displayed
if the settings are incorrect.

7 Click OK to save changes and close the dialog box.
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4 Database management

About this chapter

This chapter describes the standard database solution used for data storage and the
maintenance procedures required to operate the database.

In this chapter

This chapter contains these sections.

Section See page
4.1 Database overview 166
4.2 Database maintenance 167
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4.1

Database overview

About the UNICORN 7.5 database

Data storage in UNICORN 7.5 is handled by a database. The database is a relational
database and the querying language used for the retrieval, insertion, updating, deleting
and general managing of the data is SOL (Structured Query Language).

The standard UNICORN 7.5 database server installation, both for a dedicated server in
a network environment and a stand-alone workstation, includes the distributable version
of Microsoft SQL Server 2017 Express. It is described in SQL Server 2017 Express, on
page 166.

The installation and basic set up of the database is an integrated part of the installation
sequence for the options including the database server functions. It does not require
any user settings other than the initial selection of the option and selection of destination
folders for backup and archives.

Normally, the database maintenance functions offered by UNICORN is sufficient for the
UNICORN administrator. Using management tools such as SQL Server Management
Studio is not necessary and also not recommended as any invalid change can corrupt
the database.

ltis also possible to use other existing databases. Ask your GE Healthcare representative
for information regarding use of enterprise server databases with UNICORN.

SQL Server 2017 Express

166

The following list includes some facts about Microsoft SQL Server 2017 Express:
* Primarily suited for smaller-scale applications

e Upto 1GB of server RAM can be utilized

e Utilizes one single physical CPU

* Operates databases up to 10 GB, excluding log files
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4.2  Database maintenance

About this section

Once the database is installed and systems are running and producing data, it is essential
that routines and schedules for the back up and archiving of data are established. This
section describes how to perform these routines, and also how to import data from
earlier UNICORN versions.

In this section

This section contains these subsections:

Section See page
4.2.1 Database backup 168
4.2.2 Restore backup data 173
4.2.3 Archive data 177
4.2.4 Retrieve archived data 182
4.2.5 Release locked database objects 185
4.2.6 Import data from UNICORN 5 187
4.2.7 Upgrade database 188
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4.2.1 Database backup

Introduction

168

At the database server installation a target folder for the regular, scheduled backup was
set up. By default, backups were also scheduled at the installation. The default backup
settings are

e daily backup

e at03:00 local time

* inthe selected target folder

e with the last 14 recent backup files kept.

(when additional files are saved, the oldest backup is deleted)

This section describes how to verify or edit the current backup schedule settings. It also
describes how to perform manual backups between the scheduled backups.

Note: Itis recommended that the scheduled backups are stored on another physical
drive than where the active database is stored. If this is not possible, it is rec-
ommended that the backup files are copied to another physical drive or storage
media at regular intervals.

UNICORN 7.5 Administration and Technical Manual 29448356 AA



4 Database management
4.2 Database maintenance
4.2.1 Database backup

Verify or edit the database
backup schedule
The following table describes how to schedule the database backup:

Step Action

1 Click the Database Management button in the Administration module.

Result: The Database Management dialog opens.

Database Management X
[ Backup Restore Archive Retrieve Release Objects

Current backup setfings
A backup is performed daily at 03:00 Hours

The backup files are saved at location C:\Program Files (x36)'\GE
Healthcare! INICORNIINICORN Database!Backup.

The lzst 14 recent backup files are kept.

Edit Backup Schedule. Backup Now
o

Tip:
The Backup tab shows the current schedule. If the settings are suitable you
can click Close at this point.

2 Click Edit Backup Schedule.
Result: The Edit Backup Schedule Wizard opens.
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170

Step

3

Action

Click Next to open the next wizard dialog:

Edit Backup Schedule *

How often do you want the backup to be performed?

[] Disable backup schedule

@ Daily
O \nfeekly:

Day: |Monday
() Monthly:

i 1 B

FIRST Monday
Satioe.
< Back Next = Cancel

Select the frequency and the start time for the scheduled backups.

Note:

Itis also possible to select Disable backup schedule at this point. For example,
this is a necessary step before changing the SQL Server installation. After a
new SQL Server edition is installed, the scheduled backups can be restored.

Click Next to proceed.
Choose the number of backup files to keep.

Note:

It is possible to choose to keep all files. However, depending on the number
of users and results that are created, this can cause uncontrolled disk space
problems.

Click Next to proceed.

The final wizard page shows a summary of the selected settings. Click Finish
to accept and apply the schedule.

Note:

By default, he backup files are named as:

UNICORN SCHEDULED BACKUP <Date> <Time>.BAK.
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Note:
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Itis recommended that another physical drive than where the active database
is stored is selected for the scheduled backups at the installation of the

UNICORN software. If this is not possible, it is recommended that the backup
files are copied to another physical drive or storage media at regular intervals.

Ensure that the database server computer is turned on at the time when the
scheduled backup occurs. Otherwise, the backup fails and is not postponed.
This is specially important for stand-alone workstations, which are generally
turned off when not in use.

Manual backups

If necessary, you can make extra backups manually between the scheduled backups.
This is described in the following table.

Step

1

Action

Click the Database Management button in the Administration module.

Result: The Database Management dialog opens.

Click the Backup tab, then click Backup Now.

Result: A Backup Now confirmation dialog opens.
Click OK to start the backup.

Note:

This process can take several minutes. A progress dialog is displayed while
the backup is performed.

Result: A Backup confirmation dialog opens when the backup is completed.
By default, the backup file is named as:
UNICORN MANUAL BACKUP <Date> <Time>.BAK.

Verify that the backup has been performed in the default folder and then
either

o click Close
or
o click Go To Backup File to open the backup folder and access the files.

Note:

The backup folder is created by the program when performing a backup for
the first time.
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Tip: It is recommended that to either copy or move the backup files to an external
storage device to minimize the risk for loss of data. The backup includes the
UNICORN database content and a log report about the backup action.
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4.2.2 Restore backup data

Introduction

If necessary, restore data from a backup. The restored data replaces all the current data
in the database with the data generated up to the point of time when the backup was
made. All changes performed after the time of the backup are lost.

Perform this procedure to move data from one database instance to another but all
data in the database instance where the backup is restored are overwritten.

Note: A database backup from UNICORN versions earlier than UNICORN 7.5 can be
restored and used in UNICORN 7.5. After the restoration, the database must
be upgraded as described in Section 4.2.7 Upgrade database, on page 188.
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Restore backup data

The following table describes how to restore backup data.

174

Step

Action

1

Click the Database Management button in the Administration module.

Result: The Database Management dialog opens.

Click the Restore tab. All the available backup files are shown in the displayed

list.

Database Management

Archive Retrieve Release Objects

Select backup file:

C:\Program Files (x86)\GE Heafthcare \UNICORN\UNICORN Database'\Backup

Name Date modified

Unicom_SCHEDULED_BACKUP_20170517_030002 BAK  5/17/2017 3:00:07 AM +02:00
Unicom_SCHEDULED_BACKUP_20170518_030002BAK  5/18/2017 3:00:04 AM +02:00

Size (MB)
163.401
153.526

Show only backup files

@

Bestore

Note:

It is possible to select to show only backup files in the list. If this option is not

selected, the backup log files are also become visible.

Select the backup file to restore and click Restore.

Result: Awarning dialog opens. This dialog suggests to backup the database
before restoring the previous backup. This ensures that all essential data is
saved before it is replaced with the data from the backup.
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Step Action

4 Either

o click Yes to backup before restoring

or
o click No to proceed without making a new backup.

Result: A second warning dialog opens. This dialog shows the backup file to
be restored and explains the implications for the current data. All other
UNICORN modules are closed and no other actions can be performed during
the restoration.

Note:
All other client computers connected to this database instance must be logged
off from UNICORN during the restoration.

5 Click OK to proceed.

Result: A progress dialog is displayed while the restoration is performed. The
process is completed when the dialog closes.

Note: The Restore operation resets the user Default in the Administrator user group,
with the password de fault. To ensure access security, the user Default must
be deleted again, after each restoration of backup data.
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Restore backup data to a new
UNICORN installation

176

This scenario applies when trying to restore a UNICORN database in a new UNICORN
installation. As part of moving data from one database instance to another, it is necessary
to manually copy the database backup file to the new UNICORN installation backup
folder.

Step Action

1 Make a manual backup of the new database (even if the UNICORN database
is empty) as described in Manual backups, on page 171

Result: The target backup folder set at the database installation is created
and a new backup file is created in the folder.

Note:

The backup folder is created by the program when performing a backup for
the first time.

Note:

A target folder for the regular, scheduled backup was set up at the database
server installation. This can be changed later with the UNICORN Configuration
Manager tool.

2 Copy the database backup file you want to restore to the backup folder of
the new UNICORN installation.

3 Restore the database as described in Restore backup data, on page 174
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4.2.3 Archive data

Introduction

When your database size reaches a level where performance is affected and the remain-
ing space is not enough for the immediate storage needs, you can archive selected parts
of the result data. This can either be the entire result contents from before a specified
date, or selected results. You can also archive logs. It is normally a good idea to archive
data that is not immediately needed at regular intervals.

Archiving reduces the size of the database. It is not the same as exporting result data,
which creates copies of the results but does not reduce the size of the database.

Archive data

The following table describes how to archive complete result data or logs:
Step Action

1 Click the Database Management button in the Administration module.

Result: The Database Management dialog opens.
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Step Action

2 Click the Archive tab.

Note:

The Archive tab is hidden if the check box Enable Archiving is cleared in the

UNICORN Configuration Manager tool. See Change installation settings, on
page 267.

Database Management

Backup  Restore | Archiv

Retrieve Release Objects

Archive directory: |C “Program Files &x86)\GE Healthcare \UNICORNAUNICORN Daiabal
Aschive file name: [ ARCHIVE_RESULT_170518_163354 arc |

Archivefiles:

®) Resultfiles

(®) Older than 2/18/2017 B |

(O Eree selection | Pick Result

(0 UMICORN 2nd System logs:

Older than: 2/18/2017

For log UNICORN

Archive

0

The archive directory and a suggested archive file name are shown in the
dialog. The directory was selected at the installation and cannot be edited
here. The file name can be changed. The default name suggested by

UNICORN includes the date of the archiving, and reflect if the selected con-
tents are results or logs.
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Step Action

3 Choose the data to be archived:
o Ifyou click Result files

- thenclick a date in the Older than list
or

- click Free selection and then click Pick Result.

(The Pick Result dialog is described in Archive selected results, on
page 179)

If you click UNICORN and System logs

o click a date in the Older than list
and then,

o click the log to archive - UNICORN or a system log - in the For log list.

4 Click Archive.

Result: A warning dialog opens. This dialog suggest that you backup the
database before archiving the selected data.

Note:
It is recommended to always perform a backup before archiving.
5 Either

¢ click Yes to backup before restoring
or

o click No to proceed without making a new backup.

Result: A progress dialog opens while the data is archived. Depending on
the selections above, this can take several minutes. When the archiving is
completed, a confirmation dialog opens.

6 Click Close to close the confirmation dialog.

Note: It is recommended to save the archived data on another storage media than
where the active database is stored.

Archive selected results

The following table describes how to select individual results for archiving:
Step Action

1 In the Database Management dialog, click the Archive tab.
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Step Action

4 o Click Result files
e Click Free selection
and then
e Click Pick Result.
Result: The Pick Result dialog opens.

5 In the Pick Result dialog:

e Locate and select the result you want archive

and

o click the arrow button to add it to the To Archive list.

Pick Result x
UNICORN database. To rechive
Falder name System Last modified Hame System DuteModhed
I GIuzeFzE meiodd 001 Pum 3 ANTORN8 122
* Defatbiome metod5 001 Pure 3 o 18123,
" oy T malodh 005 P 3 MNT0518132
" _'_'_MH_ metod’ 004 Pure 3 20170513 125
i Puens
Pue 3
Pue 3
Puree 3
Pure 3
Pued
Pued
Fum 3
W Eemove From List dychive Carcel
6 Repeat step 2 until you have added all results you wish to archive to the list.

e You can remove results from the list by selecting them and clicking Re-
move From List button.

7 Click Archive.

Result: A warning dialog opens. This dialog suggest that you backup the
database before archiving the selected data.
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4 Database management
4.2 Database maintenance
4.2.3 Archive data

Action

Either
o click Yes to backup before restoring
or
o click No to proceed without making a new backup.

Result: A progress dialog opens while the data is archived. Depending on
the selections above, this can take several minutes. When the archiving is
completed, a confirmation dialog opens.

Click Close to close the confirmation dialog.
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4.2.4 Retrieve archived data

Introduction

182

Archived results and logs can be retrieved from the archive and be included in the active
database. Individual results are selected from the archive directory, but not the entire
archive. However when logs are retrieved, the entire log is restored.

Note:

Tip:

This procedure can not be used to migrate data from one database to another.
Itis only possible to retrieve archived results and logs into the same database
they are archived from.

In the new Evaluation module, the archived results are always listed under
the Results tab.

In the Evaluation Classic module, the archived results can be shown in the
Result Navigator by selecting the Show All option. This can help to locate the
archived results. Archived results are represented by a special icon:

5

Right-click the archived result and click Properties.
Click the Result tab.

The File Name shown here is the name of the archive directory where you can
find the archived result.
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Retrieve archived results or logs

The following table describes how to retrieve archived data:

Step Action

1 Click the Database Management button in the Administration module.

Result: The Database Management dialog opens.

2 Click the Retrieve tab.

Note:

The Retrieve tab is hidden if the check box Enable Archiving is cleared in the
UNICORN Configuration Manager tool. See Change installation settings, on
page 267.

Database Management X

Backup  Restors  Amhive | HENEvE ! Release Objects

Select archive file:
|C'\Fmgram Files (¢BBJ\GE Heatthcare lUNICORNMUNICORN Database\Archive

Mame Diate modified Size (MB)
ARCHIVE_RESULT_170519_163826 arc 2017-05-19 16:38:36 4338
ARCHIVE_RESILT_170519_163950.arc 20170519 16:39:58 4401
ARCHIVE_RESIULT_170515_164107.arc 20170519 16:41:13 4338
ARCHIVE_RESULT_170515_164124 arc 20170519 16:41:29 4.4m
ARCHIVE_RESIULT_170519_164134.arc 20170519 16:41:40 4401
TestArchivee 1a7481a-580d-4720-9d27-d198e32... 20170511 10:11:15 0

Show only archive files Retrieve
o
Note:

It is possible to retrieve either archived results or logs. All archived files have
.arc format. These log files record the archiving operations and are not
connected to the actual UNICORN results or logs.
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Step Action

3 Select the archive file you want to retrieve and click Retrieve.
If a log file is selected:

e Thelogis restored to the active database and a confirmation dialog is
shown.

(This completes the retrieving process)

If archived results are selected:

e The Pick Result dialog opens.

Pick Result x

UNICORN database. To rechive

Folder name Symem Lost modfied Hame System
maindd 001 PFum 3
metod5 001 Pure 3
malodh 005 P 3
metod’ 004 Puel

L) Remove From List ychive Corcel

4 Select an archived result in the Archive file list and click the right arrow

button.

Result: The result is moved to the UNICORN database list. The destination
folder search path is shown in the list. You can remove selected results from
the UNICORN database list by clicking the left arrow button.

5 Click Retrieve in the Pick Result dialog.

Result: The results are restored to the active database and a confirmation
dialog is shown.

Note: The retrieved results are restored to the folder where they are originally
archived from. All archived materials are saved in the archive.
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4.2.5 Release locked database objects

Introduction

Whenever a database object is opened in UNICORN, it is automatically locked by tge
user and write protected from all other users. This applies to all objects such as methods,
results, Design of Experiments etc. The automatic locking ensures that conflicting editing
cannot be performed and saved simultaneously by several users.

However, if objects are not closed and UNICORN is logged off in an improper manner,
thelocking can not be released. This can happen if UNICORN shuts down due to an error.
In such cases, release the locked objects manually. This is described below.

Note: Make sure that the released object is not in use at the computer listed in the
dialog. Releasing an object that is actually in use can cause unexpected results.
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4.2.5 Release locked database objects

Release locked objects

186

The following table describes how to release locked database objects:

Step Action

1 Click the Database Management button in the Administration module.

Result: The Database Management dialog opens.

2 Click Release Objects.

Database Management X

Backup  Restors | Achive  Retieve | Fislease Objects |
Locked Objects

MName Type User Computer Date

|Resut | Defaut | GETMIXF2E | 20170519 |

Path: [DefaultHome/Henriks Pure25 (Manual)/Manual Run 009
Computer: GETMIXFZE
User: Default

Date locked:  2017-05-19 16:44:21 +02:00

Please make sure that the object to be released
is not in use at the described computer

@

Belease

3 Select the object you want to release and click Release.

Result: The Release Objects warning dialog opens, asking if you have verified
that the object is no longer in use by the listed user at the listed computer.

4 Click Yes to confirm.

Result:The lock is released and a confirmation dialog opens.

5 Click OK to close the dialog.
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4.2.6 Import data from UNICORN 5

Introduction
It is possible to import results and methods from UNICORN 5.11 and later.

Import from UNICORN 5 is available for results created with some CU based systems,
for example, AKTApilot and AKTAprocess.

In versions of UNICORN earlier than 6.0, data was stored in a file structure and not in a
database. Due to the differences in format, results and methods from these earlier ver-
sions cannot be used directly in UNICORN 7.5. When importing old methods and resullts,
they are subsequently converted to the database format automatically.

Data migration from UNICORN 5

In order for the import to work the results must be valid for UNICORN 5. That is, the result
must have been created in UNICORN 5.11 or subsequent versions and be able to be
opened without errors.

It can be possible to import results from earlier versions if they are opened and saved
in UNICORN 5 before the import. However, it is likely that more data is excluded than if
the result was originally generated in UNICORN 5.

How to import results from UNICORN 5 is described in UNICORN Evaluation Manual.
How to import methods from UNICORN 5 is described in UNICORN Method Manual.
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4.2.7 Upgrade database

4.2.7

Introduction

Upgrade database

After an upgrade from UNICORN versions earlier than UNICORN 7.5 the UNICORN
database instance must be upgraded to UNICORN 7.5 standard.

Database upgrade to UNICORN

7.5

188

Follow the instructions in the table to upgrade the database.

Step Action

1 Start UNICORN Configuration Manager: Click the Windows Start button,
then type UNICORN Configuration Manager in the Start menu search
field and then click the UNICORN Configuration Manager item that is dis-
played as the search result.

2 Log in with a user that belongs to the UNICORN administrators access group.

3 Click Yes to upgrade the database.

4 If you have upgraded from UNICORN 6.0 or 6.1 you must use UNICORN
Configuration Manager to remove FILESTREAM and increase the size of
the database to 10 GB.

5 When the database has been upgraded, close the UNICORN Configuration

Manager.
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5 Security

About this chapter

This chapter presents the security concepts and features of a UNICORN installation. The
concepts and features are good to know since they are also used in other parts of this
manual.

In this chapter

This chapter contains these sections:

Section See page
5.1 Access security 190
5.2 Connection security 191
5.3 Data security 192
5.4 Prevent accidental shut-down 195
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5.1 Access security

51 Access security

Purpose

The purpose of access security is to avoid unauthorized user access to the UNICORN
system. UNICORN provides this functionality for local UNICORN users. For network users,
the access security depends on the network.

Passwords to restrict access
User access is often restricted by means of a password. The following password rules
apply:
* The password must have a minimum number of characters. The minimum length is

set in UNICORN User Setup, see Section 3.2.3 User passwords and account access
limitations, on page 138.

* The password must be changed regularly depending on the importance of the access
security. See Section 3.2.3 User passwords and account access limitations, on page 138.

Access groups

Each user is assigned to an access group that defines the operations that the user can
perform. The purpose of the access groups is to restrict access to sensitive functions in
UNICORN for users without the necessary qualifications or areas of responsibility to op-
erate these functions.

Access groups are described in Section 3.3 Access groups and network users, on page 143.

Delete default user

When you install UNICORN, a default user with full access rights is automatically created.
For system security reasons the default user must be deleted when you have created
the site-specific users.

Maintain system security

To maintain system security, it is recommended to allow only the system administrator
to perform administrative routines such as user setup and system definitions.
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5.2 Connection security

About this section

The purpose of connection security is to avoid conflicts regarding system control, so
that only one user at a time controls the instrument.

Control mode and View mode
connections
Two kinds of connection modes can be established with the UNICORN system:
* Control mode connection: The user has full system control, that is control of the in-
strument.
¢ View mode connection: The user can view the process but not control it.

To prevent conflicts, the system can have only one control mode connection at a time,
that is only one user at a time can control the process.

Prevent unwanted system
control

To prevent other users from establishing a control mode connection to the system, a

user must establish a Control mode connection to the system.

Note: If a user leaves the system in a View mode connection, any other user can
establish a control mode connection to the system.

Itis also possible to define access rights, see Section 3.3.1 Access group setup and network

users dialog, on page 144, and to enable system control from only one computer, see

Restrict system access, on page 111.

When to maintain control over a
system

It is recommended that control over systems are maintained when a user leaves the
system temporarily. When the system is controlled, the responsible user is identified in
the Connected Users dialog box. A system which is left with no Control mode connection
has no identified responsible user.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 191



5 Security
5.3 Data security

5.3 Data security

About this section

Data security prevents the loss of results of a run due to failure in the network commu-
nication or the local station.

Network communication failure
- remote station

If the network communication fails while a method is running, the remote station loses
control of the system and the following happen:

e After 30 seconds, the remote station client is disconnected by the instrument server.
The run continues under the control of the instrument server. No other connected
client is affected.

* Theremote station displays a message that it is disconnected. Try to reconnect after
a minute and if that fails, check the condition of the general network connections.

Network communication failure
- local station

The following table describes the scenarios when the network communication fails be-
tween a local station and the network.

Stage Description

1 The local station is disconnected from the database server and other client
stations, but the contact with the locally connected instrument is maintained.

Any remote station that is connected to this instrument is disconnected
automatically after 30 seconds.

2 The run on the connected instrument continues as normal. Result data is
saved locally on the local station hard drive. If the local station tries to per-
form actions that require a database connection, an error message is dis-
played suggesting that UNICORN is restarted and a log on without database
connection is performed.

3 If the network connection isn't restored when the run is completed, the result
data is still saved locally pending a restored connection.
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Stage Description

4 When the network connection is restored and a user tries to assume control
over the system, the user is asked if the temporarily stored result data should
be uploaded into the database or discarded.

Local station failure

The table below describes what happens when the network communication fails between
a local instrument server station and a non-CU based instrument, for example, AKTA
avant.

Stage Description
1 The run is terminated.

2 The result data is saved and the run log shows that the run was terminated
before it was completed.

3 A message is displayed at all connected client stations requesting a restart
of the instrument.

Note:
You must be connected in control mode to be able to restart the system.

Systems with CU-950/CU-960 Advanced controller

For a CU based system, for example, AKTApilot or AKTAprocess, the run continues and
run data is stored in the CU memory until the connection is restored.

The list later in this topic describes what happens when all the following conditions are
fulfilled:

e A CU-950/CU-960 Advanced controller (with a memory card) is used
e Datarecovery = ON
e Method behaviour = CONTINUE

¢ The communication is lost between the local station and the CU-950/CU-960.

Stage Description

1 o The run continues under the control of CU-950/CU-960 during the

communication loss.

e The run data is saved in the CU-950/CU-960 memory card.
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Stage Description

2 When the local station is up and running and the connection between the
local station and the CU-950/CU-960 has been reestablished,

e UNICORN uploads backup files from the hard drive of the local station
o UNICORN requests the missing data from the CU-950/CU-960

e the missing data is uploaded to the local station

e during the upload, a progress bar is shown in the System Control module.

Note:

The System Control module is unresponsive until the upload is finished.

3 The run continues as normal.
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5.4  Prevent accidental shut-down

About this section
This section covers accidental shut-downs of instruments and built-in computers.

Accidental shut-down of an

instrument
Instruments can be controlled without running the user interface modules. This is possible
in the following cases:

¢ Network installation: If an instrument is controlled from a remote station without
starting UNICORN on the local station.

* Stand-alone installation: If a user quits UNICORN after starting a run.

In both these cases, it is not apparent from the desktop that the UNICORN control software
is actually running. Therefore there is a risk that someone shuts down the computer in
the belief that it is not in use.

How to prevent accidental

shut-down of an instrument
Make sure you follow the recommendations below to prevent an accidental shut-down
of a control station (which controls an UNICORN run):
* Do not quit UNICORN if you are controlling a system.

* Do not turn off local station computers in a network installation.

e Start the UNICORN program on all local stations in a network installation, if possible,
and establish a view mode connection as an indication that a connected system
might be running.

Accidental shut-down of a
built-in computer

Some instruments, for example, AKTAprocess and Customized BioProcess Solution sys-
tems, have built-in computers. The instrument power switch also cuts the power to the
computer. Do not turn off the instrument power before shutting down the computer.

Following is the correct shutdown procedure.
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Step Action

1 In any UNICORN module, on the File menu click Exit UNICORN.
2 Shut down the computer from the Windows Start menu.
3 When the computer screen has switched off, turn off the power switch on

the instrument.
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6 Extension management

About this chapter

This chapter presents UNICORN extensions and management of UNICORN extensions.

In this chapter
This chapter contains these sections:

Section See page
6.1 Introduction to UNICORN extensions 198
6.2 Installing and uninstalling UNICORN extensions 200
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6.1 Introduction to UNICORN extensions

UNICORN extensions are software packages that extends the capabilities of UNICORN.
They are managed from the UNICORN Administration module. UNICORN Database ex-
tensions are installed in a UNICORN database and can be enabled or disabled for users
of the local UNICORN client.

Extension Management dialog
In the Administration module, on the Tools menu, click Extension Management.

Extension Management X

Available Extension(s) - Tick to Enable

[ rommersevaPign [

This i the InstrumentServer plugin

Details
InstrumentServerPlugin
Wersion .0.
File name: Instrument ServerPlugin.dil

B in the followi dule(s) of UNICORN
Instrumertt server

o Careel
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6 Extension management
6.1 Introduction to UNICORN extensions

Description

sions

Availableexten- | The left pane lists installed database extensions. A selected check

box before the extension name means that it is enabled for use
on the local UNICORN client.

The upper right pane gives a short description of the selected ex-
tension.

The lower right pane provides details about the extension, for ex-
ample, name, version number and a list of UNICORN modules where
the extension executes. This information is primarily intended for
the local administrator of extensions.

Install

Click Install to install an extension.

Uninstall

Click Uninstall to uninstall an extension.

Cancel

Click Cancel to close the dialog without saving changes to enabled
or disabled extensions.
Note:

Installation and uninstallation of extensions can not be cancelled
by clicking Cancel.

OK

Click OK to save changes to enabled or disabled extensions and
close the dialog.
Note:

You must logout from UNICORN and login again for your changes
to UNICORN Database extensions to take effect.
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6.2 Installing and uninstalling UNICORN extensions

When installing a UNICORN extension, it is available for all users of the UNICORN
database. Uninstalling a UNICORN extension makes it unavailable for all users of the
UNICORN database.

Note:

Tip:

The extension is disabled by default when installed. Select the check box in
front of the extension name to enable the extension for users of the local
UNICORN client.

If you want to disable an extension for users of the local UNICORN client only,
clear the check box in front of the extension name.

Installing an extension

The following steps describes how to install an extension in the UNICORN database.

Step

Action

1

200

In the Administration module, on the Tools menu, click Extension Manage-
ment.

Result: The Extension Management dialog opens.

Click Install.

Result: The Install Extension dialog opens.

Browse to the location of the desired extension, select it and click Open.
Result: The Install Extension dialog closes and the extension is shown in the
list of installed extensions. The UNICORN extension is now installed in the
UNICORN database.

Note:

The extension is disabled by default when installed. Tick the check box in front
of the extension name to enable the extension for users of the local UNICORN
client.

Click OK to close the Extension Management dialog.

Note:

You must logout from UNICORN and login again for the extension to be
available in the corresponding UNICORN module(s).
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Uninstalling an extension
The following steps describes how to uninstall an extension.

Tip: Uninstalling a UNICORN extension makes it unavailable for all users of the
UNICORN database. If it is necessary to disable an extension for users of the
local UNICORN client only, clear the check box in front of the extension name.

Step Action

1 Inthe Administration module, on the Tools menu, click Extension Manage-
ment.

Result: The Extension Management dialog opens.
2 Select the extension you want to uninstall from the list of installed extensions,
then click Uninstall.

Result: The Uninstall Extension dialog opens.

3 Click Yes to uninstall the extension from the UNICORN database. Click No
to keep the extension in the list of installed extensions.

4 Click OK to close the Extension Management dialog.
Note:

The extension is now uninstalled from the database and can not be used.
However, you must logout from UNICORN and login again for the extension
to be removed from the user interface of the corresponding UNICORN mod-
ule(s).
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7/ Maintenance Manager

Introduction

Maintenance Manager allows the user to display general information about the system
and its modules, and also operational statistics of the modules. Notifications for mainte-
nance actions of the system and its modules are predefined. The user can add automated
maintenance notifications for the system. Maintenance notifications are based on cal-
ender periods of system use, and for some systems also on operational statistics for the
modules.

Open Maintenance Manager

In the System Control module, on the System menu, click Maintenance Manager to
open the Maintenance Manager dialog box.

Maintenance Manager - Pure 3 X

@l Pure 3 "
£3 Inlet valve A (VS-A) B Pure 3
Inlet valve B (V3-1B)
Sample inlet valve {V3-I5) MName Walue
Inlet valve AB (V3HAB)

Injection valve (V3-Inj)

Column walve {V3-C)

Column walve (V3Cs)

Outlet valve (V3-0)

pH valve (VGpH)

Inlet valve X1 (V3-X)

Inlet valve X2 (V3-X)

Loop valve (V3-L)

Outlet valve (V3-Os)

Wersatile valve (V3-V)

Wersatile valve 2 (V3-V)

Wersatile valve 3 (V3-V)

Wersatile valve 4 (V3-V)

Mcer valve {V3-M)

System pump A (P35 A)

System pump B (P35 B)

Sample pump (F3 S}

System pressure monitor (RS)
Sample pressure monitor (R9)
Pre-Column pressure monitor {RS)
Post-Column pressure monitor {R9)
Conductivity monitor {C9)

UV detector (U9-D)

UW monitor (US-M)

U monitor (US-L)

UW monitor 2nd (US-L)

nH monitar HG)

Serial number test
Instrument Corffiguration AKTApure 251.7.0.1

New System Netification Deletz Print Close

[€]
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View general information and
statistics

In the left pane of the Maintenance Manager dialog box, select the system of interest
to view general information of the selected system. For some systems it is possible to
view information for a module of interest. When modules are selected, operational
statistics are also displayed.

Maintenance Manager - Pure 3 *

i@l Pure 3 ~
BTy et valve A (V318) 2 Inlet valve A (V9-1A)
i-88 Inlet valve B (V9-B)
i-§8 Sample inlet valve (V3HS)

i-88 Inlet valve AB (VS-AB) General
% Injection valve (W3-nj) Name Value
Column valve (V3-C)
Column valve (W3-Cs)
' Sﬁﬁl:zl\m] Serial Number defautt
% Inlet valve X1 (VS-D)
"8 Inlet valve X2 (VB-X)
Loop valve (V3-L)
QOutlet valve (V9-0s)
Versatile valve (V3-V)
Versatile valve 2 (V3-V)
Versatile valve 3 (V3-V)
Versatile valve 4 (V3-V) .
Macer valve (V3-M) Statistics
System pump A (P9 A}
System pump B (P9 B} Name Walue
% Sample pump (P9 S) Serial Number defautt
" System pressure monitor (R} Mo of valve tums 0

% Sample pressure monitor (R9)

"% Pre-Column pressure monitor (R9)
% Post-Column pressure monitor (R9)
+*% Conductivity monitor {C9)

% UV detector (U3-D)

% UV monitor {LUS-M}

% UV monitor {(U9-L}

2 UV menitor 2nd (US-L}

% nH monitor (M1

Software Version V10331
Hardware Version default

New System Notification D=l Brint Close
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View maintenance notifications

Click the plus symbol (+) of the system of interest to expand the list of related maintenance
notifications. For some systems it is possible to view maintenance notifications for a

module of interest. Select a notification to view notification details.

Maintenance Manager - Pure 3

Inlet valve B (VS-1B)
Sample inlet valve (V8-S)

Inlet valve AB (VS-IAB)

Injection valve (V3-nj)

Column valve (VBC}

Column valve (V3Cs)

Outlet valve (V3.

pH valve (V3pH)

Inlet valve X1 (V8-X)

Inlet valve X2 (V8-X)

Loop valve (V3-1)

Outlet valve (V3-0s)

Versatile valve (V3-V)

Versatile valve 2 (V3-V)

Versatile valve 3 (V3-V)

Versatile valve 4 (V3-V)

Mixer valve (V8-M}

System pump A (PS5 4)

System pump B (P9 B)

Sample pump (P3 S}

System pressure monitor (RS)
Sample pressure monitor {R9)
Fre-Column pressure monitor (RS)
FostColumn pressure moritor {RS)
Conductivity marnitor (C3)

UV detector (US-D)

UV moritor (US-M)

UV moritor (US-1)

8" LIV manitar Znd 711911

= No of valve turns

Enable Event

Recurs every: turns
Next notification at: 10000 turns
Module statistics: 0 turns
Messzge:

This instrument medule has reached its service interval limit and requires maintenance. Please contact
your GE service representative.

DéBMt Cance

@) MNew System Notification

Erint Close

Note: Modules with no plus symbol (+) have no related maintenance notifications.
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Edit a maintenance notification

Follow the instruction to edit a maintenance notification.

Step Action

1 In the left pane of the Maintenance Manager dialog box, select a mainte-
nance notification.

Result: Details of the selected maintenance notification are displayed in the
dialog box.

Maintenance Manager - Pure 3 b

@ Pure 3 ~
B4} Inlet valve A (V4A) = No of valve turns
E5 Mo of valve tums
Inlst valve B (v3B) Enable Event
Sample inlet valve (V35)
Inlet valve AB (VS-IAB)
Injection valve (V8-rj)

Column valve (V9C) Recurs every: fie

Column valve (V3Cs)

Outlet valve (V3:0) Next notification at: 10004 turns

pHvele (et Module statistics i s

Inlet valve X1 (V8-

Inlet valve X2 (V33

Loop valve (V3-1) Message

Outlet valve (V3-05) [This instrument module has reached s service interval lmit and requires maintenance. Flease contact
Versatile valve (V3-Y) lyour GE service representative

Versatile valve 2 (V3V)

Versatile valve 3 (V3-V)

Versatile valve 4 (V3-V)

Mocer valve (V9-M)

System pump A (P9 A)

System pump B (P9 B)

Sample pump (P9 5)

System pressure monitor {R9)
Sample pressure manitor (RS)
Pre-Column pressure moritor (R9)
Post-Column pressure moritor {R9)
Condutivity monitor (C3)

UV detector (US-D)

UV montor (U3-M)

UV monitor (US-1) Default Cancel Apply
% LV it Ond 11911

@ New System Nofification = PErint Close

2 Edit the maintenance notification as desired:

« Selectthe Enable Event check box to activate the notification. If the box
is unchecked, the notification is not issued.

e Enter a new interval after which the new notification is issued.

o Click Restart to reset the counter and add a complete interval before
the next notification.

o Edit the message that is shown in the maintenance notification.

o Click Defaultto restore the default settings for maintenance notifications.

3 Click Apply to save the changes.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 205



7 Maintenance Manager

Add a new system notification

The user can add new system notifications to the list of system events.

Follow the instructions to add a new system notification.

Step Action

1 In the Maintenance Manager dialog box, click New System Notification.

Result: The NewNotification field appears in the Maintenance Manager
dialog box.

Maintenance Manager - Pure 3 b

Bk Pue3 S » R

[ Scheduled maintenance © NewNotification
D MewNotification
Inlet valve A (VS-1A) Enable Event
Mo of valve tums
Inlet valve B (V3-IB) Hame:
Sample irlet valve (V3-S)

Inlet valve AB (VS-IAB) Recurs every: morthis) ¥
Injection valve (V8-inj) )

Column vaive (V3C) Next netification at: 20180519 Restart

Column valve (V3-Cs)
Outlet valve (V8.0)

pH valve (V3pH)
Inlet vabve X1 (Y5} Message:

nlet valve X2 (V3-1X) [The System/Module has reached its service interval lmit and requires maintenance. Please contact
Loop valve (V3L your GE service representative

Outlet valve (V8.0s)

Versatile valve (V3-V)

Versatie valve 2 (V3-V)

Versatile valve 3 (V9-V)

Versatie valve 4 (V3-V)

Micer valve (V3-M)

System pump A (P9 A)

System pump B (P9 B)

Sample pump (PSS

System pressure monitor (R9)
Sample pressure moritor (R3)
Pre-Column pressure monitor (RS)
Post-Column pressure monitor (R3)
Conductivity moritor (C3)

UV detector (US.D) Defauit Cance! Epply
L1V it (110000 b

5

New System Notification Print Close

2 In the NewNotification field:

e Enter a name for the new notification.
o Select a time interval after which the new notification is issued.

o Ifdesired, write a message that is shown for the maintenance notification.

3 Click Apply to save the changes and apply the notification settings.
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Delete a user defined system

notification

To delete a user defined system notification, select the notification in the Maintenance

Manager dialog box and press the Delete button.

Note: Module notifications are predefined and cannot be deleted. If desired, they can
be disabled.

Handle a maintenance

notification

Each maintenance notification has a time interval after which the notification is issued.

When this time interval has been reached, a Maintenance Notification dialog box ap-

pears.

Note: The possibility to add maintenance notifications for modules is only available
for some systems, but all systems can add maintenance notifications for the
complete system.

Follow the instruction to handle the notification.

Click... to...

Acknowledge reset the counter for a new maintenance notification
period.
Note:

Make sure that the maintenance action is performed as
instructed after the notification is acknowledged, otherwise
the system performance can deteriorate.

Ignore close the dialog box without action.

Note:

The Maintenance Notification is displayed each time the
System Control module is opened until the notification is
acknowledged.

Note: The predefined maintenance notifcation periods use average values. The ac-
tual service interval for a specific module can be shorter or longer.
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8 Troubleshooting

8 Troubleshooting

About this chapter

This chapter describes different operational scenarios which can arise in UNICORN and
their solutions or consequences.

Tip: For additional advice concerning operational scenarios and possible solutions,
refer to the UNICORN Information Letter. The UNICORN Information Letters
are available at www.gelifesciences.com/unicorn.

In this chapter

This chapter contains these sections:

Section See page
8.1 Troubleshooting: User, function or system access 209
8.2 Troubleshooting: Network access 218
8.3 Troubleshooting: Database functions 220
8.4 Troubleshooting: Upgrade, restore, repair 224
8.5 Troubleshooting: Additional information 227
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8.1

In this section

8 Troubleshooting
8.1 Troubleshooting: User, function or system access

Troubleshooting: User, function or system access

This section describes the following scenarios:

* Log on access problems

e Unable to access UNICORN functions

* Unable to connect or locate systems or computer stations

User Access

Problem description Solution

Username and password
not accepted

The UNICORN administrator can check if the user
account is locked.

(for example after too many unsuccessful log on
attempts)

The UNICORN administrator can try to set a new
password.

If a password reset does not work, it is recom-
mended to be delete the user profile and create
new profile.

If itis a network user that cannot log in, verify that
the network access works.

The log on dialog is inactive

1 Verify that no UNICORN window or module is
and a password cannot be opened.
entered )
2 Restart Windows.
The license server cannotbe | 1 verify that the available number of licenses have
contacted or nolicenses are not been exceeded. Check the number of used li-
available censes in the License Server Connection tab in
the UNICORN Service Tool. See UNICORN Service
Tool User Manual.
2 Restart the license server computer
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Problem description ‘ Solution ‘
An error message is dis- e This can happen if an incorrect Ethernet address
played, stating that a con- (MAC address) has been entered for the e-license,
nection to the e-license causing a mismatch.

server cannot be estab- ) ) ) )
lished. e 1 \Verify that the e-license server is accessible

from the network.

2 Contact GE Healthcare for assistance in veri-
fying the validity of the e-license.

e TCP ports in range 27000-27009 are closed in
firewall. See Appendix C Firewall settings, on

page 253.
The netwgrk cmd/or. o Check that the network and the database is
database is not available available and try to log in again.

when a network user tries to ]

login, and a network error Tip:

message is displayed. Ifthe network is unavailable, it is possible to log in with
a local UNICORN user to terminate a run.

e TCP port 1433 and UDP port 1434 are closed in
firewall. See Appendix C Firewall settings, on
page 253.

Access to UNICORN functions

Problem description Solution ‘

UNICORN modules are not available for e Checkthatthe modulesin question are
selection in the Log On dialog. not open.

e The UNICORN administrator can open
the User Setup in the Administration
module to verify that the user has ac-
cess to the modules in question.

Functions to which you do not have In the Administration module, on the Tools
access appear gray in the menus or menu, click User Setup to change the user
cannot be accessed profile access rights as needed.
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8.1 Troubleshooting: User, function or system access

Problem description Solution

Methods or results cannot be edited
even though they are not used by an-
other user

Unlock the method or result using the
Database Management Release Objects
function in the Administration module.

This is described in Section 4.2.5 Release
locked database objects, on page 185.

The help viewer cannot be opened us-
ing help buttons or the F1 key.

1 Double-click the shortcut icon on your
desktop.

2 Try the help button or F1 key again.

The Microsoft Office Document Image
Writer causes UNICORN to terminate.

This writer application does not work.
Choose another option, for example a PDF
writer application.

When trying to edit the system proper-
ties for a system that has a method in
gueue, a message stating that the sys-
temis not in a Ready state and cannot
be edited is received. However, the

system queue can be waiting and the
system can in fact be in a Ready state.

Wait until the system queue is completed
and try again.

When viewing, printing or exporting "all
logs", the logs for inactive systems are
not included.

Select the logs for the inactive systems in-
dividually and perform the desired action
for each system.

System connections

Problem description Solution

The connections are not .
available, i.e., the selection
check box appears dimmed | ®

Check if system has been deactivated.

Check that the power to the instrument is turned
on.

e Check the connection between the PC and the
instrument.
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Problem description Solution ‘

The connections are not 1 Switch off the instrument.
available even though
2 Quit UNICORN.
« the connection between

the PC and instrument 3 Shut down the instrument server computer.

appears to be correct 4 Restart the instrument.

e the poweris turned on .
5 Restart the instrument server computer.

6 Logon to UNICORN.

A system is not available o Checkthatyou have access rights to the system.
When you attempt to estab- Access rights are not automatically assigned for
lish a connection a newly defined system.

e The system is not active.

e Log off and log on again for access rights
changes to be applied.

You receive the error mes- e Check that the local computer, to which the sys-
sage “Cannot connect to tem is connected, is turned on and logged on to
system. .."inanetworkin- the network.

stallation

e Check that the computer from which you try to
establish a connection is logged on to the net-
work.

o Checkthat the limit of five simultaneous connec-
tions to the system has not been exceeded.

You receive the error mes- This error message is displayed if a system is defined
sage "Warning, system and active in two different database instances and
occupied" when trying to is already connected in the other instance. It is not

connect recommended to have a system defined and active

in more database instances than one.

You are connected to asys- | o Check that the instrument is turned on.
tem but have no contact with
the instrument. The system | Check that all cable connections are intact.

hangs at initialization o Check that the system is configured correctly, in

System Properties and on the instrument display.

¢ Ifthe above actions do not help, restart both the
instrument server computer, RTUext (if any), and
the instrument.
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Problem description Solution

When without RTUext, the IP
address 10.1.1.Xisused inan
internal network and connec-
tion problems are seen

Change the IP address of the instrument and the
controlling network interface card to either 172.16.0.X
or 192.168.0.X. The instrument and the controling
network interface card must be on the same network.

When with RTUext, the IP ad-
dress 172.16.0.Xisused inan
internal network and connec-
tion problems are seen

Change the IP address of the instrument and the
controlling network interface card to either
192.168.0.X or 10.0.0.X. The instrument and the con-
troling network interface card must be on the same
network.

Connection to system failed
after an upgrade from Win-
dows 7 to Windows 10.

There is no specific support for upgrade from Win-
dows 7 to Windows 10 with UNICORN installed. It is
recommended to reinstall the UNICORN software.

Other reason for connection
issues are:

AKTAconnection NICIP
address and ICU/CU960 IP
address is not in the same
subnet

Subnet mask must be set to same for AKTA connec-
tion NIC and in CU960/ICU. Default is 255,255,255,0.

Ports that UNICORN uses are
closed in the firewall

See Appendix C Firewall settings, on page 253.

Configuration files are not
updated with correct AKTA-
connection NIC IP address

Run the UNICORN Service Tool and edit the configu-
ration files in the Instrument Connection tab. See
UNICORN Service Tool User Manual.

CU960: UNICORN 5 is still in-
stalled on computer and oc-
cupies the CU-960

Uninstall UNICORN 5.

CU960: Node number must
be correct set in system set-
up/in CU960.

Check node number settings.

Computer name has been
changed.

Change back to previous computer name.

The system disconnectsirreg-
ularly

Check antivirus, computer hibernation, power man-
agement on computer and NICs.

System control: Connected
but nothing is shown/layout
looks strange

Use restore to default in “View”.
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Problem description

System control: Connecting

too fast after disconnect and
vice versa can cause issues

like Internal error or nothing
is shown

Solution ‘

Connect again (approximately 20 seconds wait is
recommended).

System control: In connect
box it seems that you are
connected but you are not

Clear the Connect check box and disconnect by
clicking OK.Then try to connect again (reopen the
connect dialog and check the system and click OK).

Only possible to connect in
view mode after an upgrade

When connecting to a sys-
tem, the connection hangs
during recovery of a terminat-
edrun

Set home folders on all access groups.

The recovery can take very long time (up to one hour).
However if there is no progress anyway, on the
computer controlling the instrument, delete all the
contents of the folders:

e Program Files Path\GE
Healthcare\UNICORN\UNICORN
7.5\Runtime Backup\AuditTrail

e Program Files Path\GE
Healthcare\UNICORN\UNICORN
7.5\Runtime Backup\Results

e Program Files Path\GE
Healthcare\UNICORN\UNICORN

7.5\Runtime Backup\Services

Restart the computer

The system backup could not
be deleted and unable to
start the System

Delete the file backup. sqlite located in
ProgramData\GE Healthcare\Virtual
Control
Unit\Adapters\InstrumentServerAdapter\
on the same computer as UNICORN Instrument
server or on the RTU.

UNICORN Instrument Service
does not register when
defining system.

Run the UNICORN Service Tool and register the ser-
vice in the Process Status tab. See UNICORN Service
Tool User Manual.
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Problem description Solution

Failed to connect to system
in view mode.

Make sure that the system is using a private network.
If not then set the network as a private network and
make sure that the following private network proper-
ties are turned on. For information on how to set a
public network to a private network, see Post-instal-
lation settings.

e File and Printer sharing
¢ Network Discovery

For information on how to change these settings,
see Private network settings in section Post-installa-
tion settings.

Installation

Problem description Solution

Features dialog.

An error message stating that the ac-
cess rights are insufficient appears
when trying to uninstall UNICORN
from the Windows 10 Programs and

This is caused by Windows UAC. Turning off
UAC can solve this problem. If not, use the
software removal procedure from the
UNICORN 7.5 installation DVD.

view mode.

When running a method or a manual
run, arunlog entry every 0.25 minutes
appears: User OPC <...> con-

nected to system <...> in

This is due to a corrupt OPC Core Compo-
nents installation. Uninstall all versions of
OPC Core Components and then install the
latest by starting the UNICORN installation
DVD and let the installation program install
OPC Core Components which is a prerequi-
site to UNICORN.
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Disable Power save

Problem description

power save mode.

Power save has been turned-off This is because the power save options are on
but the computer still goes into a per user basis. Solve the problem by turning

‘ Solution

off power save for:
e each user

e thehard drive
and

e the network interface cards.

E-license

Problem description Solution ‘

E-license server does not | Do not place a node-locked license in the Licenses folder

find any licenses of the e-license server installation, this prevents the e-li-
cense server software from running. Always let the soft-
ware itself copy the e-license files into the proper location.

Can not find |OC0ti°h of | 1 Typerun in the Start menu search field, then click

the node-locked e-li- the Run item displayed as search result.

cense files
2 Typesprogramdata%\GE Healthcare\licenses

in the Open textbox, then press Enter.

Node-locked license in- | This can happen if the license is deployed using a different

stalled but UNICORN is Windows account than the Windows account running

not able to find the li- UNICORN, e.g., installing UNICORN and the node-locked

cense license as a local administrator on the PC and then run
UNICORN as a domain user can create this problem. This
is likely a folder permission issue on the folder where the
node-locked license is located. Update the permissions
of the folder where the node-locked license is located to
allow Everyone full control.

Location of e-license If the e-license server is not set to a network server during

server is not set during UNICORN installation, a manual update is required using

installation the UNICORN Service Tool.
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Problem description Solution
Ports used by the e-li- If not explicitly set, the e-license server communicates
cense server on one of the following ports 27000-27009 (TCP). Some-

times these must be made exceptions for in the firewall
in order for the communication to function properly with
the e-license server.
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8.2  Troubleshooting: Network access

In this section
This section describes the following scenarios:
* A network drive is selected as backup and archive location of the database.

e Aremote client is unable to connect to an instrument, or a local client is unable to
connect to a CU-950 or CU-960 based system where the IP address of the CU- 950
or CU-960 differs from 10.1.1.1.

Problems with network drive as
location for backup

Scenario Solution

Anetwork driveis selected as theloca- | It is not recommended to select network
tion for backup and archive versions of | drives for backup and archive.

the database. This can cause problems
if the user "system" is not allowed write
access to the drive.

If needed, backup and archive files can be
copied from the database server to a net-
work drive or other storage media as an
extra precaution.

Instrument connection problem
for remote or local client

Scenario Solution

A remote or alocal clientis un- | Configure UNICORN in the Instrument Connection
ableto connectto aninstrument | tabin UNICORN Service Tool. See UNICORN Service
where the IP address differs Tool User Manual.

from the default IP address. The IP addresses have to match the actual set-

tings of the network interface card.

If this fails, set the interface metric of the AKTACon-
nection NIC to 25 and the LAN NIC to 20.

Connection test from the Admin | Restart the UNICORN Control PC and RTUext (if
module fails despite being con- | used). If the problem is not solved, make sure that
nected to the system inthe Sys- | all the necessary services are started. This can be
tem Control module. done using the UNICORN Service Tool.
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Scenario

A local client is unable to con-
nect to aninstrument or RTUext.

8 Troubleshooting
8.2 Troubleshooting: Network access

‘ Solution

Make sure that the network cable from the RTUext
or the instrument is connected to the network
card that is configured for instrument communi-
cation.

If the network card has a label AKTA, make sure
that the label is on the correct network card.

The Network Connection AKTA must match the
network card connected to the RTUext or the in-
strument. Disconnect the network cable and re-
connect to the other network card if necessary.

Connection related issues after
changing IP address for any of
the network cards on the local

computer or connected RTU/in-
strument.

Restart both computer and connected RTU/instru-
ment.
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8.3  Troubleshooting: Database functions

In this section

This section describes troubleshooting scenarios related to the database.

Database functions

Problem description Solution ‘
The‘dotobose is not « Wait a couple of minutes to allow the SQL Server ser-
available at log on vices to start and try to log on again.

(This can be necessary when logging on after a com-
puter restart)

« Verify in the Windows Services dialog that the SQL
Server and SQL Server Browser services are running
properly.

« Verify that the firewall port settings are correct. See
Appendix C Firewall settings, on page 253 for port set-

tings
The database cannot | Sometimes the computer name of the database server
be located at the instal- cannot be identified. In that case, enter the IP address
lation of a client/instru- instead.
ment server computer.

e Ensure that a static IP address is used.

The scheduled Reset the scheduled backup in the Database backup wiz-
database backups are | ard.

not performed If another SQL Server edition than SQL Server Express is

used, verify that the service SQLAgent has started.

The workstation com- | Allow some time for the database to start before trying to
puter is restarted and log on.

the user tries to log on

to UNICORN immediate-
ly. The UNICORN client
cannot connect to the

database, whichis alo-
cal database (Full instal-
lation).
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Problem description Solution

Not possible to use Update the registry. Find the

Database Manage- HKEY_ LOCAL MACHINE\Software\Wow6432Node\GE
ment after restore of a | Healthcare and choose to Export this. Open the export
database originated file and do a Search/Replace for Wow6432Node32\ and

from a 32-bitoperating | replace with blank. Double-click to run the registry export.
system on a 64-bit oper-

; This creates the necessary information in the registry to
ating system.

be able to use a former 32-bit database in 64-bit environ-
In case of a computer ment.

upgrade from 32-bit
Windows XP to 64-bit
Windows 7 or Windows
10, it might happen that
it is no longer possible
to use Database Man-
agement. You get an
internal error when you
open Database Man-
agement and you can
no longer archive/re-
trieve or perform back-
ups

After computer startup | The database server takes some time to start. Wait a
on a standalone instal- | minute and try again.

lation - a database
connection error is
shown when starting
UNICORN.
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This computer already has an
database installed named

UNICORN

222

Problem description

Installation claims that the database already exists de-
spite being installed on a brand new computer.

Sometimes during installation of the database this error
is displayed:

"The database cannot be installed. This
computer already has an database installed
named UNICORN. Either uninstall SQL Server,
ensure that the database instance does not
contain any user created databases or in-

stall the database on another computer".

Solution

The error message is
very likely erroneous.
See the following table
for possible solutions

If...
The operating system
is still being updated

The database installa-
tion has failed due to

Then...

Make sure that Windows update and other IT software
updates are turned-off during installation. If this error
happens, it is advised to uninstall Microsoft SQL Server
and repeat the installation with the software updates

pending updates. This | turned off.

can be Windows up-
dates or local IT soft-
ware updates.
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If...

Loopback adapter secu-
rity issue

8 Troubleshooting
8.3 Troubleshooting: Database functions

Then...

In case the computer has a loopback adapter installed,
its security settings need to be adjusted to include the
Administrators group.

Also, adjust the loopback adapter check in the registry. In
order to see if it indeed is a problem with the loopback
adapter security settings, look in the Event log of the
computer for an entry similar to this:

SSPI handshake failed with error code
0x8009030c, state 14 while establishing a
connection with integrated security the
connection has been closed. Reason: Accept-
SecurityContext failed. The Windows error
code indicates the cause of failure.
[CLIENT: 127.0.0.17.

In order to fix this issue:

e Open Local policies:User rights assignment:Access
this computer from the network and add the Admin-
istrators group and in case it still fails, add Everyone
as well.

Second solution, disable the loopback adapter check by
performing the following:

1 Edit the registry using regedit. (Start:Run:Regedit ).

2 Browseto:
HKLM\System\CurrentControlSet\Control\LSA.

3 Add a DWORD value called
DisableLoopbackCheck.

4 Setthisvalueto 1.

5 Reboot computer and try to install again.

Installation fails due to
Reporting services
database exists

The UNICORN installer counts the number of existing
databases and unfortunately it does not make an excep-
tion for the Reporting services databases, which leads to
the above error message even if there is no UNICORN
database installed, but only Reporting services.
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8.4  Troubleshooting: Upgrade, restore, repair

In this section

This section describes troubleshooting scenarios related to

e upgrading UNICORN version from 6.0 or 6.1
e restoring UNICORN 6.0 or 6.1 database

* reparing a corrupt database

Upgrade UNICORN version from
6.0 or 6.1 to 6.2 or later

The following is an outlined process of how to upgrade from UNICORN 6.0 or 6.1:

Stage

Description

1

2

10

11

224

Backup database.
Uninstall UNICORN 6.1.

Uninstall OPC Core Components in the Windows Programs and Features
dialog.

Install the new verision of UNICORN

Restore the backup from 6.1.

Note:

IfUNICORN 6.3 or later is installed using default locations, the backup location
has changed since UNICORN 6.1 and thus you have to move the old database
backup into the new backup location. Quickest way to create this location is
to run a manual backup.

Upgrade SQL Server to the version found on the UNICORN installation media.
Upgrade the restored database using UNICORN Configuration Manager.
Drop FILESTREAM and increase the database size to 10GB.

Install new e-licenses.

Start UNICORN.

For all user groups, set a home folder from Administration : Access Groups
and Network Users.
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Stage Description

12 If the computer had an instrument server: start Administration : System
Properties and select Edit System and click Test connection to register to
UNICORN Instrument Server service.

13 Restart the computer.

Unable to restore a UNICORN 6.0
or 6.1 database

Restoring a 6.0 or 6.1 database on a UNICORN 6.2 or later version can sometimes fail if
the backup is brought to a completely new installation of UNICORN 6.2 or later versions
where no UNICORN installation has previously existed. This is due to a dependency on
the paths. The old path to the ResultData folder must exist.

The default path is:
C:\Program Files (x86)\GE Healthcare\UNICORN\Database\ResultData
* Make sure that this folder exists prior to performing the RESTORE operation.

* However, if this still fails or you cannot create the folder required due to the drive
needed does not exist on the target machine, you need to issue a “Restore with
move” SQL command. Ask your GE Healthcare representative for more information.

Repair a corrupt database

It is often possible to repair a corrupt database. Follow the instructions below to find out
a corrupt database:

1 Right-click on the Command prompt item in Start:All Apps:Windows System.
2 Select Run as Administrator.
3 Enter the following command:

sglcmd -Slocalhost\UNICORN -Q”USE UNICORN;DBCC CHECKDB” >
C:\temp\dbcc. txt

This runs a check command and see if any tables or indexes in the database are corrupt
and place the output into a file called dbcc. txt in the C: \ temp folder.

B Administrator: CAWindows\System32\cmd.exe =12 |

Microsoft Windows [Uersion 6.1.76811
Copyright <{c> 2889 Microsoft Corporation. All rights reserved.

C:\WindowsNsystem32>sqlemd —Slocalhost~UNICORN —Q"USE UNICORN; DBCC CHECKDE" >
:sntemphdhbee . txt

If all is well, the text file dbcc . txt, shows the follwoing text at the bottom:
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226

CHECKDB found 0 allocation errors and 0 consistency errors in
database 'UNICORN'. DBCC execution completed. If DBCC printed

error messages, contact your system administrator.
If on the other hand there are an indication of errors, like this:

CHECKDB found 0 allocation errors and 14 consistency errors in

database 'UNICORN. repair rebuild is the minimum repair level for
the errors found by DBCC CHECKDB (UNICORN). DBCC execution com-
pleted. If DBCC printed error messages, contact your system admin-

istrator.

Examine the rest of the output in order to locate which tables are causing problems. A
problematic entry looks similar to this:

Table error: table 'AuditTrailEntry' (ID 773577794). Index row
in index 'IX AuditTrailEntry AuditTrailID' (ID 2) does not match
any data row. Possible extra or invalid keys for: Msg 8956, Level
16, State 1, Server HCE-13B72Q1\UNICORN, Line 1

Index row (1:15445:151) with values (AuditTrailID = 1 and LogTime
= '2013-04-08 09:13:48.3371785 +05:30' and AuditTrailEntryID =
10698) pointing to the data row identified by (AuditTrailEntryID
= 10698) .

Note that the table name is AuditTrailEntry and in order to possibly correct the
problem, the following command shall be run for each table:

sglcmd —-Slocalhost\UNICORN -Q”USE UNICORN;DBCC DBREINDEX (Audit-
TrailEntry, Y Y, 0)”
:\Hindows\system32)gg%cmd —8localhost~UNIGCORN —Q"USE UNMICORM;DBCC DBREINDEX <Au

itTrailEntey, * *
hanged database context to *UNICORN’.

[DECC execution completed. If DBCC printed error messages, contact your system ad
inistrator.

Once completed, keep checking by running DBCC CHECKDB until there are no further
errors.
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8.5 Troubleshooting: Additional information

In this section

This section describes various troubleshooting scenarios.

UNICORN dialog boxes not
displaying properly

Problem description Solution

boxes.

Buttons and other interface | The size of Windows interface text must be set 100%
items are not positioned cor- | in Windows Control Panel.
rectly in the UNICORN dialog

1 Click the Windows Start button.
2 Type Display in the Start menu search field.

3 Click Display settings (or Display in Windows 10)
item that is displayed as the search result

4 Click 100% to set the size of text and other items
on your screen.

5 Click Apply.

UNICORN terminates
unexpectedly

Problem descrip-

tion

UNICORN termi-
nates unexpectedly
each time the UNI-
CORN instrument
server is restarted

Solution

With an unexpected termination it means you get a message
stating UNICORN experienced a problem and had to
close.

Sometimes IP v6 is prohibited in networks. In order to get IP
v6 compatible computers to work on those LAN:s IP v6 has to
disabled in the registry.

Add DWORD value named DisabledComponents with the
value 000000 £f to the registry entry:

[HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\

Services\TCPIP6\Parameters]
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If the client has connection problems the following can be used as a help to identify if it
is the firewall that is the root cause:
* Add the following to the config file for UNICORN Instrument Server:

<logger name=" GE.Healthcare.UNICORN.Common.Events">

<level value="DEBUG"/>

</logger>

Add the above lines before the line:

</log4net>
¢ Save the file and restart the UNICORN Instrument Server.

e After the UNICORN Instrument Server has been restarted try to reconnect to the
system. Wait until the client has been disconnected.

* Openthelogfile for UNICORN Instrument Server and search for the following text(s):

System.Reflection.TargetInvocationException: Exception has been
thrown by the target of an invocation. --->
System.Net.Sockets.SocketException: A connection attempt failed
because the connected party did not properly respond after a
period of time, or established connection failed because
connected host has failed to respond 10.9.216.80:51886

System.Reflection.TargetInvocationException: Exception has been
thrown by the target of an invocation. --->
System.Net.Sockets.SocketException: A connection attempt failed
because the connected party did not properly respond after a
period of time, or established connection failed because
connected host has failed to respond 10.9.216.80:9944

The ending number is the port number and the port 51886 can be something else since
UNICORN is using so called ephemeral ports.

Entries like this indicates that the UNICORN Instrument Server has failed to send an
eventto the client. The port 9944 is used for an Alive event that must succeed; otherwise
the client is disconnected.

To verify that it is the Windows firewall that blocks the traffic, open the Windows firewall
log, see

http.//technet.microsoft.com/en-us/library/cc736373(v=ws.10).aspx

The following entries corresponds to the entries from the log file for UNICORN Instrument
Server above:

2013-09-10 12:05:04 DROP TCP 10.9.28.158 10.9.216.80 62442 51886
52 S 1034333319 0 8192 - - - RECEIVE
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2013-09-10 12:05:46 DROP TCP 10.9.28.158 10.9.216.80 62456 9944
52 S 3482814844 0 8192 - - - RECEIVE

Not able to connect to a system
after computer restart or change
of a component

This can occur due to a problem with full log files (even though this is a unlikely since
this works automatically). The log files are roughly 498 KB when full and usually new files
are created automatically, but if UNICORN is terminated during the process of creating
log files, this can cause such problem.

The solution is to rename the UNTCORN Client Log.txt, UNICORN Instrument
Server Call Log.txt dnd UNICORN OPC Call Log.txt tosomething else and
restart the computer. Log files are found in the Logs folder of the installation.

A way to discover that it is this issue is by checking the Application Event Log for error
entries similar to the following:

Event Type: Error

Event Source: .NET Runtime

Event Category: None

Event ID: 1026

Date: 1/11/2013

Time: 9:33:07 AM

User: N/A

Computer: SEHCUPM-0054899

Description:

Application: UNICORN Instrument Server.exe

Framework Version: v4.0.30319

Description: The process was terminated due to an unhandled excep-
tion.

Exception Info: System.ObjectDisposedException

Stack:

at

System.Threading.WaitHandle.WaitOneNative (System.Runtime.InteropSer-
vices.SafeHandle, UInt32, Boolean, Boolean)

at

System.Threading.WaitHandle.InternalWaitOne (System.Runtime.In-
teropSer vices.SafeHandle, Int64, Boolean, Boolean)

at System.Threading.WaitHandle.WaitOne (Int32, Boolean)

at System.Threading.WaitHandle.WaitOne ()

at logdnet.Appender.FileAppender+InterProcessLock.AcquireLock ()
at logdnet.Appender.FileAppender+LockingStream.AcquireLock ()
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at
at
at
at
at
at

log4net.Appender.FileAppender.WriteFooter ()
log4net.Appender.TextWriterAppender.WriteFooterAndCloseWriter ()
logd4net.Appender.FileAppender.Reset ()
log4net.Appender.TextWriterAppender.OnClose ()

log4net .Appender.AppenderSkeleton.Close ()
logd4net.Appender.AppenderSkeleton.Finalize ()

For more information, see Microsoft Events and Errors Message Center at
http://www.microsoft.com/technet/support/ee/ee_basic.aspx
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Appendix A
Technical specifications

Introduction
This appendix describes
¢ the UNICORN system recommendations
¢ UNICORN's capability to control instruments

¢ how UNICORN samples data from the instruments.

A Technical specifications

Contents

The table below describes the contents of this appendix:

Section See page
A.1 Computer recommendations 232
A.2 UNICORN 7.5 control capacity 233
A.3 Data sampling 235
231
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A.1  Computer recommendations

Introduction

This section describes some general technical specifications for UNICORN 7.5 computers.

General computer specifications

For information on computer specifications, see
http://www.gelifesciences.com/UNICORNPCspecifications.

For information about compatibility between UNICORN versions, the supported operating
systems, database versions, and instrument configuration, see the UNICORN compati-
bility matrix at http://www.gelifesciences.com/UNICORNcompatibility.

The following applies:

232

A screen resolution of 1280x1024 or higher is recommended. Parts of the UNICORN
user interface can not be displayed properly using a lower resolution.

Changing the default font and changing the font size from 100% in Windows can
cause problems in the UNICORN user interface.

Windows power save features must be turned off to avoid conflicts with system
operations.

UNICORN is not compatible with the Windows feature High DPI Awareness, which
allows the graphic user interface to be scaled. The interface scale must remain at
100% to avoid issues with clipping and misaligning of parts of the UNICORN user
interface. Normally, the scale is set at 100% by default.
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A.2  UNICORN 7.5 control capacity

Introduction

This section describes the capability of UNICORN 7.5 to control systems in stand-alone
installations and network installations.

Stand-alone installations

In a stand-alone installation the workstation computer can be connected to a single in-
strument.

Network installations

The list below describes some basic facts and recommendations about network instal-
|ations:

Instruments must be connected to the network through an instrument server. It is
not recommended to connect the instruments directly to the network 1

Note: This is not applicable for WAVE systems.
Each local station can be connected to a single instrument.

A database server can support up to 32 clients 2. This can be any combination of
local stations with connected instruments, and remote stations in the network. The
number of supported systems depend on the server solution and the network
workload.

A client computer can locally control one and remotely another two instruments.
Alternatively, a client computer can control a total of three instruments remotely.

Each instrument in UNICORN
- can be controlled by only one active System Control module

- can be viewed by four other System Control modules.

The instrument can also be connected to the network through RTU, CU950, or CU960. Although
it is possible to connect instruments directly to a network, this is not recommended since it
can have a negative impact on the communication between instrument and instrument server.
With a peer-to-peer connection between each instrument server and instrument, the system
operation is less vulnerable to network communication problems and the general network
traffic load is reduced.

The SQL Server Express version distributed with the standard UNICORN 7.5 installation is suitable
for up to three clients. For larger installations an upgrade of the SQL Server is recommended.
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- atotal of five System Control modules can be connected to a single system in
view mode, provided that no one is connected in control mode.
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A.3  Data sampling

Data storage

Result is saved when a running method or a manual run ends. Data is also saved in a
runtime backup on the instrument server local hard drive during a run, thus minimizing
data loss in the event of power or communication failure.

Data buffer capacity

The capacity of the data buffer is up to 180 000 data points for each curve. The maximum
number of data points can be set either to 18 000, 54 000 or 180 000 data points. For
most curves, the default setting is 54000 points. For common applications, the default
setting produces a resolution that is more than adequate.

Note: The data buffer capacity is listed in the Data collection group of System:Set-
tings in the System Control module.

Effective sampling frequency

If a buffer is filled during a run, i.e 54 000 points have been recorded, the number of
points is halved by deleting every second point, leaving 27 000 data points of the curve
data. For subsequent sample points, every second point is dropped, thus halving the
effective sampling frequency. When the curve again reaches 54 000 points the process
is repeated and the effective sampling frequency is halved once again. Now every fourth
sampling point is recorded.

Note: The real sampling frequency, i.e. the sampling frequency of the system, never
changes.

Ensure maximum resolution

To ensure maximum resolution for a crucial part of a run, issue a New Chromatogram
instruction at the beginning of the part. This empties the data buffers, which allows the
selected maximum number of data points (e.g. 54000) to be recorded from this part of
the run before the effective sampling frequency is reduced again.
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Appendix B
Advanced system administration

Introduction

This appendix contains additional information that is relevant for UNICORN 7.5 network
deployments and details about Windows settings. It describes software settings and
selections necessary in order for the UNICORN client and server computers to operate
as intended in a network environment. Issues addressed include

¢ Prerequisite application installations
* Windows user names and passwords

* Services and ports used

The appendix also includes instructions for how to uninstall UNICORN 7.5 and SQL
Server Express manually if the installation has become corrupted and cannot be unin-
stalled using the normal procedures.

Contents

The table below describes the contents of this appendix:

Section See page
B.1 User, client computer and database server set up 237
B.2 Manual uninstallation 246
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B.1  User, client computer and database server set up

Introduction

This appendix provides information about the Windows user setup and computer settings
necessary in network deployments. The appendix also contains information about basic
computer configuration and prerequisite installations. These settings are normally per-
formed as part of the normal installation procedure. Manual adjustments are not neces-

sary.

Hard disk compression

It is not recommended to compress the hard disks of the computers where UNICORN
7.5 is installed.

Computer configuration with

Windows 10

Follow the instructions to configure a Windows 10 computer before installing UNICORN:

Step

Action

1

Install Windows 10 Professional.

e Select US or UK English as the Language Option.

¢ Set the regional settings to use the US standard for decimal delimiter,
which is a decimal point (*.").

Install any additional hardware drivers that can be needed, for example
network, graphics, sound or chipset drivers.
See also RefTolnstall extra network cards.

Since a computer with a musti-core processor is the recommended minimum
for UNICORN 7.5, make sure that all cores of the processor are running.
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Step Action
4 Install the following prerequisite applications in the exact order listed below 1:
1 Microsoft .NET Framework 4.7.2
NDP472-KB4054530-x86-x64-AllOS-ENU.exe
2 Microsoft Visual C++ 2008 Redistributable Package
vcredist_x86_Studio_2008_SP1l.exe
3 Microsoft Visual C++ 2010 Redistributable Package
vcredist_x86_Studio_2010_SP1.exe
4 Microsoft Visual C++ 2012 Redistributable Package
vcredist_x86_Studio_2012.exe
vcredist_x86_studio_2013.exe
vcredist_x64_studio_2013.exe
vcredist_x86_studio_2015.exe
vcredist_x86_studio_2017.exe
5 Microsoft Core XML Services (MSXML) 6.0
msxml6.msi
6 UNICORN Certificate Package 1.0.0
Certificatelmporter.exe
5 Enable high performance power plan:
1 Click Power Options in the Control Panel:Hardware and Sound.
Result: The Power Options dialog opens.
2 Expand Show additional plans.
3 Select High performance.
6 Disable all power save settings:

Follow the instruction in Disable Power Save section in Appendix D Post-in-
stallation settings, on page 260

238
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Step Action
7 Turn off the Windows screen saver:
1 Click Start and then click Settings.
2 Click Personalization.
3 Select Lock Screen option, and then click Screen saver settings.

4 Select [None] from the Screen Saver list, and then uncheck On resume,
display logon screen.

5 Click OK to apply the settings and close the dialog.

1 Alllisted prerequisites are available on the UNICORN 7.5 installation package in the ISSetup-
Prerequisites folder.

Windows user names and

passwords

Unless a domain controller is used, all users must have exactly the same user name and
password on all computers running UNICORN. If a domain controller is used, the users
are created at the domain controller and not on each computer. This eliminates the need
for synchronized user names and passwords.

Component services

The table below describes the steps for how to set up the Component Services settings
on a UNICORN computer.

My Computer Properties

Step Action

1 Start the Component Services:
1 Type Component Services inthe Start menu search field.

2 Clickthe Component Services item that is displayed as the search result.

2 Click the right arrows to expand the tree structure under Component Services
to show My Computer.

4 #. Component Services
a [ | Computers
» 1 My Computer
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Step

3

Action

Right-click My Computer and click Properties to open the My Computer
Properties dialog.

Click the Default Properties tab and
e Select Enable Distributed COM on this computer.
e Click Connect in the Default Authentication Level list

Note:

Client and server computers must have corresponding Default Authentication
Level settings and be in the same domain.

Wy Computer Properties ? *
Default Protocols COM Security MSDTC
General Options Default Properties

[1Enable Distributed COM on this computer:

[] Enable COM Intemet Services on this computer

Default Distibuted COM Communication Properties
The Authentication Level specifies secunty at the packet level.

Default Agthentication Level:
Connect w

The impersonation level specifies whether applications can determine
who is calling them. and whether the application can do operations
using the client’s identity.

Default Impersonation Level:
|dentify v

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

Provide additional security for reference tracking

Leam more about setting these properties.

Carcel Beply
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Step Action

5 Click the COM Security tab and click Edit Default in the Access Permissions
field, to open the Access Permission dialog.

« Addthe group Everyone with permissions for Local Access and Remote
Access.

o Click OK to apply and close the dialog.

Access Permission ? >
Default Security
Group or user names:
S8 SELF
SR SYSTEM
Add Bemove
Pemissions for Everyone Allow Deny
Local Access | O
Remote Access O
~ Cancel
6 o Click the MSDTC tab
and

« verify that Use local coordinator is selected.

7 Click OK to close the My Computer Properties.
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Step Action
8 Click the right arrows to expand the tree structure under My Computer to
show Local DTC.

4 (& My Computer
| COM+ Applications

[ DCOM Config
- [] Running Proceszes
4 || Distributed Transaction Coordinator
- (& Local DTC
9 Right-click Local DTC and click Properties to open the Local DTC Properties

dialog.
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Step Action
10 Click the Security tab and select the following options:
e Network DTC Access
- Allow Remote Clients
o Transaction Manager Communication

- Allow Inbound

and

- Allow Outbound
- No Authentication Required

e Enable XA Transactions

Local DTC Properties 7 X

Tracing Logging Security

Securty Settings
Networe DTC Access
Client and Administration
[ Allow Remote Clients [ Allow Remote Administration

Transaction Manager Communication
Allow Inbound Allow Outbound

(O Mutual Authertication Required
(O Incoming Caller Authertication Required
(@ No Authertication Required

Enable XA Transactions

DTC Logon Account
Accourt: NT AUTHORITY \Network Service Browse...

Pagsword:

Confirm password:

Leam more about setting thess properies.

Cancel oply

11 Click OK to apply the changes and close the Local DTC Properties dialog.

12 Proceed with the UNICORN Instrument Server Properties, on page 244 .
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UNICORN Instrument Server Properties

Step Action

1 Click the right arrows to expand the tree structure under DCOM Config to
show UNICORN Instrument Server.

- ‘£ UNICORN Instrument Server

2 Right-click UNICORN Instrument Server and click Properties to open the
UNICORN Instrument Server Properties dialog.

3 o Click the Security tab

¢ Inthe Launch and Activation Permissions field, click Customize
and

o click Edit to open the Launch and Activation Permission dialog.
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Step Action

4 Select the SYSTEM user and select Allow for all permissions.

Launch and Activation Permission ? >

Security

Group or user names:

82 Everyone

82 SYSTEM

52 Administrators (DESKTOP-440R42 Administrators)
SR INTERACTIVE

Add... Bemove
Permissions for Everyone Derry
Local Launch O
Remote Launch O
Local Activation O
Remate Activation ]

Cancel

Note:
Only the SYSTEM user can have Launch permissions.

5 Select the Administrators user and select Allow for the Local Activation
and Remote Activation permissions.

6 Select the Everyone user and select Allow for the Local Activation and Re-
mote Activation permissions.

7 o Click OK to apply the changes and close the Launch and Activation
Permission dialog.

o Click OK to close the UNICORN Instrument Server Properties dialog.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 245



B Advanced system administration
B.2 Manual uninstallation

B.2  Manual uninstallation

Introduction

This appendix contains instructions for how to remove a UNICORN 7.5 and/or SQL
Server installation manually in the event that the installation has become corrupt and
cannot be removed in a regular manner.

Note: It is important to schedule backups of the database to prevent loss of data.

Remove a UNICORN 7.5
installation

The instruction describes how to remove the UNICORN 7.5 installation:

Step Action

1 Open the Windows Task Manager, then click the Processes tab.

1% Task Manager = ] X
Eile DOptions View

Processes Performance App history Startup Users Details Services

® 10% 69% 0% 0%
Name CPU | Memory Disk | Metwork
i —

Apps (4)
{72 Task Manager 6:9% 109 MB 0 MB/s 0Mbps
> UNICORN Client (32 bit) (2) 1.0% 70.5 MB 0 MB/s 0 Mbps
UnicornEval (32 bit) 0% 6.6 MEB 0 MB/s 0 Mbps
1 Windows Explorer (2) 0% 19.86 MB 0 MB/s 0 Mbps

Background processes (34)

[%] Application Frame Host 0% 3.7MB 0 MB/s 0 Mbps

[®] COM Surrogate 0% 1.1 MB 0 MB/s 0 Mbps

[®] COM Surrogate 0% 1.4 ME 0 MB/s 0 Mbps

[E cortana 0% 0.1MB 0 MB/s 0Mbps

[®5] Host Process for Windows Tasks 0% 2.1 MB 0 MB/s 0 Mbps

[5] Imgrd (32 bit) 0% 0AMB 0 MB/s 0Mbps

[ Imgrd (32 bit) 0% 0.1 MB 0 MB/s 0Mbps
> & LsGateway 0% 39MB 0 MB/s OMbps o
[ ' Fewer details End task
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Step Action

2 Select and end the following processes if applicable:

UNICORNClient.exe

UNICORN Instrument Server.exe
UNICORN Support Service.exe
NextCU.exe

VIDMain.exe

UNICORN HDA server.exe
UNICORNeval.exe
P950_DRV.exe

LSGateway.exe

Close the Windows Task Manager.

3 Remove the UNICORN backup task:

1 Open the Task Scheduler. In the Start menu search field type task

scheduler, then click the Task Scheduler item that is displayed as the
search result.

() Task Scheduler — O s

File Action View Help
= nmE BE

() Task Scheduler {Local)
7 Task Scheduler Library

Mame Status  Triggers

= End
& Disable
Export...

& 2| | @ Properties

General Triggers Actions Conditions Set * |* | | 3 Delete v

2 Select the UNICORN backup task.

3 Click Delete in the Action menu.

4 Close the Scheduled Tasks dialog.
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Step Action

4 For client installations, remove the folder Program Files Path\
GE Healthcare\UNICORN\UNICORN 7.5.

For database and standalone installations, uninstall the SQL Server as de-
scribed in Remove the UNICORN database instance, on page 248, before the
UNICORN folder is removed.

Note:

The actual search path to this folder depends on what was selected at the
UNICORN installation.

This folder can contain backup files, log files, and error reports that can be
saved for future reference.

5 Reboot the computer.

Remove the UNICORN database
instance

This instruction describes how to remove the UNICORN database instance using Windows
Programs and Features dialog.

Note: Some of the images in the instruction have been cropped and do not show
the available buttons on the bottom part of the dialog (OK, Next, Back, Cancel,
Help etc.).

NOTICE
c If more than one database instance is installed on the computer

you must ensure that only the UNICORN database instance is re-
moved. Do not remove Setup Support Files, Native Client or any
SQL Server files, to ensure that the other database instances remain
operable.

Step Action

1 Open the Windows Control Panel and click Programs:Programs and Fea-
tures.
2 Right-click Microsoft SQL Server 2017(64-bit) and click Uninstall/Change.
3 The SQL Server dialog opens.
Click Remove.
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Step Action

4 A Setup Support Rules dialog opens and run a discovery operation to iden-
tify possible problems with the maintenance operation.

o Click OK to proceed after this operation step is completed.

5 e Click UNICORN on the Instance to remove features from menu
and

e Click Next to proceed.

6 o Select Database Engine Services and SQL Server Replication

and

o Click Next to proceed.

7 Setup runs Removal Rules to identify possible problems with the removal.
o Click Next to proceed after this operation step is completed.

8 A summary of the removal operation is shown.
o Click Remove to proceed.

9 The progression of the removal operation is shown.

o Click Next to proceed after this operation step is completed.

10 The Complete dialog opens. This dialog provides a link to a summary log
file.

¢ Read the information in the log file and on the Complete page.
o Click Close to close the wizard dialog.

e Close the Add or Remove Program dialog.
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Uninstalling an existing instance
of SQL Server

The instruction below describes how to uninstall SQL Server if the procedure described
above cannot be used.

NOTICE
e The uninstallation procedure below can only be used if the

UNICORN database instance is the only database instance installed
on the computer. The procedure described causes all Microsoft
SQL Server-related entries to be completely deleted from the
computer.

Step Action

1 Perform a backup of the Windows Registry:

2 Delete the registry keys listed below:

e HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Microsoft SQL

Server

e HKEY LOCAL MACHINE\SOFTWARE\Microsoft\MSSQLServer
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Step Action

3 o Locate and select the key
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session

Manager

o Ifthereis an entry ( of the Type REG_MULTI_SZ) named

PendingFileRenameOperations:

1 Right-click the entry and click Modify.
Result: The Edit Multi-String dialog opens.

2 Clear the Value data.
3 Click OK to close the dialog and update the Data column.

o Ifthereisakey
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Session

Manager\FileRenameOperations:
1 Right-click the key and click Rename.

2 Change the name to FileRenameOperations?2

Note:

After a successful installation, restore the name of this key to FileRename-
Operations.

4 Delete the SQL Server related services from

e HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\MSSQL

For example

-  MSSQL$SUNICORN

-  MSSQLFDLauncher$UNICORN
- MSSQLServerADHelperl1l00
- SQLAgentSUNICORN

- SQLBrowser

- SQLWriter

5 Rename all folders on Microsoft SQL Server under C:\Program Files
(x86) , and in any data drive.

6 Reboot the computer.
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Tip: For more information refer to:
msdn.microsoft.com/en-us/library/ms143412.aspx

252 UNICORN 7.5 Administration and Technical Manual 29448356 AA


msdn.microsoft.com/en-us/library/ms143412.aspx

C Firewall settings

Appendix C
Firewall settings

Introduction

If third party firewalls are used within the UNICORN network, the exceptions described
in this chapter must be set in order for UNICORN to operate properly. However, if the
Windows firewall is used, the UNICORN installation configures the firewall settings.

Note: Firewall settings which concern the OPC funcationality are listed in Section 2.6
OPC settings for UNICORN, on page 80.
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Firewall program exceptions

Exceptions must be set for the following programs:

Program Comment ‘

gehealth.exe Only available when the License server has been installed and is
usually found in Program Files Path\GE Healthcare\eLicense
server

Imgrd.exe Only available when the License server has been installed and is

OPCEnum.exe

usually found in Program Files Path\GE Healthcare\eLicense

server

Usually found in C: \WINDOWS\system32

p950_drv.exe

Usually found in Program Files Path\GE Healthcare\UNICORN\
UNICORN 7.5\bin\Middleware\CU950

Systeminstallation.exe

Usually found in Program Files Path\GE Healthcare\UNICORN\
UNICORN 7.5\bin

Sqlservr.exe Only available in a Database installation and is usually found in
Program Files Path\Microsoft SQL
Server\MSSQL12.UNICORN\MSSQL\Bin :

UNICORNClient.exe Usually found in Program Files Path\GE Healthcare\UNICORN\
UNICORN 7.5\bin

UNICORN Instrument Usually found in Program Files Path\GE Healthcare\UNICORN\

Server.exe UNICORN 7.5\bin

UNICORN Support Service.exe

Usually found in Program Files Path\GE Healthcare\UNICORN\
UNICORN 7.5\bin

UNICORN User Server.exe

Usually found in Program Files Path\GE Healthcare\UNICORN\
UNICORN 7.5\bin

RemoteDeploymentService.exe

Usually found in Program Files Path\GE Healthcare\Remote
Deployment Service\
UNICORN 7.5\bin

1 The pathis dependent on SQL Server version and database instance name. E.g., MSSQL12 . UNICORN is the
folder name for SQL Server 2014 and the instance name UNICORN.
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C Firewall settings

Firewall exceptions must be set for the following ports:

TCP port UDP port Comment
135 Firewall exception is needed for DCOM communication. Described
in OPC settings, on page 256.
1433 For communication with SQL Server on the SQL Server computer.
1434 For use of SQL Browser service in order to locate database instances.
9920 For communication between computers where different parts of
UNICORN are deployed.
27000 to 27009 For communication with the License Server on the License Server
computer.
40500 Used internally by UNICORN client.
40501 to 40502 For UNICORN client to UNICORN Instrument Server communications.
40503 For NextCU to VID communication.
Note:
Not needed when RTUext is used.
40504 to For communication with instrument.
40510
Note:
Not needed when RTUext is used.
50000 to For communication with instrument.
50003
Note:
Not needed when RTUext is used.
40511 40511 For RTU/RDS ! communication.
40512 For RTU communication.
443 For UNICORN User Server communication.
40513 For UNICORN Instrument Server communication.
40514 For UNICORN Instrument Server communication.
40516 For UNICORN User Server communication.

1 Remote Deployment Service
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CU-950 and CU-960 TCP ports

The TCP ports used by UNICORN for the CU-950 and the CU-960 (CU) with the listed
numbers are shown in the following table. Only one CU per instrument server computer
is supported. By default the CU is set to Control Unit number (CU #) 1 and uses the ports
listed in the first column. Both inbound and outbound data communication must be al-
lowed for the used ports.

Channel CU#1 CU #2 CU#3 CU #4

Software & Data storage 60033 60133 60233 60333

Download & Manual 60032 60132 60232 60332

Trend & Event 60031 60131 60231 60331

Info 60030 60130 60230 60330
OPC settings

The User Account Control (UAC) feature in Windows, combined with restrictions applied
on DCOM when running UNICORN on Windows computers, makes additional changes
to the configuration necessary to allow other OPC clients to communicate with the OPC
server. These settings can be applied to Windows both in workgroups and domains if
needed.

Step Action

1 If there is a third party firewall enabled on the instrument server:

¢ Allow the OPCEnum service access

(The executable file is located in the System32 directory in the Windows
installation directory, typically c: \windows\system32)

e Allow DCOM (port 135) access.

2 Continue with the instructions in Additional configuration, on page 80.

3 Exceptions for the Windows firewall are added by the UNICORN 7.5 installation program.
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Manually define firewall
exceptions in Windows Firewall

Follow the instructions to define firewall exceptions in the Windows Firewall:

Step Action

1 In the Control Panel (category view), click System and Security, then click
Windows Firewall and then click Allow an app or feature through Windows
Firewall.

& Windows Firewall - o
= « 4 @ » ControlPanel > System and Security » Windows Firewall v | | Search Control Panel o

File Edit View Took Help

Sl Banei Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining aceess to your PC threugh the

Allow an app or feature Internet or a network.
through Windows Firewall
& Change notification settings l 0 Private networks Connected

& Turn Windows Firewall on or i
D Networks at home or work where you know and trust the people and devices on the network

) Restore defaults

Windows Firewall state: On
@ Advanced settings Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active private networks: 2 Network 2
Motification state: MNotify me when Windows Firewall blacks a new app
See also
Security and Maintenance l ° Guest or public networks Not connected (>
Metwork and Sharing Center
2 Click Change Settings to make all buttons available, then click Allow another

app to open the Add an appdialog box:

3 o Click Browse to locate and select the program file you want to add

or

¢ select the program in the list

and

¢ click Add to add the program to the Allowed programs and features

pane.
4 Redo step 2 and 3 for all the program files you want to add.
5 Click OK to close the Allow programs to communicate through Windows

Firewall window and apply the changes.
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Adding exceptions for specific ports

Step

Action

1

258

In the Start menu search box, type Windows Firewall with Advanced
Security. Click the Windows Firewall with Advanced Security item that
is displayed as the search result.

@ Windows Firewall with Advanced Security - o ®
File Action View Help
«=|@m BE

R E PEC R RN Windows Firewall with Advanced Security on Local Computer Actions

B Inbound Rules ~ | Windows Firewall with Ad... &
Outbound Rules

By Connection Security Rules & Import Policy...
., Monitoring 5 ExportPolicy..
Overview

ﬂ Windows Firewall with Advanced Security provides network securty for Windows cor

Restore Default Policy
Domain Profile

'@ Windows Firewall is on,

Diagnose / Repair

View »
© Inbound connections that do not match a rule are blocked
= |6 Refresh
@ Outbound connections that do not match a rule are allowed
[E] Properties
Private Profile is Active
Help

'@ Windows Firewallis on

@ Inbound connections that do not match 2 e are blocked
@ Outbound connections that do ot match a nule are allowed
Public Profile

@ Windows Frrewal is on

) Inbound connecions that do not match a rule are bloied
@ Outbound connections that do not match a nile ars allowed

B3 Windows Frewal Propetties

Getting Started

Create connection securty rules to specify how and when connections between computers
protected by using Intemet Protocol security (IPsc).

In the Windows Firewall with Advanced Security dialog box, in the left pane,
click Inbound Rules, and then, in the right pane, click New Rule to open the
New Inbound Rule Wizard.

Click Port, then click Next.

Click TCP, then select Specific local ports. Type 9920, 40500-40503,
40511, 40512 inthe box, then click Next.

Click Allow the connection, then click Next.
Select the Domain, Private and Public check boxes, then click Next
Type UNICORN in the Name box, then click Finish.

Repeat step 2 to 7 to add an exception for TCP port 135. Name this rule
DCOM.

Repeat step 2 to 7 to add an exception for TCP port 1433. Name this rule
SQL Server.
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Step Action

10 Repeat step 2 to 7 to add an exception for all TCP ports from 27000 to 27009.
Name this rule License Server.

11 Repeat step 2 to 7 to add exceptions for all UDP ports from 40504 to 40510,
and from 50000 to 50003. Name this rule UNICORN
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Appendix D
Post-installation settings

Introduction

This appendix describes various recommended post-installation procedures. These
procedures ensure proper operation of UNICORN 7.5.

Disk space for a database server
(standalone installation)

The free space of the disk or disk partition where the UNICORN archive and backup files
are located must be at least 160 GB to avoid errors related to insufficient disk space.

A database for one, or for several, systems that has been in use for an extended period
of time contains large amounts of data. Backups corresponding to two weeks and some
archived data therefore require alarge amount of disk space. For this reason, a minimum
disk space of 160 GB must be reserved.

Windows update

Windows update can interfere with UNICORN and interrupt ongoing runs. To avoid this,
It is recommended to update windows manually or postpone windows update to a
suitable time when UNICORN is not in use.

Anti-virus software

Anti-virus software can interfere with the operation of UNICORN and must be regulated
accordingly. It is necessary to avoid any virus scan while runs are in progress to avoid
complications.

The following folders must not be scanned:

* Program Files PathGE Healthcare\UNICORN\UNICORN 7.5\Logs
* Program Files PathGE Healthcare\UNICORN\UNICORN 7.5\Logs
* Program Files PathGE Healthcare\UNICORN\Runtime backup

* Program Files PathGE Healthcare\UNICORN\UNICORN Common Components
7.0\Logs
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* Program Files PathGE Healthcare\UNICORN\UNICORN Database\Backup
* Program Files PathGE Healthcare\UNICORN\UNICORN Database\Logs
* Program Files PathGE Healthcare\UNICORN\UNICORN Database\Database
® ProgramData\GE Healthcare\LS Gateway
Note: ProgramData is a hidden folder in the C: drive.
® ProgramData\GE Healthcare\Remote Deployment Service
® ProgramData\GE Healthcare\UNICORN

® ProgramData\GE Healthcare\Virtual Control Unit

Disable Power Save

If the UNICORN computer enters standby or hibernation mode while aruniis in progress,
the run is interrupted for systems not using CU or RTU and the system is disconnected
from UNICORN. To avoid this, disable any power save mode settings in Windows. This is
done by adjusting the power save options in the Windows Control Panel.

For CU950/960 connected systems, for example, AKTApilot and AKTAprocess, the run
continues and the information is stored on the CU until the memory card is full. For sys-
tems using RTU, the run continues and the information is stored locally on the RTU.

Power save must also be disabled for the Network Interface Cards. This is described
below.

Note: This process can differ slightly depending on the network card device driver.

Step Action

1 Open the Windows Control Panel, and then click Network and Sharing
Center.

2 Click Change adapter settings in the left panel.

3 Right-click the network connection for the Network Interface Card, then click
Properties.

Result: The Properties dialog box for the network connection opens.

4 Click Configure.
Result: The Properties dialog box for the card opens.

5 Click the Power Management tab, then clear the Allow the computer to
turn off this device to save power check box.

6 Click OK to apply the changes.
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Disable Automatic Restart

Serious errors in Windows can cause the operating system to halt, to prevent possible
damage. This is usually caused by faulty drivers. When this occurs, a blue screen is dis-
played with technical information in white text. The default setting for Windows is to
automatically restart after this blue screen is displayed. This is normally not the desired
behavior, as the technical information is essential in order to diagnose the cause for the
error. It is a recommendation to disable the automatic restart function so that crash
codes can be saved. Follow the instructions below to disable the automatic restart

function:

Step Action

1 e TypeAdvanced System Settings inthe Search Windows box, and

then press Enter.

Result: The System Properties dialog opens.

2 e Clickthe Advanced tab, then click Settings in the Startup and Recovery

field.

Result: The Startup and Recovery dialog box opens.

Startup and Recovery

Systemn startup

System failure

Dump file:

Default operating systermn:

Windows 10 ~
[ Time to display list of operating systems: 30 = seconds
[[]Time to display recovery options when needed: 30 | seconds

ﬂrite an event to the system log
] Automatically restart

Write debugging information

Automatic memory dump

%SystemRoot 2\ MEMORY.DMP

Qverwrite any existing file

[] Disable automatic deletion of memory dumps when disk space is low
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Step Action

3 Clear the Automatically restart check box.
4 Click OK in all open dialog boxes to apply the changes and close the dialog
boxes.

Internet time synchronization

When UNICORN is run in a network environment there is a need to ensure that the time
of the connected computers is synchronized. In order to be able to compare time and
dates for items stored in the database, for example with timestamps in log files, all
UNICORN computers in the network must be on synchronized time.

If the company has an available Internet Time Server, it is preferable that the UNICORN
computers are set to automatically synchronize time using that server. If no company
Internet Time Server is available, then time . windows . com can be used as an alternative.

Note: Internet time can not be set if the computer is on a domain. If the computer is
a member of a domain, then the domain controller handles the time synchro-
nization. So internet time synchronization cannot be set.

The instruction below describes how to set the Internet time synchronization option.

Step Action

1 Type Date and Time in Windows Search and press Enter.

Result: The Date and Time dialog box opens.
2 Click the Internet Time tab.

Note:
This tab is not shown, if it is disabled by Domain policies.

3 Click Change settings, and then check the Synchronize with an Internet
time server box.

4 Enter the Internet Time Server in the Server field.

5 Click OK to apply the changes and close the dialog box.

Note: If the UNICORN computer is used for a standalone installation in a workgroup
and there is no access to time.windows.com, clear the Internet time server
check box.
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Update paging file size

Itis recommended to let the operating system manage the paging file size for a UNICORN
7.5 computer. The following instruction describes the correct virtual memory settings:

Step

Action

1

Type Advanced System
then press Enter.

Settings in the Search Window box and

Result: The System Properties dialog opens.

Click the Advanced tab, then click Settings in the Performance field.

Result: The Performance Options dialog box opens.

Click the Advanced tab
and

click Change in the Virtual memory field.

Result: The Virtual Memory dialog box opens.

Virtual Memory

[lisutomatically manage paging file size for all drives

Paging file size for each drive
Drrive [Wolume Label]

Paging File Size (MB)

fod]

Selected drive: g
40959 1B

Space available:

Custom size:
Initial size (MB):

MAazirmum size (MEN

System managed size

Mo paging file

Total paging file size for all drives

Minimum allowed: 16 MB
Recommended: 1151 MB
Currently allocated: 1152 MB

Cancel
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Action

e Select the drive where UNICORN 7.5 is installed or select Automatically
manage paging file size for all drives check box.

o Click System managed size

Note:

The System managed size radio button is not available if Automatically
manage paging file size for all drives is selected.

Click OK in all open dialog boxes to apply the changes and close the dialog
boxes.

Set a public network to a private

network

Follow the instructions to change a public network to a private network:

Step

Action

1

2

Type Local Security Policy inthe Windows search box.

Click the Local Security Policy item that is displayed as the search result.

Result: The Local Security Policy window appears.

Click on Network List Manager Policies on the left.

Result: The list of available networks appears.

Double-click on the network to be changed.

Result: The window of the related network properties appears.
Select the Network Location tab.
Select Private as Location type.

Click OK to save the settings.

Private network settings

Follow the instructions to change the private network settings:

Step

Action

Open the Windows Control Panel, and then click Network and Sharing
Center.
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Step Action

2 Click Change advances sharing settings in the left panel.

3 Expand Private.

4 Under Network discovery select Turn on network discovery.

5 Under File and printer sharing select Turn on file and printer sharing.
6 Click Save changes to apply the changes.
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Appendix E
Additional computer setting changes

Introduction
This appendix contains instructions how to perform certain computer setting changes
after installation.

Change installation settings
Certain installation settings can be changed in the UNICORN Configuration Manager
tool.

Note: Itis only possible to log in to the UNICORN Configuration Manager as a local
UNICORN user or administrator (default). It is not possible for a network user.

Note: Only the settings of the local database can be updated in UNICORN Configu-
ration Manager and only if the database is located on the SQL Server that is

installed by the UNICORN installation program.

e Start UNICORN Configuration Manager: Click the Windows Start button, then type
UNICORN Configuration Manager inthe Start menu search field and then click

the UNICORN Configuration Manager item that is displayed as the search result.
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-+ UNICORN Cenfiguration Manager X

Data Storage
Specify location where backup files and archive files are placed.

Backup files folder: |C:"-\ngmm Files (xBE6/\GE Healthcare \UNICORN\UNICORN Database'Backup | Browse. ..

Archive files folder: |C:‘\ngmm Files («BE)NGE Healthcare \UNICORNAWUNICORN DatabaseArchive | Browse...

Password Settings
If starting the UNICORN software requires password identification; check the "Require password" box.
Require password

Column Logbook
Specify if column logbook is enabled for the installation.

Enable Column Logbook

Archive Settings

Specify if database archiving is enabled for the installation.
Enable Archiving

Encryption Settings
Specify if database encryption shall be forced.
Force encryption

Cance

In this dialog box you can

e Change folders for backup and archiving.

e Change the settings for password requirements.

e Turn on or turn off the Column Logbook.

e Turn on or turn off database archiving for the installation.

e Turnon or turn off forced database encryption.

Changing standalone or
database server computer name

268

The following instruction describes the steps that must be completed to change the
name of the computer which is used for a standalone or database server installation of
UNICORN 7.5.

Step Action

1 Deactivate the system.
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Step Action
2 e Type System in Windows Search box and then click System from the

search result.

Result: The System dialog opens.

o Click Change settings in the Computer name, domain and workgroup
settings field.

Result: The System Properties dialog opens.

3 Click Change.

e Enter the new name in the Computer name field,
« click OKin the open dialog boxes to apply the change,
and

e restart the computer.
5 After the computer has restarted, open a Command Prompt window™.

e Change to the database directory by typing the following in the Com-
mand Prompt:

Program Files

Path\GE Healthcare\UNICORN\UNICORN Database\Database
e Runthe RenamesQLServer.bat script by typing the following in the

Command Prompt:

RenameSQLServer.bat "old computer name"\UNICORN "new com-
puter name"\UNICORN

For example:
RenameSQLServer .bat HP14603418012\UNICORN GE145010\UNICORN

7 Reboot the computer.

8 To verify the name change, open a command prompt window and type the
following command:

e sglcmd -Slocalhost\UNICORN -Q"select @@servername"

Result: The new name is shown as in the following example:

GE145010\UNICORN

(1rows affected)

4 Type Command promt in the Windows Search box, right-click on Command Prompt, and
then click Run as administrator.
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Step Action

9 Start UNICORN and open the Administration module.

10 o Open the System Properties dialog box,

e select the system
and

o click Activate.

Result: The Activate system dialog box opens.

11 Click the new server computer name from the Instrument server list:

Activate - Pure 1 X
Instrument configuration
AKTAavant 25 (3.3.0.0) ~

Instrument server

DESKTOP-440R42V e
s» o

12 o Click OK to perform the change
and
o log off UNICORN.
13 Restart the computer.
14

e Startand log on to UNICORN
and

e connect to the instrument.
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Changed name for a computer

that serves as an instrument

server only
The instruction describes the steps that must be completed if the name of a computer,
which is used as an instrument server in a distributed installation, is changed.

Step Action

1 ¢ Change the name of the computer as described in Changing standalone
or database server computer name, on page 268.
and
e reboot.
2 Start UNICORN and open the Administration module.
3 « Open the System Properties dialog box,
e select the system
and
e click Edit.

Result: The Edit system dialog box opens.

UNICORN 7.5 Administration and Technical Manual 29448356 AA 271



E Additional computer setting changes

Step Action

4 Select the new server computer name from the Instrument server menu:
Edit - Pure 1 X
Instrument configuration ﬁﬁ;\enre13](i5aq] V] i Irformation... i ! Import... |
Instrument server | DESKTOP-440R42V ~|| Berame.. |
RTU IP address [127.001 |
Instrument serial no.: 1235768
Connect by () Fixed IP address:
(® Instrument serial no. =
Component types: ‘Q_:Enad.l_o_n_'[e_stl
Component selection Property
Monitors and sensors.
Fraction collectors [] | Sample pump S3H
Cther
Core components (ahways present) [ [Inlet A VIHHA (7ports) i
Inet B VSHHE (F-ports) v
[ |inlet valve X1 (vaH-13)
[ | Mixer valve (VGH-M)
[ |Loop valve (v3H-L)
[ |Column valve V3H-C (-columns) Ev
[1 |pH valve (vSHpH)
[ |outlet vaive VSHO (10-outlets) |
[ |Versatile valve (V9H-V)

Bl = e | Coed |
5 e Click OK to perform the change
and

e log off UNICORN.

6 Restart the computer.
7  Start and log on to UNICORN
and

e connect to the instrument.
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Changed computer names in a
distributed environment

If the computer names in a network environment , i.e. not for a standalone system, are
changed some configuration files must be updated on the UNICORN instrument server
and UNICORN client computers.

Use the UNICORN Service Tool to update the configuration files. The UNICORN Service
Tool can be used to update configuration files due to name changes of both the database
server and license server computer. See UNICORN Service Tool Instructions.

Moving a Workgroup PCto a
Domain after a UNICORN 7.5

installation

If a UNICORN computer has been moved from a Workgroup to a domain, make sure
that the firewall has been set up to allow UNICORN communication, see Appendix C
Firewall settings, on page 253.

You can test port communication in the Port check tab in UNICORN Service Tool. See
UNICORN Service Tool User Manual.

Actions for cloned computers

If the Windows operating system for a UNICORN 7.5 computer is installed using a cloning
mechanism, the cloning must follow the guidelines for disk duplications of Windows in-
stallations.

For more information see The Microsoft policy for disk duplication of Windows installations.

For more information about imaging and automated installations of different Windows
versions, see Microsoft Deployment Toolkit (MDT) 2012.

General computer management

If the UNICORN computer is not supplied by GE Healthcare, itis a recommended practice
to check the computer vendor website to see if there are any known issues with the
computer, and that all computer drivers are up-to-date.
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Start the UNICORN HDA Service

The UNICORN HDA service used for OPC browsing of historical data is only registered
when a system is defined. To run the service on a PC without defining a system the service
must be manually started. This can be done with the UNICORN Service Tool. See UNICORN
Service Tool User Manual.

Unregister UNICORN HDA Service

Use the UNICORN Service Tool to unregister the UNICORN HDA Service. See UNICORN
Service Tool User Manual.
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